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1
EIZANQrH

H d1apkAg TTpocappoyr], N TPOAnyn Kai n éykaipn avrtidpaon oTIg
TIPOKAACEIG eVOG BIOPKWG PETARBAAANSOUEVOU TTEPIBAAANOVTOG, aTTOTEAOUV
TO 1O0XUPOTEPO OepéAIO yIa TNV ATTOTEAECHOATIKN JlaudpPwaon MHIag
OAOKANPWEVNG OTPATNYIKAG QAVTIUETWTTIONG TWV KUPBEPVOETTIOECEWVY.
A6 10 2018 kai TV 3n avabswpnon TG EBVIKAG ETpartnyikAg yia TNV
KuBepvoaa@dAeia n HeGOAGBNON ONUAVTIKWY TEXVOAOYIKWY £€eAifewv
(1r.x. SikTUO 5Ng yeviag, TeXvnT vonuoouvn, loT), oe cuvduaouo pe
TNV avAaykn augnuévng XPnong Twv VEWV TEXVOAOYIWV Kal WNQIOKWY
€QAPHPOYWV YIa TNV EEUTTNPETNON TTOAITWYV KAl ETTIXEIPAOEWV €V HEOW TNG
paydaiag €€ATTAWONG MIag TTpwToPavoug Travdnuiag (COVID -19), e
OUVTOPOKTIKEG OUVETTEIEG YIA TNV avBpwTTOTNTA, KOBIOTOUV avaykaia Thv
daueon agloAdynon Kal avaTpo@odOTNon TOu OTPATNYIKOU OXESIOCHOU
yla TNV KuBepvoaapdAeia Tng xwpag. Eivar yeyovog, aAAwaTe, 6T 600
TTEPICOOTEPO OTNPICETAI N KOIVWVIO KAl N OIKOVOMIa oTnv yn@ioTroinon
01adIKAoIWY KAl UTTNPECIWY, TOGO QUEAVETAl N eTIQAvEIa €TiBEaNg
(attack surface), GAAWG TO EUPOG TWV EUKAIPIWY, VIO TNV TTPAYHOTOTIOINGN
KOKOBOUAWYV EVEPYEIWV, KOAWVTOG OAOUG TOUG OPUOBIOUG EUTTAEKOUEVOUG
(POPEIG O€ £YKAIPO OXEDIAOUO KAl ATTOTEAEOUATIKA avTidpaon.

H xwpa pog, UETEXOVTAG O OAA TO KATA TTEPITITWON E€UPWTTAIKA Kal
d1eBvr) fora kai avayvwpilovtag Tn BepeAiwdn onuacia TN Bwpdkiong
™G GOQAAEING TWV OUCTNUATWY Kal BIKTUWV TTANPOQYOPIKAG Kal
ETTIKOIVWVIWYV, €XEl AGBEl AON WIa oelpd atrd GNUAVTIKEG TTPWTOROUAIEG
ME yvwpova TNV avtatmokpion oTig O1EBVEIC Kal EVWOIOKES OTTAITHOEIG,
TN dIAPOPPWON VOGS AoPAAOUG TTEPIBAAAOVTOG YIa TIG VEEG TEXVOAOYIES
Kal TNV adgnon Tng €uTmoTooUvNG TWV TTOANITWY KAl ETTIXEIPACEWY O€
WNOIOKEG EPAPUOYES KAl UTTNPETIEG TTPOG OPEAOG TNG OIKOVOMIOG Kal
NG KoIvwviag. MeTagu Twv TTPWTOROUAILY auTwv diakpivovTal: n Béon
o€ 10X0 Tou Vv. 4577/2018 «EvowpdTtwaon otnv €AAnVIKA vopoBeaia
™G Odnyiag 2016/1148/EE Ttou EupwTraikolu KoivoBouAiou kai Tou
JUMPBOUAiOU OXETIKA PE PETPA VIO UYNAG KOIVO ETTITTEOO AOQAAEING
OUOTNUATWY BIKTUOU Kl TTANPOPOPIWV € 0AOKANPN TV Evwon kol GAAEG
diatdageicy (A 199) kai n ékdoan TnNG UTToupyIKAG atrégacng 1027/2019
(A" 3739) pe paon Tnv otroia KaBopioTNKE TO TTAQICIO UTTOXPEWOEWY YIa
Toug @opeig EkpetdAAeuong Baoikwyv Ytnpeoiwv (P.E.B.Y.) kai Toug
Mapdyoug Wneiakwyv Ytmnpeoiwv (M.W.Y.), cuptreplAapBavopévwy Twy
ATTAITACEWV ao@aAgiag TTou o@eilouv va Tnpouv, n avaBdaduion g
EBvikng Apxng KuBepvoaopdAeiag oe Mevikry AictBuvaon Tou YTroupyeiou
WYnoeiokAg AlokuBépvnong, n opyavwaon Kol GUUHPETOXH TwV appodiwy
UTTNPECIWY O€ AOKNOEIG ETOINOTNTAG, N XPHON TTPONYHUEVWY CUCTNNATWY
TTPOANWNG KAl QVTIUETWTTIONG NAEKTPOVIKWYV ETTIOECEWV K.ATT.

Y116 10 TIpiopa auTd, Kal AapBAavovTag uttown TIGg GUYXPOVEG ATTAITHOEIG
Kal avaykeg, n EBvikA Apxl KuBepvoao@daAeiag Tou YTroupyeiou
WYnolokAig AlakuBEpvnong, wg emaTreldouca YTnpeoia cUNQWVA JE TIG
dlatageig Tou v.4577/2018 kai Tou 11.0. 40/2020 (A 85), TrpoBaivel e
TO TTAPOV O€ ETTIKAIPOTIOINGN TOU €BVIKOU OTPATNYIKOU OXedIAaUOU yia
TNV KUBEPVOaoPAAEIa, WaTe va agloAoynBei n u@ioTapevn KATdoTaon, va
avayvwpioBbolv o1 véeg TIPOKAARCEIG Kal va dlapop@wBei éva katdAAnAo
OTPATNYIKO TTAQICIO AUEONS EQAPUOYNAG.
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ANAAYZH
YOIZTAMENHZ
KATAZTAZHX

2.1 O1 texvoloyikég eCeAi€elg, N wnoiokn SlakuBEépvnan aAAd Kal n eunuepia

ENA AIAPKQY Twv Xwpwv PyeAwv TnG EupwtaikAg ‘Evwong, €xouv KataoThoEl Ta

METABAAAOMENO  KPATn-péAn otdxoug TTANBwPag KUBEPVOETTIOECEWY. ATTO OTTEIAEG TTOU

NMEPIBAAAON AMEINQN  TTPOEPXOVTal TTO HEUOVWHEVOUG EYKANUATIEG, UEXPI ETIBECEIG PEPOHEVEG

WG OTTOPPOIA EVEPYEIWV TPITWV KPATWYV, TO TTEPIBAANOV KUBEPVOATTEIAWV

12 gival SI0PKWG PETARBAAANOPEVO, 0ONYWVTAG OE WIA EYYEVH) adUVaia AueoNS

TpooTaciag Tou. O1 ev Adyw GUVOAKES ETTIRERAILOVOUV TNV AVAYKN YIO KIO

TEPIOOIKA avabewpoUpevn OTPATNYIKA, N otroia Ba BETel TOug KavOveg
QVTIMETWTTIONG 1] HETPIOOUOU TOU QVTIKTUTIOU TWV £V AOYW ATTEIAWV.

EONIKH ZTPATHINKH KYBEPNOAX®AAEIAZX 2020 - 2025

>mv Eupwtaiki ‘Evwaon €xouv TmapatnenOei €mmBECEI o1 OTToieg €ixav
TTOIKIAOUG GTOXOUG, OTTWG ATTOTUTTWVETAI OTNV KATWO! £IKOVA OTTO TNV JEAETN
ENISA Threat Landscape Report 2018, 15 Top Cyberthreats and Trends.

Top Threats Assessed Trends Top Threats Assessed Trends Change in
2017 2017 2018 2018 ranking
1. Malware ° 1. Malware o >
2. Web Bassed Attacks ° 2. Web Bassed Attacks o >
3. Web Application Attacks Q 3. Web Application Attacks O >
4. Phishing (A) 4. Phishing (A) >
5. Spam ° 5. Denail of Service ° A
6. Denial of Service o 6. Spam O
7. Ransomware Q 7. Botnets ° A
8. Botnets ° 8. Data Breaches O A
9. Insider threat D 9. Insider threat >
10. Z’hysical manipulation / o 10. Physical manipulation / o >
amage / theft / loss damage / theft / loss
11. Data Breaches ° 11. Information Leakage O A
12. Identity Theft (A 12. Identity Theft (A >
13. Information Leakage Q 13. Cryptojacking ° NEW
14. Exploit Kits 14. Ransomware
15. Cyber Espionage ° 15. Cyber Espionage | 2

Legend: Trends:

Declining © Stable @ Increasing - Ranking: 4 Going up » Same v Going down

Eikéva 1 ENISA Threat Landscape Report 2018, 15 Top Cyberthreats and Trends



'HOn pe Baon Ta TeAeuTtaia oToixeia Tou ENISA (ETL 2020, List of top 15
threats, enisa.europa.eu):

* ol embBéoeig TUTTOU phishing £xouv dn avéABel otnv 3n B€on, e Ta
web application attacks va katefaivouv otnv 4n
* ol emBéoeig spam avéBnkav oTnv 5n Béan kar o1 emBéoeic DDoS
KatéBnkav otnv 6n Béon

* ol emBéoeig identity theft avépnkav atd tn 13n otnv 7n 6€on

* n TEPITTTWON TwV botnets Bpioketal TTAéov aTn 10n B€on
» n TepiTrTwon physical manipulation, damage, theft and loss katépnke

otnv 11n 8éon

* opoiwg n TepitrTwon information leakage katéBnke otn 12n B¢on

» otn 13n 6éon avAABav Ta ransomware
» 01N 14n 6¢on avAABav ol TTEPITTTWOEIG cyberespionage
» 0oTn 15n 6éon BpiokovTal oI TTEPITITWOEIG cryptojacking

** "
* *
, enisa |m

x %  CYBERSECURITY
x x AGENCY

TOP 15 CYBER THREATS
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1 2 3 4 5
Malware Web Based Attacks Phishing Web Application Spam
Attacks
» 26 | ©E A
A% y— N M ==
6 7 8 9 10
DDoS Identity Theft Data Breach Insider threat Botnets
) =2 =) |
11 12 13 14 15
Physical manipulation / Information Ransomware Cyberespionage Cryptojacking
damage / theft / loss Leakage
n . 101 0
e 1C )
& ) 1 il /.

Eikoéva 2 ENISA, ETL 2020 (enisa.europa.eu), Top 15 Threats



2141
Kak6ouAo AoyioHikd
(malicious software)

2.1.2

Em0éocig

atré 1o Si1adikTuo
(web based)
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213
Phishing

214

Em6éocig o€
OI1a3IKTUOKEG EQAPMOYES
(web application attacks)

215

AvemOUunTa

MNVUMOTO NAEKTPOVIKOU
Taxudpoypeiou

21.6

Em6éocig

dpvnong utrnpeciag
(Denial of Service -
DoS attacks)

21.7
KAotr) TautéTtnTag
xpnoTn (identity theft)

Mo avaAuTIKd, o1 avwTéPpw ATTEIAEG TTEPIYPAPOVTAI WG EEAG:

Noyiopiké 1o o1T0io £xel oXedIAoTEl €10IKA yIa va TTPOKAAETEl (nuId A va
QTTOKTACEI PN €ouciodotnuévn TTpooBacn oe éva oUCTNUO UTTOAOYIOTH.
MepiAaupaverl 10Ug(viruses), worms, trojan horses K.ATT. Z€ auth Tnv
KaTnyopia avAkel Kol T0 AoyiopIkG AUTpwyv (ransomware), 10 OTT0i0 OPWG
€CeTAETAl XWPIOTA AOyw TNG 1ID1IaITEPOTNTAG TOU.

MpokerTal yia atrelAég TTou aToxeUouv aTreuBeiag oTo XprnoTn HEOW
EKMETAAAEUONG aduvapiwy aToug QUAAoueTpNnTES (browsers), KaBwg
Kal oTa ouoThpata dlaxeipiong meplexopévou (content management
systems). Kupiétepa €idn €mbEéoewv autAg TNG Katnyopiag atmoteAouv
Ta browser exploits, drive-by downolads, watering hole attacks k.a.

KakoBouAa pnvupata NAEKTPOVIKOU TaXUOPOMEIOU 1 TNAEQWVIKEG
ouvdlIaANayEG, Ol OTTOIEG ATTOOKOTIOUV OTO VA TTAPATTAQVAOCOUV TOUG
XPNOTEG KAl VA ATTOKOAUWOUV EUTTIOTEUTIKEG TTANPOPOPIEG.

EmBéoeig TTou oToxeUouv o€ SIadIKTUOKEG £QapUOYEG (web applications).
O1 ev Aoyw e@appoyEg Adyw TNG KABOAIKAG XProng Toug aTnv TTpoc@opd
TTEPIEXOUEVOU OTTOTEAOUV OTOXO TTOAAATTAWYV €I0WV ETTIBECEWY, HE
KUpIOTEPEG Ta cross-site scripting (XSS), SQL injection, path traversal, local
file inclusion k.a.

Avagepopeveg kal wg SPAM, autég o1 emBéoelg TTepIAauavouv Tnv
atmmoOTOAR avemBuunTng aAAnAoypagiag oe xproteg. H ev Adyw
aAAnAoypagia xapaktnpifetal atrd 10 TTOAU PIKPS KOOTOG OTTOOTOANG TWV
MNVUPATWY, TNV EVOXANON TTOU TTPOKAAEI OTOUG XPROTEG, AAAG KAl TNV €V
OuVApEl HETECEAIEN TWV PNVUPATWY o€ aTTeIAr phishing.

Embéocig katd Tig otToieg peydAog 6ykog dIadIKTUAKNG Kivnang aToxeUEl
O€ MIa uTTnpeoia, Je okotrd va KaTaoTei adlvato atrd 1o CUCTAMATA
va egutrnpeToouv vouipa aithuara. OuoiacTikd, eKPeTAAAEUovVTal
TNV TTETEPACHEVN XWPNTIKOTNTA CUCTAPATWY Kal SIKTUWV, WOTE VO
KOTOOTAGOUV adUvaTn TNV TTAPOXH UTTNPECIWY (aTTWAEIa O1aBeTINOTNTAG).

O emmBEpevog aTTokTA dedoPEVa TTPOCWTTIKOU XOPAKTPO TOU XPAOTN
(passwords, social security numbers k.a.), ge ammoTéAeopa Tnv 1Id10TT0INCON
NG TAUTOTNTAG TOU XProTn (impersonation) Kal Ye OKOTTO TO OIKOVOUIKO
OPeNOG (aYOPEG TTPOIOVTWYV PECW TTICTWTIKWY KAPTWY, TTAPAVOUN ETTIOTPO®N
@OpPOU K.ATT.) €IS BApOg Tou.



Em6éoceic o1 omoieg amookotroUv aTn dlappon, aAloiwon A un
01a0£0IuOTNTA TTPOCWTTIKWYV OedOPEVWY. ZUUQwva Pe Tov Kavoviouo
NG E.E. 2016/679, TéT0I0U €idOUG €MBETEIG vooUvTal WG TTaPARIACEIS
OedOEVWV  TTPOCWTTIKOU XOPOKTAPA Ol 0oTroieg Xpndouv dueong
QVTIYETWTTIONG.

ATTEINEG TTOU TTpoEpyovTal aTtd aTeAéxn Popéwv Tou epyalovral A
epyddovrav oe évav Opyaviouo, KaBwg Kal eEWTEPIKWY CUVEPYATWY,
Ol OTTO0I0I KATEXOUV ECWTEPIKA TTANPOPOPNGN OXETIKA ME TIG TTPAKTIKEG
ao@AaAeiag, Ta UTTOAOYIOTIKG cuaThaTa Kal Ta dedopéva Tou Opyaviauou.
O1 ev Adyw atrelAég utmopouv va odnyroouv og TTANB0G emBEécewy
TTOU TTEPIYPA@OVTal OTNV TTapoloa evoTNTa, OUVABWG PE TTOAU PeyaGAo
avTikTuTro yia Tov ®opéa Kai gival eEaIpeTik@ dUoKOAO va diayvwoBouv
f/Kal avTIMETWTTICO0UV.

Aiktua Ta oTtroia atmoTeAoUvTal AT UTTOAOYIOTIKEG OUOKEUEG
AVUTTOWIAOoTWY XPNOTWYV TTOU £XOUV PJOAUVOEI YE KAKOBOUAO AOYIOUIKO
Kal eAéyxovTal KEVTPIKA aTTO KATIOIOV ETITIOEPEVO, TTPOKEINEVOU va
XPNOIMOTTOINBOUV OPAdIKA OTNV ATTOCTOAR PUNVUPATWY aveTTiOuuNTNg
aAAnAoypagiag, o€ emMBETEIG ApvNONG UTTNPETIag, o€ cryptojacking, KATT.

ATTEINEG TTOU OTOYXEUOUV OTNV KATAOTPO®NR 1 aAAoiwaon r KAOTA
€COTTAIOPOU, PE ATTWTEPO OTOXO TNV dldppon f/Kal KATaoTPO®N
dedopévwy A TNV dpvnon UTTNPECIag.

Alappor] dedopévwy ae un €€ouaiodoTnuéVoug xproTes. Ta dedopéva
MTTOPEI Va TTEPIAAPBAVOUV OIKOVOUIKA OTOIXEIQ, TTATEVTEG, OedOUEVA [E
KOTOXUPWUEVA TIVEUUATIKA SIKAIWUATA, TTAGVA OTPATNYIKAG AVATITUENG KATT.

KakopBouho Aoyiopikd (malware) 1o o1roio KpuTtrToypagei Ta dedopéva Tou
TTANPOYOPIOKOU CUOTAUATOG, YIa TNV OTTOKPUTITOYPAPNON TwV OTToiwV
0 emTBEéPEVOG aTTaiTel AUTpa (CUVABWG O€ HOPPI) KPUTTTOVOUIOUATOG).

KataokoTria péow Tou KUBEPVOXWEOU, N oTToia UTTopEi va TTepIAaUBAveEl
xpnon e¢eIdIkeupEvwy epyaAgiwy yia TNV AvTAnon GToixEiwv f/kal xprion
ouvOUOGCHOU TWV TTPOAVAPEPBEVTWY OTTEIAWY. ZUVABWG auTh N Hopen
€MOEONG AVAPEPETAl WG «OTOXEUMEVN» (AOYwW TOU OTI OI ETITIOEUEVOI
€XOUV TTONU OUYKEKPIPEVOUG OTOXOUG) UE OTTWTEPO OTOXO TNV UTTOKAOTTH
€uaiocdnTwy, yia Tov opyaviouo, TTANPOPOPIWV.

TeXVIKEG TTOU XPNOIYOTTOIOUV TNV UTTOAOYICTIKY 10XU TOU UTTOAOYIGTH TOU
XPAOTN Pe okoTrd TNV AvTAnaon (mining) KpuTtrtovopiopdtwy (bitcoins).

21.8
MapaBidoeig
TTPOCWITTIKWYV
oedopévwv

219
Eowrepikég atreiAég
(insider threat)

2.1.10
Botnets

21.11
Duoikég atTeINég

2.1.12
Alappon dedopévwv

21.13
AoyioHIK6 AUTpWV
(ransomware)

2.1.14
HAekTpovikn
KOTOOKOTTix

21.15
Cryptojacking
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2.2
MAPATONTEZ AMNEIAQN
(THREAT AGENTS)

221
KuBepvoeykAnuarieg
(Cybercriminals)
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222
Tpita KpdTn

" H yevikn d1afa6uion mpokuTTel Baoer
EPEUVWV OTOV ToEa TNS KUBEpvoaopaAsias
(r.x. Tou ENISA kai Aoirriov popéwv).

2 510 mAaioio g STparnyikng
KuBepvoaopadAeiag, eéstalovrail ol
KURBEPVOETTIBETEIS Kal OX1 Of KAKOBOUAES
EVEPYEIES TOU OPYAVWEVOU EYKARLATOS TO
orroio duvarai va xpnaiuorroioel TIE yia
va auénaeil Tov aQvTiKTuTTO TOU (TT.X. EUTTOPIO
oapKoG). Kard ouvErreia, n 21parnyikn
ETTIKEVTPWVETAI OTNV QVTIUETWITION TwV
«cyber-dependent crimes» Kai 01 Twv
«cyber-enabled» (HM Government, National
Cyber Security Strategy 2016-2021, UK)

3 ENISA Threat Landscape Report, 2018

O1 Baoikoi TrapdyovTeg atrelAwy (threat agents) cuvowilovTail oTIC KATWO!
KOTNYOPIEG, yIa TIG OTTOIEG TTAPEXETAI MIO YeVIKA dIaBA0uIon ava@opikd
ME TO eTTiTTEd0 BUOKOAIAG avayvwPIoNS TWV ETTIBECEWY, TOU AVTIKTUTTOU
TOUG KaI TNG TTBavATNTAG eKOAAWGCNAG TOUg!.

To kuBepvoéykAnua (cybercrime), wg 6pog, XPNOIMOTIOIEITAI yIa VO
XapakTnpioel KGBe KAKOBOUAN evEpyela n OTTOI0 ATTOOKOTIEI OTO VO
ETTIPEPEI AVTIKTUTTO OTIG ETTIXEIPNTIOKEG AEITOUPYiEG EVOG OpyaviauoU. Katd
OUVETTEIQ, Ol KUBEPVOEYKANMATIEG, WG TTAPAYOVTEG ATTEIAWY, £iVal OUADES
N MEMOVWHEVA QUOIKA TTPOCWTTIA TTOU XPNOIKWOTTOIoUV TNV TEXVOAOYia
(TME) yia Tnv 1éAeon kakOBouAwv evepyelwvz, O1 ev Adyw TTapdyovTeg
OUXVA EPTTAEKOVTOI O€ TTOPAVOUES BOCOANYIES aTo eTTOVOuadOuevo Dark
Web, 61mou TTpofaivouv og ayopoTtwAnaia KaKOBOUAWY EQapUOywY i
TTANPOYOPIWV yia TIBavoUg OTOXOUG.

To kuBepvoEykAnua, oTo TTAiCIO TNG TTapPoUCag XTPATNYIKAG, dUvaral va
TepIAauBAvel:

*  TPOUOKPATIKEG EVEPYEIES (KUBEPVO-TPOPOKPATIA).

* EmB¢ocig dpvnong utnpeaiag (Denial of Service, DoS - cyber extortion).
*  KuBepvo-moAepo (cyber warfare).

Eidik katnyopia Bewpouvtal o1 emovopalduevol script kiddies tmou
XPNOIYOTTOIOUV €pyaAcia aveTrTuypéva amo Tpita pépn r/kar GAAoug
Trapdyovteg atrelAwv (T1.X. hackers), ol otroiol atro{nTouv TN AUN PMECW
TNG TTPAENG TOUG A TNV ATTOKTNON MIKPWY XPNHOTIKWY TTOCWYV EVAVTI TNG JN
QATTOKAAUWNG TTPOCWTTIKWY OEQ0UEVWV (TT.X. TTPOCWTTIKEG PWTOYPAPIES)
I TNG OTTOKPUTITOYPAPNONG CUCTNUATWY (EQOOOV £XOUV auTA POAUVOET
ME KakOBouAo Aoyiopikd 6TTwg ransonware). MNapdho 1mou duvavtal va
ETTNPEACOUV TN CUVEXEID TWV ETTIXEIPNOIOKWY AEITOUPYIWY, N dlagopd e
TOUG UTTOAOITTOUG EYKEITAI TN KN OPYAVWUEVN QUON TwV ETTIBECEWY TOUG
r/kai TN PN otoxotroinon Popéwv.

O ev Aoyw Trapdyovtag TrepIAauBAvel OuddeG O OTTOIEG EiTE AVAKOUV,
€iTe xpnuarodoTouvTal amd KPATN Kal atrooKoTrouv, Katd BAcn, oTo va
€EaTTOAUCOUV ETTIBECEIG TTOU Ba ETTIPEPOUV LEYAAO QVTIKTUTTIO TNV TTAPOXN
Baaoikwy / ouciwdwyv utnpeoiwv atd Popeig. TETolou €idoug eTIBETEIG
£€XOUV WG KUPIO OTOXO TN BIAKOTTA UTTNPECIWV (TT.X. HEOW ETTIBECEWV
dpvnong uttnpeaoiag - DoS/DDoS) ) un e€ouciodoTnuévng TTpOoRacng o€
dlaBabuiopéva dedopéva. 1diaiTepn UvEia TTPETTEN va Yivel O€ TTEPITITWOEIG
KuBepvo-kaTaokoTreiag, Otou OlakpiveTal, Ta TeAeuTaia €T3, €apon
emBéocwyv oe O.E.B.Y.

O1 emBéoeig auTrg TNG KaTtnyopiag diakpivovTal, CUVABWG, yia TNV ETTIHOVN
@uaon Toug (persistence) kai To yeyovog OTI £Xouv OXeOIAOTEI AETTTOUEPWG
YIO va ETTIPEPOUV KAipIa TTARyUaTA.



EiBioTal ouddeg Tou KUBEPVOXWPEOU va emTiBevTal o @opeic Anudoiag
Aioiknong A @.E.B.Y. /T1.W.Y. o1o dvopa evog Tpitou KpdToug. O eTTBETEIg
QUTEG, TTOU KATA BAON aTtTOOKOTTOUV 0€ aAAoiwon 10TooeAidwV r/Kal
TIPOCWPIVA APVNON UTTNPECIWY, TTPETTEI VA QVTILETWITIOTOUV OQEVOS HE
ooBapdTNTa, APETEPOU OUWGS GTO TTAQICIO AKTIBIOTIKWY EVEPYEIWV Kal OXI
WG ATTOPPOIN EVEPYEIWV TPITWV KPATWV.

AUTO-aTTOKAAOUUEVOI OKTIBIOTEG ] QVTIOTOIXEG OMAdES TTOU TTPORaivouv
o€ KOKOBOUAEG evEPYEIEG OTTWG ETTIBETEIG APVNONG UTTNPECIWY, GAAOIWON
IOTOOENIDWYV, €TTIBECEIG/QVTETTIOECEIG OE KPATN, KATT. ZTOXOG TWV AKTIBICTWY
(ouxva avagepopevol wg hacktivists) eivar n mpowbnon kartolag
KOIVWVIKAG aAAaYAG 1] TTOMITIKAG aTévTag f avTeTTIOEoNG yia TV TOvWwon
TOU €BVIKOU (POVALOTOG, N OTTOI0 CUXVA OUVODEUETAI ATTO TTPOEIDOTTOINGN
yla TTaucon TnG «yeveaioupyoU aitiag» UTTO TNV oTreElAf TNG TTapdtaong
A/kal eravaAnywng r/kai KAIPGkwaong mng emmiBeong.

O TTapayovTag autodg apopd o€ UTTAAARAOUG OpYAVICUWY TTOU TTPORaivouy,
€iTe eKOUOIQ, €iTE aKOUOIA, O KAOKOBOUAES evEpyelEg. AOYW TNG GUONG Kal
TOU €TMITTEDOU TTPOCROONG 0€ CUCTAPATA Kal TTANpogopieg evog Popéa,
KaBwg Kal TNG TTPOCEYYIONG TTEPIUETPIKNAG AOQAAEIOG TTOU UIOBETOUV
apkeToi Popeig, ol eowTEPIKEG QTTEINEG aTTOTEAOUV TOV MHEYOAUTEPO
TTapdyovTa aTTEIALV Kal €vav atrd Toug o dUCKOAOUG 0TV avayvwpIon
Kl QVTIMETWTTION TOUG.

223
AKTIBIOTEG

224
Eocwrepikég atrelAég
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2.3
NEEZ TEXNOAOTIEE -
NEEZ NMPOKAHZEIE
(AIKTYA 5G,

TEXNHTH NOHMOZYNH,
BIG DATA, CLOUD
COMPUTING, IOT)
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4 BA. IMT-2020 (ITU)
https://www.itu.int/en/ITU-R/study-groups/
rsgb5/rwpbd/imt-2020/Documents/S01-
1_Requirements for IMT-2020_Rev.pdf

O1 TexvoAoyIKEG e€eAiteIc TTapouaidldouy TaxXUTATOUG PUBPOUG OE TTAYKOOUIO
ETTITTEDO, TTEPVWVTAG OE JIO VEQ TPOXIA EQAPUOYWYV KAl DIKTUWONG. ZTO TTAAICIO
TNG VEAG TEXVOAOYIOG BIKTUWY 5NG YEVIAG, OTTOU Ol TaXUTNTEG CUVOETIOTATAG
eKTINATOI VO @TAoOUV €wg Kal 20 Gigabits avd deuTePOAETTTO?, ETTITPETTETAN
n BeAmioTotmoinon TNG agioTmoinong VEWV TEXVOAOYIWV OTTO T Povada Tou
VOIKOKUpPIOU (smart home) kai Tng €mixeipnong (smart business) péxpl 1o
ETMITTESO TWV TTOAEWV, TIG AEYOUEVES £EUTTVEG TTOAEIC (Smart cities), aAAG Kai
OAOKANPOUG TOUEIG UTTNPETIWV.

O1 véeg TEXVOAOYiEG, OTTWG N TexvNTh vonuoouvn (artificial intelligence),
n duvartdTNTa TTEPAITEPW QVATITUENG £EUTTVWV PNYXavwy (EEuTTva KivnTd
TNAéQWVa, EEUTTVO auUTOKIVNTA, €CUTTVEG OUOKEUEG), OE OUVOUOOHO UE
TEXVOAOYiEG VEQPOUG (cloud computing) kai TIG véeg duvaTdTNTES DIKTUWONG TWV
BIKTUWV 5N¢ YeVIAG, £X0UV TEPAOTIO EUPOG EPAPHUOYWV OTOUG TOUEIG TNG UYEIOG
(Internet of Medical Things - IoMT, yneioké cuoTnua uyeiag, dlacuvoeon
UTTNPECIWYV TTOPOXNAG UYEIGS KAl UYEIOVOUIKWY TTOPWYV), TwV UETAPOpWY (O€
€TMITTESO OXAMOTOG, 0BNYOU, OAAG KAl UTTOBOMNAG, UE OTTOTEAECUO KAIVOTOWES
UTTNPETIEG OTOUG TopEIC TNG 00IKAG ag@aAeiag, Tou Tagidiou, Twv logistics
K.ATT.), TOV KATOOKEUAOTIKO Topéa (Industry 4.0), Tov aypodiaTpo@IKO TOEQD,
OAAG Kal GAAOUG TopEIG OTTWG TNV €BVIKA duuva (Internet of Military Things).
Me 10 dedopévo auTtd dev gival Tuxaio Ot RON yivetal Adyog yia Internet
of Everything (IoE), | GAAWG n IadIKTUWGON TWV TTAVTWY.

MapdAANAa e Tig e€€AigeIC auTEG, N TTavonuia COVID-19 €Beae véa dedopuéva
Kal VEEG OTTAITACEIG 0€ OAO TO PACHA TNG OIKOVOUIKAG KAl KOIVWVIKAG {WIG.
O1 TTpOoKAACEIG Kal O adUVAMIEG AEITOUPYIOS TNG QUOIKAG ETTAPNG TWV
avBpWTTWV UTTS TO QWG TWV AUENUEVWYV KIVOUVWYV PJETABOONG TNG O0BEVEIQG,
Ta YETPA TTEPIOPICHOU TTOU AaBdvovTal g TTayKOOUIa KAIaKa, n Tradon
AgIToupyiag KaTaoTNUATWY Kol XWPWV Ouvdabpoiong Koivou, avalntouv
EVOANOKTIKEG €TQ OTOV WNQIOKO KOGWO: TNV TNAedIdokewn (teleconference,
telco), Tn Bivreo-kAnan (video call), Tnv atropakpuouévn Tpdoacn (remote
access), To NAEKTPOVIKS KaTtdaTnua (e-shop), To wneiako kpdrog (digital state).

OAeg o1 avwtépw TayuTaTeg eCeNIEEIG, o€ ouvOuaouod PE TNV augavouevn
NTNON VIO WNQIOKEG EPOPUOYEG KAl UTTNPECIEG, EVEXOUV ONUAVTIKEG
TTPoKARCEIG. Oao TaxUTEPO EEATTAWVETAI O WNPIOKOGKOOHOG OE KABE EKPavan
TNG KABNUEPIVIG OIKOVOUIKAG Kal KOIVWVIKAS (WG, TOGO £EATTAWVETAI KOl N
em@dvela (surface) yia KakKOBOUAES Kal TTapdvopes evépyeleg. Oao o1 vEeg
UTTNPECIEG PAG ETTITPETTOUV PEYOAUTEPN TTPOCWTTOTTOINCN KAl £CTIOON OTIG
OIKEG HOG avAykeg, TOOO aufdvovTal Ol KivOuvol yia TNV eKPETAAAEUCN 1
TTapaBiaon Twv TTPOCWTTIKWY Pag dedouévwy. Oao euxepéaTepn kabBioTaTal
N ETTIKOIVWVIa PAG JE PIAOUG KOl GUVEPYATEG a€ OAO TOV TTAQVI TN, TOOO £&iCOU
€UKOAN JTTOpPEl Va KataaTei n aglotmoinon TnG €éKBEONG PAg O€ I0TOTOTTIOUG
KOIVWVIKAG SIKTUWONG (social networking) yia Tnv TTpayJOTOTTOINGN EKVOUWY
evepyeIwV. [NPOKEITal yIa EAAXIOTA TTOPABEIYUOTA, TTOU KATAOEIKVUOUV OTI OXI
MOvo n idia n TexvoAoyia, aAAd Kupiwg O TPOTTOG TTOU TN XPNOIKOTTOIOULE,
KpUBouV KIvoUuvoug. lNa Toug Adyoug auTous, 0 axedIaONOS Kal N EQApPUOYN
piag oNioTIKAG ZTpaTtnyikAg KuBepvoaao@dAeiag, ogeilouv va oTidlouv
oTn IAPKA €I0PO0N YVWOoNG Kal KATavonong Twv OUYXPOVWY TEXVOAOYIKWV
e€eNiCewv, TNV TTPORAEWN €IBIKWYV BIKAEIdWY ac@aAsiag, aAG kai Tn dIapKn
EVNUEPWOT KAI EUAICONTOTTOINCN TWV XPNOTWY OTO TTAQITIO TNG TTPOAYWYNG
TNG KUBEPVO-UYIEIVAG (cyber-hygiene).


https://www.itu.int/en/ITU-R/study-groups/rsg5/rwp5d/imt-2020/Documents/S01-1_Requirements%20for%20IMT-2020_Rev.pdf
https://www.itu.int/en/ITU-R/study-groups/rsg5/rwp5d/imt-2020/Documents/S01-1_Requirements%20for%20IMT-2020_Rev.pdf
https://www.itu.int/en/ITU-R/study-groups/rsg5/rwp5d/imt-2020/Documents/S01-1_Requirements%20for%20IMT-2020_Rev.pdf

To MdapTio Tou 2018, katdéTIV €lI0Aynong Tng EBvikAg Apxng 2.4

KuBepvoao@dAeiag, ekdo0nke n 3nAvabswpnon 1ng EOBvikng Z1patnyikns  H EONIKH
KuBepvoao@dheiag (AAA: W4P7465X0O0-Z6Q)). Z1nv ev Adyw oTpatnyiky  FTPATHIMKH
TPoodlopiocOnKav WG YEVIKEG OPXEG: KYBEPNOAXZ®AAEIAZ

2018.
*  Havdmmuén kal edpaiwaon evog ao@arols kai avOeKTIKOU KUBEPVOXWPOU.  MPOTEPAIOTHTE:

* H ouvexng BeAtiwon Twv duvartotnTwy pag atnv TpooTacia amdé KAl ASIOAOTHEZH
KUBEPVOETTIBEDEIG PE EUPAOT) OTIG KPIOIEG UTTOOOUEG Kal N S1a0PAAIon
TNG ETTIXEIPNOIOKAG OUVEXEING.
e H Beouikr) Bwpdkion Tou £Bvikou TTAaIciou KUBEPVOao@AAEIag, yia TNV
QTTOTEAECUATIKN] QVTIUETWITION TTEPIOTATIKWY KUPBEPVOETTIBECEWY KAl
TNV EAAXIOTOTTOINON TWV ETTITITWOEWYV OTTO ATTEIANEG GTOV KUBEPVOXWPO.
* H avdmrugn 10Xup¢ KoUuATOUpaG ac@AAElag Twv TTOMITWY, TOU
dnuéaIou Kal ISIWTIKOU TOopEd, OEIOTTOILVTOG TIG OXETIKEG dUVATOTNTEG
TNG OKABNMAIKAG KOIVOTNTAG KAl £V YEVEI TWV QOPEWVY TOU dNPOCIOU Kal
IBIWTIKOU TOMEQ. 19
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EmmAéov, T€Bnkav ouvoAika dekaTpeic (13) atdyol, TTdvw OTOUG OTToioug
dopnenke 1o oTpaTnyikd TTAGvo TnG EBVIKAG ApXNG:

1. Opiopdg Twv opéwv TTou cuppeTéEXouv oTnv EBVIKA ZTpaTnyikn
KuBepvoao@dAciag - ATrotutTiwon gopéwv (stakeholders)

2. Opiopog Twv Kpioipwv Y1rodopwy

3. Amortiynon Emkivduvétntag og EBviké ETTiTredo

4. Kartaypaen kai BeAtiwon Yeiotduevou @sapikou MNAaigiou

5. EBviko Zx€di0 'EkTaktng Avaykng otov KuBepvoywpo

6. KaBopiopdg Baoikwv Atraitioewyv Ac@dAciog

7. Avmipetwmmon MNepioTatikwv Ac@aAeiag

8. EBvikég Aoknoeig EToipotnrag

9. EuaioBntotmoinon XpnoTwy - TIOAITWY

10. Mnxaviopoi A¢i6moTng AviaAAayng MNMAnpo@opiwv

11. Ymootipi&n Epeuvnrikwv kai Avatrtuéiakwy lMpoypapudrwy
Kal Akadnuaikwy MNpoypaupdtwy Extmaideuong

12. >uvepyaoieg oe Aibvég EmmiTredo Eixéva 3
O1 13 o16xo1 T¢ 3ng AvabBewpnongs g

Ebvikng 21parnyikns KuBepvoaopdAsiag
13. A&ioAdynon kai avaBewpnon Tng EBVIKAG ZTpaTnyikng (2018)
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Eikova 4

15 ardxol yia Tnv aéioAdynan twv 6vIKwv
oaTpatnyIKwy KuBepvoaopdisiagc ENISA
(https://www.enisa.europa.eu/topics/
national-cyber-security-strategies/national-
cyber-security-strategies-quidelines-tools/
national-cyber-security-strategies-
evaluation-tool)

Ava@opikd Pe TOV TPEXOVTA OTPATNYIKO OXEOIQOUS KUBEPVOOTPAAEIQG,
n XWPa Pag UloBEeTEl Ta UpWTTAIKA TTPOTUTTA KAl peBodOAOYiES yia TNV
KATApTIoON TOU OXedI00UOU auToU Kal T 0TOX00eoia Tou.

Katomv autwyv, n EBvikA Apx KuBepvoao@dAgiag, oTo TTAQicIo Tng
agloAdyNong Tou OTPATNYIKOU OXEDIOOMOU, A&IOTTOINCE OXETIKO EPYOALiO
a&lohdynong (national cybersecurity strategies evaluation tool), To omoio
£xel avatrTuyBei amdé Tov EupwTraiké Opyaviopd KuBepvoao@dAeiag
(ENISA) ka1 ouptreplAapBavel ouvolikd dekatrévTe (15) oTOXOUG.

1. Avamtuén eBviKWV oxediwv EKTOKTNG avAaykng OTOV KUBEPVOXWPO

2. T[lpocTagia TNG UTTOOOUNAG KPICIJWY TTANPOQOPIWYV

3. Opydvwon aoKAOEWV aOPAAEIAG OTOV KUBEPVOXWPO

4. OfoTmon Baoikwy HETPWY ao@aAgiag

5. KaBiépwaon pnxaviopwy ava@opds cuupaviwyv

6. AU&non Tng euaioBnTOTTOINONG TWV XPNOTWV

7. TMpowBnon Tng Epeuvag kal AvamTuéng

8. Evioyxuon Twv TpoypauuaTwy KATAPTIONG KAl EKTTAI®EUONG

9. KaBiépwaon 1kaveTnTag AVTIUETWTTIONG CUUPRAVTWY

10. AVTIPJETWTTION TOU EYKANUATOG OTOV KUBEPVOXWPO

11. Zupuetoxn oe diebveic cuvepyaaieg

12. Aglotmoinon Zupmpdagewv Anpdaoiou kai I8iwTikoU Topéa (ZAIT)

13. E&iooppdTTnoN TNV acQAAEIAg e TNV TTpooTacia TNG IBIWTIKAG {WAG

14. OeopobéTnon TnG ouvepyaciag HETAEU dNUOCIWY OPYAVWOEWY

15. Mapoxn KIvATPpWY OToV IBIWTIKO TOPEA YIO £TTEVOUCEIG O PETPA
aoc@aleiag


https://www.enisa.europa.eu/topics/national-cyber-security-strategies/national-cyber-security-strategies-guidelines-tools/national-cyber-security-strategies-evaluation-tool
https://www.enisa.europa.eu/topics/national-cyber-security-strategies/national-cyber-security-strategies-guidelines-tools/national-cyber-security-strategies-evaluation-tool
https://www.enisa.europa.eu/topics/national-cyber-security-strategies/national-cyber-security-strategies-guidelines-tools/national-cyber-security-strategies-evaluation-tool
https://www.enisa.europa.eu/topics/national-cyber-security-strategies/national-cyber-security-strategies-guidelines-tools/national-cyber-security-strategies-evaluation-tool
https://www.enisa.europa.eu/topics/national-cyber-security-strategies/national-cyber-security-strategies-guidelines-tools/national-cyber-security-strategies-evaluation-tool

AauBdavovtag utréywn Ta CUUTTEPAoUATA TNG avadAuong OTTOKAICEWV
(gap analysis), n omoia mpayuatomoidnke ammd Tnv EBvIKA Apxn
KuBepvoao@AaAeiag, ol TOPEIG aTpaTnyikoU evOIAQEPOVTOG yia TNV 4n
AvoBewpnon ekTeivovtal og €€l (6) dlaOTACEIG: EXEDIAOPOG EKTAKTNG
avaykng, Avagopég mrepioTaTikwy (Incident reporting), Ac@dAcia Kai
TpooTacia TNG I0IWTIKOTNTAG, Epeuva kar AvamTugn, ZupmpdEeig
Anpoaiou — I8iwTikoU Topéa (ZAIT), Emevduoeig ota YETPA AOQAAELIOG.
Mo avaAuTikd, yia kdBe éva atmmd Ta avwTépw, €10IKOI TOUEIG Eupaong
avoAUOVTOl OTOV KATWTEPW TTiVAKA:

ZTPATNYIKEG TTPOTEPAIOTNTEG

* EBvikdG oxediaouog dlaxeipiong Kpioewv

* [1ePIOBIKEG TTIPOCAPUOYEG TOU OXEDIOTUOU
EKTOAKTNG AVAYKNG

Alapoipacpédg TTANPoQopIwY

AVATTTUEN TNG IKAVOTNTOG BIAXEIPIONG KIVOUVWY
. (TrpoadiopIcuog, avaAuon Kail agloAdynan
ZXS’Z5IGO|JO§ tKTAKTNG TWV ETTITITWOEWY TOU KIVOUVOU, agloAdynon
avaykng EUTTOBEILV)

* Ava@opég aTTEIAWY OTOV KUBEPVOXWPO

* Xprion TTAQTQOPUWYV

AvaTTugn €BvIKOU PUNTPWOU KIVOUVWV

* EpyaAegia kal TTAOTQOPUEG YIa ETTIYVWON TNG
KatdoTaong

>uvTtoviopog pe Thaiolo NISD, GDPR, dp6po

13a ka1 eIDAS
AvOoQOpPEG TTEPIOTATIKWIV * BEATIOTEG TTPOKTIKEG YIO TN oUVTAEN ETACIWYV
(Incident reporting) AVAPOPWY CUHBAVTWY O€ €BVIKO €TTITTEGD

2x£010 ava@OoPAG TOMEOKWY CUUBAVTWY Kal
avagopwy TTediou

; ’ 2UVTOVIOPOG PE TTAQIOI0 AOPAAEIOG BEBOPEVWIV
Ac@aAeia Kal TTPOaTaTTOl TIPOCWTTIKOU XAPAKTAPA
NG IBIWTIKOTNTAG

Katdption kai euaiobnroTroinon

KaBopioudg TTpoTepaIoTATWY

* Mnyxaviopoi avartuéng kai didixuong

Epeuva kai Avarmugn KalvoTopiwy (TT.x. startups, clusters K.ATT.)

Xpnuatoddétnon R&D

* EOvikO TTAaicIo
SAIT

XpnuatoddTnaon Kai Kivntpa

BEATIOTEG TTPOKTIKEG

Emevdloeic oTa petpa Yoot pign ot startups and MME (SMEs)

acpdAeiag

Aladikaaieg

Eikéva 5
2Tparnyikoi Toueis éupaonc yia v
avabBewpnon g oTeaTnyikNg
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31
KATEYOYNTHPIEZ
APXEZ

3
MPOZAIOPIZMOX
TQN APXQN KAI
TOY OPAMATOX
ANANTY=HX

THXZ EONIKHX
2TPATHIIKHX
KYBEPNO-
AZQANEIAZ

2020 - 2025

Me 10 TTapdv TTAaicIo opiovTal ol BACIKEG apxEG TTOU SIETTOUV ThV TTPOCTACIA
Twv Popéwv, oI 0TToiEG ATTOTEAOUV TOUG TTUAWVEG OTOUG OTTOIOUG OTNPICETal

n ZTPOTNYIKNA:

*  OAeg o1 evépyeleg TTou TTpodIaypA@ovTal OTNV ZTPATNYIKA Kal TO XX£3I0
Apdong atrooKOoTToUV OTNV TTPOCTACIO TWV TTONITWVY Kal Twv OONWV
Twv Qopéwyv, amoTeAwvtag Tn PAcn OTTou oTnpieTal N YneIaKn
SIaKUBEPVNON KAl EUNUEPIT TNG XWPAG.

* OAegg o1 kuBepvoaTtelAéG Kal oI TTAPAYOVTEG TTOU EVOEXETAI VA
ETTNPEACOUV TNV ETTIXEIPNOIOKA Ouvéxela TnG Anpdooiag Aloiknong
Kal Ao eptTAekOpevwv Popéwv avayvwpidovTal, KaTaypdgovTal,
KOTNYOPIOTTOIOUVTaI KOl AVTIMETWTTICOVTAI PE TN E0UCQ ETTIEAEIQ.

* H mpooTacia Tng avBpwTmivng (WG Kal SIKAIWPATWY (0TTWG 18iwg N
TTPOOTACIO TWV TTPOCWTTIKWY OedOPEVWY), OTTOTEAEI onueio UWIoTNG
onuaciag yia Tn Ztpatnyiki. H Apxn kai ol ®opeig AauBdavouv kdbe
EQIKTO UETPO WOTE va dlac@aAifeTal n TTPooTACIa TwV TTOAITWY OE
OUMMOPOWON JE TNV KEIPEVN vouoBeaia kal KavoviouoUg.

e H emtuyng uhotroinon TNG ZTpaTnyIKAG aTraITel GUAAOYIKR TTPOCTTABEIa
Kal guptTpagn peTagl Twv Popéwv. Katd cuvETTeia, TTPOKPIVETal N
ouvepyaaoia PETAEU IBIWTIKWY Kal dNUOaiwv Qopiéwy, n evioxuon g
€PEUVOG Kal avAaTITUENG OTOV TOUED TNG KUBEPVOOTPAAEIAG, KaBwWGS Kal
n avraAayr] TTANPOPOPILV PETAEU EBVIKWYV Kal EUPWTTOIKWY QOPEWY,
ME yvwpova Tn dlapkr BEATIOTOTTOINCN TNG ZTPATNYIKAG KAl TWV PETPWV
uAoTTOiNONG TNG.



* H amoteAeopatikoTATA TNG ZTPATNYIKAG WG TTPOS TN dlIao@ANIon TNG
OUVEXEIOG TWV ETTIXEIPNOIOKWY dpaaTnpioThTwy Twv Popéwv BaaileTal
otn Ol0pKA evNUEPWON Kal EKTTAIOEUON OAWV TWV EUTTAEKOUEVWV
PopEwv Kal TwV TTOAITWV.

* H Xtpatnyikf opilel To TAQicIO yia va KaBoplioBoUv CUYKEKPIYEVOI
aTdX0I, POAOI KAl ApUOBIOTNTEG, KABWG Kal deikTeG TToU Ba auvdpduouv
oTn dlapkn agloAdynon Kai avabewpnor] TnG, o€ euBuypdPUIon HE TO
peTaBaAASuevo TTepIBGAAov TTE kai atTelAwyv, 0AAG Kal Twv CNTOUPEVWY,
aTTO TOUG TTONITEG, UTTNPETIWV.

Y16 TO TTRICHA TWV QVWTEPW APXWVY KAl TTPOTEPAIOTHTWY, N dIATUTIWON
TOU opduaTog yia Tn véa EBvikA Zrpartnyikh KuBepvoao@daAeiag éxel wg
akoAoUBwG:

«Eva auyxpovo Kal ao@aAés wneiako mepIBEAAOV TTANPOPOPIaKWY Kai
OIKTUQKWYV UTTOOOUWY, EQAPUOYWY Kal UTTNPECIWV TTPOS OPEAOS TNG
OIKOVOUIKNS Kal KOIVWVIKAG EUNUEPIAS, UE TNV EyyUNOn TN TPOooTaoiag Twv
BeueAidwV SIKAIWUATWY TwV TTOAITWYV, TNV aVvaTITuén KOUATOUPAS ac@aAous
XPNONG Twv WnQIaKWV UTTNPECIWY KAl EPAPUOYWY, Kal TNV mauénan mng
EUTTIOTOOUVNG TWV TTOAITWV KAl ETTIXEIPHOEWYV OTIS WNPIAKEG TEXVOAOYIES. »

BAZIKA ZTOIXEIA TOY OPAMATOZ ZYNIZTOYN:

* H oikoddéunaon evég auyxpovou ynoeiakoUu TrepiBdAlovtog: Eva
Wnelako TTepIBAAAOV TTou ETITPETTEI TN DIAPKK €I0PONA Kal avAaTITUEn
TWV VEWV TEXVOAOYIWV Kal KAIVOTOMIWY OTNV WN@IOKH £TTOXH.

* To uywnAod emimedo KUBePvOao@AAEIag: Z& OAO TO QACHO TwV
TTANPOPOPIAKWY UTTODOWWY, EQAPHUOYWV KAI UTTNPETIWY, TIPOCOPHOCHEVO
OTIG SIaPKWG PETABOANOUEVES TTPOKAATEIG KOI ATTAITAOEIG.

*  H mpooTacia Twv BepeAIwdwV SIKAIWPATWY: 18iWg TwV TTPOCWTTIKWV
0edopévwy, TNG dlauUAagng TnG IBIWTIKOTNTAG, TNG AVATITUENG TNG
TTPOCWTTIKOTNTAG, TNG 100TNTOG KAl TNG CUPMPETOXAG OTNV WNOIOKN
KoIvwvia.

* H avamTtu¢n kouAtoUpag ac®aAlolg xpAong: Yo Tnv €vvola Tng
Wnoelakng Taideiag, TNG dilapkoUg evnUEPWONG Kal euaioBnToTroinong
OTOUG KIVOUVOUG Kal TIG TTAYIOEG TWV VEWV TEXVOAOYIWV.

e H emadinon Tng eummoToolvng aTnv yneiokn diakuBépvnon: Qg 10
Baoikd etiteuyua evog ac@aloug wnelakolu TePIBAANOVTOG, OnA. n
aglotroinon Twv VEwV TEXVOAOYIWV G€ OA0 TO GACHA TNG KOIVWVIKNG
KQll OIKOVOMIKAG (WG TTPOG OYEANOG TWV TTONITWV KaI TWV ETTIXEIPHOEWY
KOl TNG KOIVWVIKOOIKOVOUIKNG EUNUEPIOG.

3.2

AIATYNQZH

TOY ZTPATHIIKOY
OPAMATOZ
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4
MEOOAOAOTIA
ANANTY=HXZTHX
2TPATHIIKHX

41 ¢ éva pwrto emiTredO, ALIOTTOIOUVTAI TO ATTOTEAECUATA TNG avAAuong
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MENTE (5) Twv OTPATNYIKWY TIPOTEPAIOTATWY, WOTE va dlapopewBouv TévTe (5)
STPATHIIKOI OUVOAKG €uBANUATIKOi OTOXOI QVATITUENG TOU OTPATNYIKOU OXedIaouoU,
$TOXO| ©! otoiol KAAUTITOUV Kai Toug SekaTtrévTe (15) EI0IKoUg OTOXOoUG avATITUENG
otpatnyikig Tou ENISA yia ta kpdtn péAn Tng E.E., wg akoAouBwg:
24
Eikova 6

KaAutrtépevol Z16xo1 ENISA yia kpdTtn péEAN

ZTpaTnyIKOi ZT6XOI

[MpoodIopIoudS 2TPATNYIKWY ZTOXWV

pacer wv aTearnyikwy meorepaioTTLy 1.A. AvaTTugn €Bvikwv oXediwv EKTAKTNG AVAYKNG

5 Znueiwverail Ot epeéng n avapopd o
ouoTtnua SIaKuBEPVNONS apopd To cUCTNUA

dlakuBépvnong KuBepvoaopaAsiag

1.
‘Eva Asitoupyikd auoTnua
dlokuBépvnong®

2.

OwpdKion KpioIuwv
UTTOO0OUWY, GOPAAELIQ Kal
VEEG TEXVOAOYIEG

3.

BeATioToTroinon
BIOXEIPIONG TTEPICTATIKWYV,
KOTATTOAEUNON TOU
KUBEPVOEYKANMATOG

Kal TTpoaTacia TNg
1IBIWTIKATNTAG

4.

‘Eva aUyxpovo eTTEVOUTIKO
TTEPIBAANNOV E EPgacn
aTnV TTpoaywyn TNG
"Epeuvag kar AvamTuéng

5%

AvATTITUEN IKAVOTHTWV
(capacity building),
Tpoaywyn g evnéPWONg
Kal euaiodnTotoinong

OTOV KUBEPVOXWPO

1.B. Zuppetoxn o€ diebveig auvepyaaoieg

1.I. ©eopoBETNON TNG ouvepyaaiag HETAEU
ONUOCIWY OPYAVWOEWY

2.A. MNpoaoTaaia TNG UTTOBOUNG KPITIHWY
TTANPOPOPIWV

2.B. ©¢ommion Bacikwy PETPWY ac@alsiag

2.I. E§iooppdTnon TNV ac@AAeiag ye Tnv
TIPOCTACIO TNG IBIWTIKAG WG

3.A. KaBiépwan unxaviopwy ava@opag
ouuBavTWY

3.B. KaBiépwan 1kaveTNTag AVTILETWITIONG
oupBavTwv

3.I". AVTIUETWTTION TOU £YKARMATOG GTOV
KUBEPVOXWPO

4.A. MpowBnon g Epeuvag kar AvaTTTuéng

4.B. MNapoxnA KIVATPWY aToV IBIWTIKO TOPED VIO
ETTEVOUOEIG O€ PETPO AOPOAEiag

4.TI. Agiotroinon Zuptpdéewy Anudaiou Kai
101LTIKOU Topéa (ZAIT)

5.A. Augnon Tng euaioBnTOTTOINGNG TWV XPNOTWV

5.B. Opydvwon aoKAoEwY ao@AAEIag oTov
KUBepvoxwpo

5.I. Evioxuon Twv TTpoypauudTwy KatdpTiong Kol
eKkTTaidEUONG



1

‘Eva Asiroupyikéd
oluoTnua
dl0KuBEPVNONG

3 2
AvATTITUEN IKAVOTHTWV
(capacity building),

OwpaKIon KPIoIUWV
TIpoaywyr g UTIo0OpHY Eixéva 7
. ao@AAEIn Kal VEE
EVNUEPWONG Kal ZTPATH FI KOI qT)exvo Aoyiec s Névre oTparnyikoi aTéxol

euaioBnrotoinong STOXOI avamruéng Tou 5 ’
oTPaTNyIKOU OXESIACLIOU

EONIKH XTPATHINKH KYBEPNOAX®AAEIAZX 2020 - 2025
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‘Eva oUyyxpovo BeATioTotmoinon
ETTEVOUTIKO TTEPIBAAAOV BlayEipIoNG TTEPIOTATIKWV,
UE EUpacn oTnv KOTATTOAEUNONG
TTpoaywyn TOU KUBEPVOEYKANOTOG
NG Epeuvag Kal TTpooTacia NG
Kail AvaTTuéng IBIWTIKATNTAG

MNa KABe £Evav aTrod TOUG AVWTEPW GTPATNYIKOUG OTOXOUG avaTITUooovTal 4.2

€IBIKOi OTOXOI, Ol OTIOIOI ATTOOKOTIOUV OTNV €CEIdIKEUON KAl KAAUTEPN  AEKATMENTE (15)
dlaxeipion Tou oTpartnyikoU TTAaigiou (cascade effect). Ev auvexeia, ol EIAIKOI ZTOXOI
€10IKoi aTOXOI £EEIDIKEUOVTAI GE OPAATNPIOTNTES, Ol OTTOIEG KAAUTITOUV

OAo 1O aopa TNG avayvwpiong, TTPOANWNG Kal TTPO0TACIAG, ATTOTPOTTHG

Kal avakapyng atré KUBEPVOETTIBETEIG.
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3. BeAtioTotroinon Siaxeipiong
TTEPICTATIKWV,KATATTOAEUNONG

TOU KUBEPVOEYKANHATOG KAl
TMPOCTACIN TNG ISIWTIKOTNTAG

1. 'Eva A&itoupyiké cUoThpa
SiakuBépvnong

2. OwpPAKIoN KPICIHWV

UTTOSONWYV, AC@AAEIO KOl VEEG
TEXVOAOYiEg

e \v4 A
1.A. BeAtioTotToinon Tou TTAQICiou

opyavwaong Kal Asitoupyiag
QoMWY Kal dIadIKACIWV

& J

e N N
2.A. Katavonon Twv TEXVOAOYIKWY
€€eAiCewv Kal Tou TPATTOU
TTOU £TTNPEACOUV TNV WNOIOKA
dloKUBEpvVNON
N\ J

- 4 N
1.B. ATroTeAeOATIKOG OXEDIOTUOG

QTTOTIUNONG ETTIKIVOUVOTATAG KAl
DIOXEIPIONG EKTAKTNG AVAYKNG

& J

s V N

2.B. AvaBdaBuion Tng TrpooTaciag
KPIOIJWY UTTOBONWV

- J

e 4 N
1.C. Evduvdpwaon ouvepyaoiwv

o€ €0VIKO, upwTTaikd Kal
0IEBVEG €TTITTEDO

e 4 N
2.C. OwpdKion CUCTNPATWY Kal
EPAPUOYWV PHECW EVIOXUNEVWV

ATTAITIOEWY AOQAAEIOg

4. 'Eva oUyXpoVvo €TTEVOUTIKO
mwePIBAAAOV g Eupaon oTnv
mpoaywyn TnG Epguvag
kol AvarmrTuéng

5. AvamTuén IKavoTATWV
(capacity building), Tpoaywyn

NG EVNUEPWONG KO
guaicBnToTroinong

e N N
3.A. BeAioToTToinon pebédwy,
TEXVIKWV Kal EpyaAgiwv avdAuong,
QTTOKPIONG Kal KoIvVoTToinang

4 \/ N

4.A. MNMpoaywyn TnG Epeuvag
Kai Avarrtuéng

5.A. BeATiwon IKavoTATwyV
MEOW opydvwong KaTGAANAwY

, QOKATEWV
OupBAavVTWY
N\ J J L _J
4 4 N\ N/ N N\ )
3.B. Ev6u'vdpwor] pnxawo’p(bv 4.B. NapoyF ETEVBUTIKGV 5.B. A§|0Troir]0r] cl'Jyxp’ovwv
QTTOTPOTIAG KaI BEATIOTOTTOINGON CVATOWY MEBOOWV KaI EPYaAEiwv
TNG ETTIXEIPNOIAKAG CUVEPYATIOG e KaTApTIONG KaI EKTTAI®EUONG
N\ J J L _J
4 V4 N\ V4 N V4 )
3.C. KUBEpVOOOpaeid Kal 4.C. A§|(’)Troin0r] Zupﬂpdif‘:wv 5.C. Alopknig s\{npépwcn Q?péwv
000TAGIa TE IBIWTIKETATG Anudaoiou kai 181wTIKoU Kall TIONITWV avOQOpIKG
P ns oS Topéa (ZAIT) ME BéuaTa KuBEPVOaoPAAEIng
N\ J J J
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5

BAZIKOI
EMIMAEKOMENOI
OOPEIZ
(STAKEHOLDER
MAPPING)

210 TAdiolo TG 3ng AvaBewpnong Tng EBVIKAG ZTpaTnyikAg
KuBepvoao@dAelag Té€Bnke w¢g PBacikdG oTOXOGC N ATTOTUTTWON TWV
eUTTAEKOPEVWYV QOopEwy (stakeholder mapping). KatwTépw TrapatiOsTal pia
QAVAAUTIKY) OTTOTUTTWON TWV EUTTAEKOUEVWV QOPEWY, O GUVTOVIOUOG Kal N
EUTTAOKN TWV OTTOIWYV 0€ OAA Ta OTABIA EQAPPOYNG TNG EBVIKNG OTPATNYIKAG
avadelkvUeTal o€ Kpiolpo TTapdyovTta emmiTuxiog (critical success factor).

H leviki AiciBuvon KuBepvoao@dAeiag tou YTmroupyegiou Wnoiaknig
AlokuBépvnong (EBvik Apxnl KuBepvooo@dAciag) eival apuddia yia Tn
dlaxeipion TG ZTPaTnyIKAG Kal Tov ouvToviouo Twv Popéwv katd tnv
uAoTToinon Twv ATTAITOUPEVWY PETPWY. Méow Tou ZTpaTtnyikou Zxediou,
OTOXEUEI OTOV OPITHUO KATAAANAWY OPYAVWTIKWY, TEXVIKWY KOl AEITOUPYIKWV
METPpWY, oTnv ulotroinony Toug amd Toug dopeig, atnv agloAdynon Tng
2TpaTnyIkAG, KaBwe kal aTnv avabewpnot| Tne. EIdikéTepa, OTIG apuodIdTNTEG
NG ApXNS ouyKaTaAéyovTal JETOEU AAAWV:

*  2UVvOAIKR dlayeipion eBVIKNAG oTPATNYIKAG KUBEPVOACOAAEING

*  KoBopioudg Bacikwy aTTaITACEWY AoQAAEIAG.

* Alayeipion BeopikoU TTAaiGiou.

*  2ZUAN\oyN TTONITIKWY aOQOAEIOG Kal TIPNOTN OXETIKOU JUNTPWOU

*  2uAhoyn kai eTTe€epyacia oxediwv atrokatdoTaong yia Toug G.E.B.Y.

» Eme€epyaaia Twv TTOATIKWY Kal S1adIKACIWY aoQaAEiag yia TV TTpOANYn
KQI QVTIMETWTTION TTEPICTATIKWY OCQOAEIQG).

e [1pocdiopIoudG, ETTIKAIPOTIOINCN Kal AgIoAOyNon Twv UTTNPECIWV Kal
Asiroupyiwv TTou Baaifovtal ) eTNEEGCOUV TNV ACQAAEIN TWV TTANPOPOPIWV
(61TWG 18I uTTNPEDiEg cloud, oTpaTnyIkA Kal 0dnyieg ao@AAelag yia TNV
KIVNTA TNAEQWVia, VEEC EQapPHOYES aAANAoypagiag), YTTOOTAPIEN £peuvag
Kal avaTTugng.
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5.1

FENIKH AIEYOYNZH
KYBEPNOAZ®AAEIAZ -
EONIKH APXH
KYBEPNOAZO®AAEIAZ
(NATIONAL
CYBERSECURITY
AUTHORITY)
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YAotroinon TrAaiciou KuBepvoao@AaAeiag Kai dlaxeipiong CUUBAVTWY.
"EAeyxog kai agloAdynon Popéwv.

Alayxeipion uttodourg TTapakoAoUBNoNG KPICIWY UTTOSOUWV.
AlgvEpYEIa TEXVIKWV EAEYXWV AO@AAEIOG (TT.X. OOKIPEG TTapeioduang),
EKTTAIOEUTIKWYV TTPOYPAUMATWY POpEwy, TEXVIKWY EKTTAIOEUCEWY

OIOXEIPIOTWV KAl 0OKATEWYV KUBEPVOOTPAAEING, KABWS Kal EVNUEPWTEWV
YATMNA ®opéwv.

‘Exdoon TTpOTUTTWYV KAl EYKUKAIWV.
‘Exd00n BACIKWY apXwV aoparoUs apxITEKTOVIKAG Popéwv.

Kataypagpn ociktwv KPI/KRI atroteAeopaTikdTnTag UAOTTOINGNG
2TPOATNYIKAG OTOUG QPOPEIG.

Amokpion o ocupBavra acedAeiag Tng Apxng n/kar Popéwv -
OUVTOVIOUOG OPATEWV.

Alayeipion unTpwou cUPPRAvVTwWV.

Alaxeipion kpiocwv kal evepyotroinon EBvikou oyediou EKTAKTNG
avAaykng.

AgloAdynon kal avaBewpnan BACIKWY OTTAITATEWY AOQPAAEIQG.

AloAdynon kail avaBewpnon petpikwyv KPI/KRI kai EBvikou oxediou
EKTOAKTNG AVAYKNG.

Emomteia kai cuvtoviopog YATA ®opéwv.
Alaxeipion pntpwou YAIA.

>uvepyaoia pe €BVIkEG apxég (AMAMX, AAAE, KATT) Kal akadnuaikoUug
popeic o€ Béparta KupBepvoaopdaAeiag

>uvepyaoia, EKTTPOOWTINGN Kal SIAXEIPION ETTIKOIVWVIOG O€ EUPWTTAIKO
Kail S1EOVEG eTTITTEDO (POPEIG, KPATN MEAN, KATT.).

ZuvTOVIOUOG dpdacwv euaiobnTotroinong ®opéwv Kail Kovou.

2UVTOVIOPOG dpdoewv KATAPTIONG, EVNPEPWONG KAl ETTINOPOWONG
OTEAEXWV.



Me T1g diaTaEeic Tou T.0. 96/2020 (A 232), e TIG OTTOIEG TPOTTOTTOINONKAV
ol diarageig Tou 1.0. 1/2017 (A 2) TTOU aYopPOUV TNV OpyAvwaon Twv
Ymnpeolwv Tng EBvIKAG YTrnpeaiag MAnpogopiwv (E.Y.I1.), kaBopioBnkav
ol appodidTNTEG TNG AlelBuvong KuBepvoxwpou Tng E.Y.I., oTIig oTToieg
TepIAapBavovTai:

a. Texvikng @uoewg Béuata aog@dAeiag TAnpogopiwv (EBvikA Apxn
INFOSEC) ka1 €I0IKOTEPQ YIa TNV ACPAAEIN TWV EBVIKWV ETTIKOIVWVIWY,
TWV CUCTNUATWY TEXVOAOYIOG TTANPOQOPIWY, KABWG Kal yia Tnv
agloAéynon kai TToToTroinon Twv dI0BABUICUEVWY GUOKEUWY Kal
OUOTNUATWY ACQAAEIAG ETTIKOIVWVIWVY Kal TTANPOQOPIKAG.

B. H agioAdynon kai mMOTOTmoIiNON KPUTTOOUCTNHATWY, KOBWG Kal Tnv
uttooTAPIEN Twv EvOTTAwv Auvdpewy (E.A.) Kal Twv UTTNPECIWY TOU
dnuoaoiou Topéa og BépaTa kputrrTao@aeiag (EBvikr) Apxr) CRYPTO).

Y. H €€ao@daNion Twv €BVIKWY NAEKTPOVIKWY GUOKEUWYV TNAETTIKOIVWVIWV
ammd OlappoEG AOYW QVETTIBUPNTWY, NAEKTPOMOAYVNTIKWY KAl [N
peTaddoewy (EBvikA Apxri TEMPEST).

0. O1 appodiotnreg Opadag AvTigeTwtmiong HAekTpovikwy EmBéoswv
(EBvik6 CERT), evtdg Tou €6vikoU TTAéyuaTog KuBEpvoao@AaAEIag TTou
kaBopilel n EBvikA Apxr) KuBepvoao@dAeiag, yia TIG KUBEPVOETTIOETEIG
EVAVTIOV TWV BNPOCTIWV POPEWV TNG XWPAG, TTOU BEV EUTTITITOUV OTNV
apuodiétnTa NG AlcuBuvong KuBepvoduuvag Tou IE.EO©.A. (CSIRT).
EidikéTepa, 1o EBviké CERT 1ng E.Y.I1. uttootnpicel Tnv Mpoedpia NG
KuBépvnong kai Ta YToupyeia, ye e€aipeon 10 YToupyeio EBvikAg
Apuvag, yia Tnv TpoAnyn, Tnv £ykaipn TpoeidoTroinan Kai Tnv
QVTIUETWTTION KUBEPVOETTIBECEWY, EVAVTIOV TOUG.

H Aictbuvon KuBepvoduuvag tou TEEGA atroteAei Tnv EAANVIKA Apuddia
Oudda Amokpiong KuBepvotrepiotatikwy (Computer Security Incident
Response Team - CSIRT) OxeTikd Pe TNV aTTOKPION TTEPIOTATIKWV OTOV
oTpaTIWTIKO Topéa - KuBepvoduuva (military CSIRT), Tnv amoékpion
TTEPICTATIKWY OE QOPEIG TTOU EUTTITITOUV OTO TTedio €QPAPUOYNG TOU
v.4577/2018 (®.E.B.Y., M.W.Y.) ka1 Tnv €TMIXEIPNOIAKI) OAOKAPWON. ATIOGTOAR
NG avWTEPW YTTNPETIAG CUVIOTA N EIWGT TOU KIVOUVOU EBVIKWYV TTPOKANCEWY
OTOV TOUEQ TNG ACQPAAEING TOU KUBEPVOXWPEOU KAl TWV ETTIKOIVWVIWV.

Me 70 11.0. 178/2014 (A 281) TTpoBAEPONKe N idpuon kai n didpBpwaon NG
AigtBuvong Aiwéng HAexTpovikoU EykAfquaTtog pe €0pa Tnv ABrjva kai n
idpuon kai diapBpwaon YTodieuBuvong Aiwéng HAekTpovikoU EykAfuatog
Je €dpa Tn @cocalovikn. H ammooToAr Tng AielBuvong Aiwgng HAekTpovikou
EykAfuatog ouptrepiAaudavel Tnv TTpoANWnN, TNV EPEUVA Kal TNV KOTAGTOAN
EYKANUATWY 1} QVTIKOIVWVIKWY CUPTTEPIPOPWV, TTOU SIOTTPATTOVTAI HECW TOU
O1adIKTUOU 1 GAMWV PECWV NAEKTPOVIKAG eTTIKOIVWviag. H AieBuvon Aiwéng
HAekTpovikoU EykAAUOTOG €ival auTOTEANG KEVTPIKN YTTNPETIQ KOl UTTAYETAI

5.2

EONIKH APXH
ANTIMETQMIZHZ
HAEKTPONIKQN
ENIGEZEQN -
EONIKO CERT (E.Y.I.)
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5.3
AIEYOYNZH
KYBEPNOAMYNAZ
(YMOYPTEIO
EONIKHEZ AMYNAY)
(TEEGA/AIKYB)

5.4
AIQ=H
HAEKTPONIKOY
ErKAHMATOZ
(EA.AZL.)
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5.5

APXH MPOZTAZIAT
AEAOMENQN
NPOZQMIKOY
XAPAKTHPA
(AM.A.NX.)

atreuBeiag atov K. Apxnyo TG EAAnviknAg AcTuvopiag. H AiedBuvan Aiwéng
HAekTpovIKoU EyKAAUaTOG, OTNV €0WTEPIKN TNG SOWN|, OTTOTEAEITAI ATTO TTEVTE
TUAMATA TTOU CUPTTANPWVYOUV OAO TO GACUA TTPOCTACIAG TOU XPACTN Kal
ao@aAeiag Tou KuBepvoyxwpou.

‘ET01, 0Tn véa avaBaBuiopévn doun TG atroTeAeiTal amd Ta akdAouba
TuAuara:

o TuAua AloiknTikng YTrooTthpigng kai Aiaxeipiong MAnpogopiwy,
o Tunua Kaivotopwyv Apdoewy Kai ZTpaTnyikig,

o TuApa Ac@daAeiag HAekTpoviKwy Kal ThAEQwVIKWY ETTIKOIVWVIWV
kai lNMpooTaciag AoyIouIKOU Kail MNveEuPaTIKWY AIKAIWUATWY,

e TpApa Aladiktuakng lMpooTtaciag AvnAikwv kol ¥Ynoelakng
Aigpelivnong kai

e Tunua Eidikwv Ytobéoswv kal Aiwgng AladIkTuakwyv OIKOVOUIKWY
EykAnudTwy

H Apxn MNpooTtaciag Aedopévwy MNpoowTtrikou Xapaktipa (A.M.A.M.X.)
QTTOTEAEI OUVTAYUOTIKA KOTOXUPWHEVN QVEEAPTNTN APXH], ME OTTOOTOAR
TNV ETOTITEIO TNG €Qapuoyng Tou [evikou Kavoviopou lMpooTaciag
Aedopévwy, Tou vopou 4624/2019, tou voupou 3471/2006 kai GAAwv
puBuicewv TTOU aPopPOUV TNV TTPOCTACIA TOU ATOUOU aTTO TNV ETTECEPYATIa
0edouEVWV TTPOCWTTIKOU XAPAKTHPA, KOI GOKEN TIG apuUodIOTNTES TTOU TNG
avaTtiBevTal KGBe @opd. EidikoTEPa, N A.NLA.T.X. gival eTIQOPTICUEVN
ME TNV TTapakoAoUuBNon TNG €Qapuoyng Twv diatafewv Tou evikou
Kavoviopou lMpooTaciag Aedouévwy (EE) 2016/679 (TKIMA), ye okotrd
TNV TTPOCTOGIO TWV BEPEAIWDWY DIKAIWPATWY KAl EAEUBEPIWV TWV QUOIKWV
TTPOCWTIWY £vVaVTI TNG ETTEEEPYATIAg TwV dEDOPEVWV TTOU TA APOPOUV Kal
TN dieuKOAUVGON TNG €AeUBEPNG KUKAOopiag Twv dedopévwy oTnv ‘Evwan
(apBpo 51 Tmap. 1, air. 123 Tou FKITA). ZupBAAAEI OTN CUVEKTIKA EQAPUOYN
Tou 'KIMA o€ oAékAnpn v ‘Evwon kal yia 10 oKoTré autd cuvepyddetal
ME TIG ETTOTITIKEG APXEG TWV KPATWV PeEAWV TNG EE kal pe tTnv EmiTpot
(GpBpo 51 map. 2, air. 123 Tou KIIA).

270 avwTtépw TAaiolo, n A.NLA.M.X., peTagu AAAwV:
* [MapakoAouBei kai emIRAAAel TNV epappoyn Tou [KIA.

* [lpowBei Tnv euaiobnToTroinCn TOoUu KOIvOU OTa {NTAMOTA TTPOCTACIOG
TTPOOWTTIKWY OEQOPEVWV KAl TwV UTTEUBUVWYVY Kal €KTEAOUVTWY
eTTECEPYAOTia OXETIKA HE TIG UTTOXPEWOTEIG TOUG duvapel Tou MKIMA. Eidikn
TTPooOoXA aTTodideTalI O€ dPAATNPIOTNTEG TTOU aTTEUBUVOVTal €I0IKA
o€ TTaIdId.



*  2uUpBouAeUEl TO €BVIKO KOIVOBOUAIO, TNV KUBEPVNON Kol GAAG dpyava Kail
opYavIGHOUG YIa VOUOBETIKA Kail SIOIKNTIKA JETPA TTOU GXETICOVTAI JE TNV
TIPOCTOCIO TWV TTPOCWTTIKWY OEOOUEVWV.

o [Mapéxel KATOTTIV AITHPATOS TTANPOPOPIEG OTA UTTOKEIEVA TWV OEDOPEVWV
OXETIKA JE TV AoKNoN TwV JIKAIWUATWY TOUG.

*  XelpiCetanl TiIg uTTOPANBeioeg yia TapdBacn diatdéewyv Tou MKMA
KaTayyeAieg.

* Aigvepyei Epeuveg OXETIKA P TNV e@appoyn Tou KIA.

*  KataprTiCel kal diatnpei KATGAAOYO o€ OX€ON PE TNV ATTAITNON YIA
dlevépyela ekTiunong avTikTutiou (dpBpo 35 Tap. 4 Tou MKIA) kai va
TTOPEXEI CUPBOUAEG OXETIKA UE TIG TTPAEEIG ETTEEEPYATiag Tou dpBpou 36
Trap. 2 Tou KA.

* Eykpivel KWOIKEG dEOVTOAOYIOG Kal KPITAPIA TTIOTOTTOINCNG KAl OXEDIALE!
KpITRpla dIATTIOTEUONG.

*  ZUVEPYACZETAl PE AANEG ETTOTTTIKEG APYES HECW AVTOAAQYTG TTANPOYOPIWV
Kal va TTopéxel apoifaia ouvdpoun o€ aUTEG PE OKOTTO Tn dIac@AAIoN
TNG CUVEKTIKOTATAG £pappoyng Tou IMKIA.

*  ZUPBAMAel OTIg BpaoTNPIGTNTEG Tou EupwTTdikoU ZupBouAiou MNpooTaaciog
Aedopévwy - EZTMA.

* AlobéTel e€ouaieg eAEyyou, KaBWG Kal DIOPBWTIKEG, TUHBOUAEUTIKEG KOl
adeI0d0TIKEG £€0UTiES, OTTWG QUTEG €CeIdIkeUovTal Kal avaAUovTal OTo
apBpo 58 Tou IKIIA.

H EBviky Emrpory TnAemkoivwviwv kai Tayxudpoueiwv (E.E.T.T.) eivai
AvetapTtntn AloiknTikf Apxr). ATroteAei Tov EBvikd PuBpioTr| TTou puBuicel,
eTTOTITEVEl KAl EAEyxel: (a) TNV ayopd NAEKTPOVIKWY ETTIKOIVWVIWY, TNV
oTroia dpacTnPIOTTOIoUVTAl Ol ETAIPIEG OTABEPNG KAl KIVNTAG TNAEQWVIag,
aoUPHOTWY ETTIKOIVWVIWY Kal dIadIKTUou Kai (B) Tnv TaxudpopIkA ayopd,
oTnVv otroia dpacTnPIOTTOIOUVTAl Ol ETAIPIEC TTAPOXNG TAXUOPOMIKWV
UTTNPECIWV KOl UTTNPECIWY TaXUUETAPOPAg. EmimmAéov, n E.E.T.T. amoteAci
TV apPXH QVTOYWVIOPOU OTIC aVWTEPW QYOPES TNG APUOodIOTNTAG TNG Kal
O100€Tel OAEG TIG €€OUTIES Kal TA DIKAIWMOTA TNG ETTITPOTING AvTaywviGuou
KaTd TNV €Qapuoyr TnG VopoBeaiag Tou eAeUBepoU avTaywviouoU OTIG €V
Aoyw ayopég (N.3959/2011 (A 93), apBpa 101/102 ZAEE kai Kavovioudg
1/2003 EK T0oU ZuppouAiou). H epappoyn TnG vouobeaiag trepi eAeUBepou
avraywviopou amo tnv E.E.T.T. oTIg ayopég TNG ATTOKAEIOTIKAG TNG
appodidTnTag TpoBAeTToTaV aTTd ToV VOO0 N.2867/2000, TOV PETETTEITA VOO
N.3431/2006, kaBwg kai Tov IoxUovTa vopo N.4070/2012 (PEK 82A/2012).

H 6¢éon tng E.E.T.T. ot0 OikooUoTnua Twv ETIKOIVWVIWV Kal TNG
Texvohoyiag MNMAnpo@opikAg Kai ol ox€oelg TNG JE TNV MNMoAiTeia cuvowileTal
oTnv akdAoubn sikéva:
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5.6

EONIKH EMITPOMH
THAEMIKOINQNION
KAI TAXYAPOMEIQN
(EE.TT)



AIA®ANEIA PYOMIZHZ KAI AIAITHZIAZ

TnAetikoIvwvieg

Emrotrreia Aeomméloviog .
Mapdxou

Mntpwo Mapdxwv

KartayyeAieG KatavaAwTwv

Tayxudpopeia

Emrotrreia Aeomméloviog
TTapdxou

Mntpwo Mapdywv
KatayyeAieg

ddaopua

Kivntig TnAepwviag -
Kepaieg

Yneiaknig ThnAedpaong

Mntpwo PadloocuxvoTiTwy

Internet EmotrTeia, ETTIQUAAKES

KarayyeAieg

BEATIZTEZ ZXEZEIZ,
YMHPEZIEZ MNOIOTHTAZ,
ANAITY=H,
E=AAEIYH WHOIAKOY
XAZMATOZ

MEAATEZ:

KATANAAQTEZ - EMIXEIPHZEIZ - MOAITEZ
NMPOZBAZH - IZOTIMH METAXEIPIZH -
MOIOTHTA - KATOIKOI THZ XQPAZ -
EMIZKENTEZ

KOINQNIA THZ TNQZHZ
E=AAEIYH
YHOIAKOY XAZMATOZ

Eupwtraikil ‘Evwon MNapoxoi - NMpopunBeutég
OTT’s -

Over the tops

EupwTtraikr) ETTiTpoTm) TNAETTIKOIVWVIWV
®opeic BEREC, IRG, Nortroi

Digital Agenda 2020

>1aBepng & Kivnrg
Tayxudpopueiwv Taxuépoemwv
YTTnpeciwyv

KuBépvnon AiktUou TnAedpaong

BouAn Internet

AikaiooUvn
"EptTopol
ESomAiopoU

., . KaTaoKeuaoTE:

21aviol €Bvikoi Mépol S
« Hardware

Software

Networks

MpwTtoBouAieg Anuoaiwyv eTTevoUTEWV
EUPULWVIKOTNTOG .

ANeg Ave€aptnTeg ApXES :

Eikéva 9 H 6éon ¢ E.E.T.T. oto OikoouoTtnua twv Emmikoivwviwv kai g TexvoAoyiag MAnpogopikAs kai ol oxéoeis g e v MNoAireia
(Mnyn: https:/www.eett.gr/opencms/opencms/EETT/EETT/AboutEETT/)



https:/www.eett.gr/opencms/opencms/EETT/EETT/AboutEETT/

H Apxnl Alacg@dAiong Tou Atropprtou Twv Emmikoivwvivv (A.AA.E.) €xel
OKOTTO TNV TTPOCTACIa TOU QATTOPPNATOU TWV ETTIOTOAWY, TNG €AeUBEPNG
QVTOTTOKPIONG 1 ETTIKOIVWVIOG PE OTTOIOVOATTOTE GAAO TPOTTO KABWG Kal TNV
ac@aleia Twy BIKTUWYV Kal TTAnpogopiwy. H A.AA.E gival ocuvtaydaTika
KOTOXUPWHMEVN aVveEEAPTNTN apxr TTou atroAauel SIOIKNTIKAG AUTOTEAEIOG.
‘Edpa TnG €ival n ABrva, ptropei Ouwg Pe ammépacT TnG va eykabioTd Kal
va Asitoupyei ypageia kol o€ GAANeG TTOAEIG TNG EAAGDOG. O1 aTTo®Aaoelg TnG
A.A.A.E. koivotrolouvTal pe pépipvé g otov YToupyod AIKaioouvng, eV
oTo TENOG KABe £€Toug uTTORAAAETal ‘EKBEON TWV TTETTPAYUEVWY TNG OTOV
Mpdedpo NG BouArg, otov YTroupyd AlKaiooUuvng Kol OTOUG apxnyoug
TWV KOPMATWY TTOU EKTTPOCWTTOUVTAI 0Tn BOUuAn kal oto EupwTraikd
KoivoBouUAio.

O1 kUpieg appodidTnTeg TNG A.AALE. €ivai:

* H digvépyela TAKTIKWYV KOl EKTAKTWY EAEYXWV O€ EYKATAOTAOEIG
ONUOCIWY UTTNPECIWY I KAl IBIWTIKWY ETTIXEIPACEWY TTOU 0X0AOUVTaI
ME TaXUOPOUIKEG, TNAETTIKOIVWVIAKEG 1 GAAEG UTTNPETIEG.

e O éAeyxog atrd TTAEUPAG VOUINOTATAG O€ O,TI AQOopPd TOUG OPOUG KAl TIG
d1adIKkagieg TTou akoAouBoUvTal KaTd TNV EQapuoyn Twv dIatdEewy yia
dpan Tou aTroppnTou, CUPQWVA PE Ta TTPOPRAETTOUEVA OTNV KEIPEVN
vopobBeaia.

* H dievépyela akpodoewyv TTAPOXWY UTTNPECIWV NAEKTPOVIKWV
ETTIKOIVWVIWV KAl TOXUOPOMIKWY UTTNPECIWY YIa TIBAVES TTApABAoEIg
TNG Keipevng vopobeaiag yia Tn d1a0@AANICN TOU ATTOPPTOU TWV
ETTIKOIVWVIWV.

* H emBoAl Twv TTPORAETOPEVWYVY BIOIKNTIKWY KUPWOEWYV, O€
TTEPITITWAON TTOU SIOTTIOTWVETAI TTapafiaon TNG Keigevng vouobeaiag
TTEPI ATTOPPATOU TWV ETTIKOIVWVIWV.

e H €ékdoon KavoviaTIKWV Kal GAAwV avaykaiwv TTpagewv avapopikd
ME TO €QAPPOOTEQ WETPA YIa TR dIAC@PAAION TOU QTTOPPATOU TWV
ETTIKOIVWVIWV.

* H ékdoon yvwpodoTHOEWY, CUCTACEWYV KAl UTTOOEIEEWV £TTI BEUATWV
NG appodIdTNTaS TNG APXNAS.

e H e&é€taon karayyeAiwy yia TTapafiacn Tou atToppRTou TNAEQWVIKWYV
Kal O1a8IKTUOKWY ETTIKOIVWVIWV T[] ETTIKOIVWVIWV HECW TAXUOPOMIKWYV
UTTNPETIWV.

To KE.ME.A. givai EMOTNUOVIKOG, EPEUVNTIKOG KOI CUUBOUAEUTIKOG POPEQG
TTOU OKOTTOG TOU gival n dle€aywyr BewpnTIKNAG Kal EPAPUOOHEVNG EPEUVAG
Kl N €KTTOVNON PEAETWY, 1IBiIWG 0 OTPATNYIKO €TTiTTEDO, Yia BEuaTa TTOU
agopouv Tnv MMoAiTik Ao@AaAsiag, KaBwg Kal n TTapoxH UTTNPECIWY,
YVWHOOOTIKOU KAl GUMPBOUAEUTIKOU XOPAKTAPA, 0€ BEuaTta ao@AaAEIng
YEVIKOTEPQ.

5.7
APXH AIAZQAAIZHE
ATOPPHTOY
EMNIKOINQNIQN
(A.AAE.)

5.8
KENTPO

MEAETQN AZ®AAEIAS
(K.E.ME.A.)
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Eival vouikod TpdowTro 1I81wTIKOU diKaiou pe Edpa Tnv ABAvakal ETTOTTTEVETAI
atré Tov Ytoupyo lMpootaciag Tou MoAitn (Trpwnv Anpdaoiag TaEng kai
MpooTaciag Tou MoAitn). INa TNV eKTTARPWON Twv aTOXWV Tou T0 KE.ME.A.:

a.

OT.

dIe€dyel EpEUVNTIKA TTPOYPANKOTA KAl HEAETEG VIO BEUATA ECWTEPIKNAG
ao@aAelog TTou agopouv oTo YTroupyeio MNMpooTtaciag Tou lMoAiTn
(Trpwnv Anudéaiag Tagng kai MpooTtaaiag Tou MoAITN) Kal TIG UTTNPETIEG
TTOU UTTAYOVTaI O€ aUTO, KABWG Kal GAAOUG POPEIG TOU ECWTEPIKOU,

EKTTOVE( KOl EKTEAEI EPEUVNTIKA TTPOYPAUHATA WG EKTTPOOWTIOG TWV
ETTOTITEUOUEVWY aTTd TO YTToupyeio MpooTtaciag Tou MNoAitn (Trpwnv
Anuooiag Tagng kai MNpooTaciag Tou MoAiTN) popéwy, yia Aoyapiacuod
Il € OuveEPyaaoia Pe avTioTolxoug @opeic TG EupwTaikng ‘Evwong,
GAAWV KpaTwV 1) SIEBVWIV OPYaAVIOUWY CUPPWVA UE TOUG QVTIOTOIXOUG
Kavoveg Kal d1adikaaoieg

avaTTTUO0El CUVEPYAODia o€ BVIKO Kail DIEBVEG ETTITTEDO € OPYAVIOUOUG
KAl UTTNPECIEG, EPEUVNTIKA KaIl EKTTAIOEUTIKA KEVTPA Kal 1dpUuaATa,
KOIVWVIKOUG, €TTIOTNUOVIKOUG KOl TTApAywyIKOUG gopeig, dnudaioug
Kal 1I81wTIKoUG, Kabwg kai e M.K.O.,

TTpoRaivel 0TN PEAETN TOU EYKANUATIKOU QAIVOUEVOU KOl TWV TTOIOTIKWV
KOl TTOOOTIKWY METABOAWV TNG €YKANUATIKOTNTAG OTNV €AANVIKNA
Emkpdreia kal TnG YEWYPAPIKAG KATAVOUNG TNG, KABwWG Kal aTo
oxedIAONO PEBOOWY Kal TTPAKTIKWY OTNV AOKNON OVTEYKANMATIKAG
TTONITIKAG,

TIPOTEIVEI TNV EVAPPOVION TWV PETPWY TTPOANWNG KAl KATAGTOANG
TOU EYKANUATOG PE TIGC CUVTOYHOTIKEG OPXES, TA ATOMIKA Kol TTONITIKA
OIKAIWPATA, TN VOUINGTNTA KAl TO oeBaaud Tng agiag Tou avBpwTtrou,

TTOPOKOAOUBET Kal HEAET TIG TEXVOAOYIKEG €CENIEEIC TwV oUCTNUATWY
ao@dAeiag kal aglohoyei Ta vEa ETTITEUYUATA OTO XWPO AUTOV,

OIATUTTWVEI TTPOTATEIG yIa TNV a&IOTTOINGN TNG TEXVOYVWGIAG TTOU KATEXEI
utrooTnpicel dladikaaieg SIOCUVOPIOKAG CUVEPYATiag,

opyavwvel kal Oie€dyel ouvédpla, Odnuooielel EPEUVNTIKG KAl
YEVIKOTEPQ ETTIOTNMOVIKA TTOPICUATA KAl CUVAQH £pYa, TTPAYUATOTTOIEN
EKTTAUOEUTIKA OEPIVAPIA KAl TTAPEXEl TTIOTOTTOINMEVEG EKTTAIOEUCEIG
og BépaTa ao@AAEIOG KOl EKTTOVE TTIOTOTTOINUEVEG PEAETEG O€ TETOIA
Béuara

avatrTuooel oTroladATToTE AAAN cuva@n UE TOUG OKOTTOUG TOu
dpacTNPIGTNTA KOl

. aTroTteAei Qopéa TTOTOTToINONG BIOBIKACIWY, HEAETWYV, OXEDIWV YIa TNV

aoQAAEIa, POPEWY, OPYAVIOUWYV Kal ETTIXEIPACEWY Tou ISIWTIKOU Kal
Anpuoaiou Touéa



Mépav Twv avwTEpw eUTTAEKOUEVWY QOpPEWYV, OTOUG Bacikous 5.9
EUTTAEKOPEVOUG POPEIGC TUYKATOAEYOVTAIL:

* Ta YTtoupyeia, wg emTEAIKEG TTONMITIKOBIOIKNTIKEG OOMEG, MEOW

AoIlnol
EMMNAEKOMENOI
®OPEIZ

TWV OTToIWV JIGUOPPUIVETAI KOl UAOTTOIEITAI TO KUBEPVNTIKO €pYoO.
EidikoTepQ, TTEPA atrd Ta YTTOUPYEiIa TTOU €X0UV OPIZOVTIO XAPAKTARPaA
(m.x. Ytoupyeio Ecwrtepikwyv, YTroupyeio OIKOVOUIKWY), ONUAVTIKO
POAO €XOUV Kal Ta TOPEakA YTTOupyeia, OTa OTToia avaTTTUoCOVTOl
OUYKEKPIPEVOI TOMEIG TTOMITIKAG (TT.X. YToupyeio TMepiBaAAovTog
kal Evépyelag, Ytoupyeio Ymodouwyv kai Metagopwy, YTToupyEio
Maideiag kar ©pnoKeUPATWY), JE EEEXOUCA GNUACIA yIa T GUVOANIKA
A€IToupyia TNG KOIVWVIKOOIKOVOUIKAG (WIG.

e OI®.EB.Y/MY.Y., clpypwva pe 1o TTAicIo Tou v. 4577/2018 kai TG
u.a. utr apiBu. 1027/2019 (B’ 3739).

ZTPATNYIKOI ZTOXOI

1.
‘Eva Asitoupyikd ouoTnua
dloKuBEPVNONG

2.

OwpdKIon KpPioIwY
UTTOOOHWYV, GOPAAEIQ Kal
VEEG TEXVOAOYiES

3.

BeATioTotroinon
BIOXEIPIONG TTEPIOTATIKWYV,
KOTATTOAéUNONG TOU
KUBEPVOEYKARUATOG

Kal TIpOCTaCIa TNG
1IBIWTIKOTNTOG

4.

‘Eva ouyxpovo
ETTEVOUTIKO TTEPIRGAAOV
ME EMoacn oTnv
Tpoaywyn NG ‘Epeuvag
Kail AvaTtuéng

5.

AVATTTUEN IKAVOTATWY
(capacity building),
TTPoaywyn g
EVNUEPWONG Kal
gualiobnToTroinong

Eid1koi Z16X01

1.A. BeAtioToTroinon tou TTAaiciou
opyAvwaong Kail AEIToupyiag SOPWY Kal
d100IKACIWV

Baoikoi eumrAekopevol Popeig

E.A K.,opeig kevtpikig dnuoéaiag dioiknong, E6viké
CERT, CSIRT FTEEGA/AIKYB

1.B. AmroreAeopaTikdg oxedIaouog
QTTOTIUNONG ETTIKIVOUVOTNTOG KAl
OIOXEIPIONG EKTAKTNG QVAYKNG

E.A K., @opeig KevTikrig Anuoaoiag Aloiknong,
O®.E.B.Y./N.W.Y., CSIRT TEEGA/AIKYB, EBvIkd
CERT, KEMEA

1.I. Evduvdpuwon ouvepyaciwy o€
€0BVIKO, EUPWTTAIKG Kal JIEBVEG ETTITTEDO
2.A. Katavénon Twv TEXVOAOYIKWYV
€€eAiCEWV KaI TOU TPOTTOU TTOU
emTnpeddouv TNV Wwneiakn diakupEpvnon

E.AK., YTE=, E6viké CERT

E.A.K., Epeuvnrikoi - ETrioTnuovIKoi Qopeig,
AAAE., EETT,NCET, YMNEZ=, E6viké CERT

2.B. AvaBaBuion Tng TTpooTaciag
KPioIMwVY UTTOd0UWYV

E.AK., ®.EB.Y./T.Y.Y,, CSIRT TEEGA/AIKYB,
EBviké CERT

2.I". OwpdAKIoN CUCTNUATWY Kal
EQAPHUOYWYV PEOW EVIOXUMUEVWV
ATTAITACEWY AOQAAEIQG

3.A. BeAtioTotroinon pebodwy, TEXVIKWV
Kal EpyaAgiwv avaAuong, aTToKpIoNG Kal
KOIVOTT0INONG CUMRAVIWY

E.A K., @opeig KevTikrg Anudoiag Aloiknong,
O®.E.B.Y./MN.W.Y., CSIRT TEEGA/AIKYB, EBvikd
CERT, KEMEA

E.AK.,, TEEOA/AIKYB, E6viké CERT, EA.AZ/A.H.E.

3.B. Evduvdapwaon unxaviopwy
QTTOTPOTING Kal BEATIOTOTIOINCN TNG
ETTIXEIPNOIOKIG OUVEPYOTIiag

E.AKK., TEEGA/AIKYB, E6viké CERT, EA.AZ/AH.E.

3.I. KuBepvoaopdAsia kal TTpocTaaia
NG IBIWTIKOTNTOG

4.A. lMpoaywyn TnG ‘Epeuvag kai
AvarrTuéng

E.A K., ATTATMX, AAAE

E.A K., levikn pappateia Epguvag kai TexvoAoyiag,
YTroupyeio AvarrTugng kai Etrevducewy, YTroupyeio
Oikovouikwy, KETYAK/EYTI

4.B. MNapoxn €TTeEVOUTIKWY KIVATPWV

E.A K., Ymoupyeio AvaTtuéng kai ETrevouoewy,
YTroupyeio OIKOVOUIKWV

4.T. Aglottoinon Zuputrpdgewv Anuooiou
Kal [BiwTiKou Topéa (ZAIT)

5.A. BeAtiwon IKavoTATwV PHECW
opyavwong KATAAANAwWY aoKACEWV

E.A K., Ymoupyeio Avarmtuéng kai Etrevouoewy,
YTroupyeio OIKOVOUIKWV

E.AK., TEEOGA/AIKYB, E6viké CERT, EA.AZ/AH.E.

5.B. Agiotroinon auyxpovwy pebodwv
Kal EpYOAEiwV KATAPTIONG Kal
eKTTaidEUONG

E.A K., Ymoupyeio MNMaideiag kar ©@pnokeupdTtwy,
EmoTnuovikoi kal EpguvnTikoi gpopeig

5.I. Alopkng evnuépwan Popéwv
KQll TTONITWV ava@opIKG pe BEpaTa
KuBepvoao@aAeiag

‘O)ol o1 epTTAEKOPEVOI POPEIG, TTONITEG, ETTIXEIPNOEIG

Eikova 10 Baaikoi eUTTAEKOUEVOI QOPEIS ava 2Tpartnyiko Kai Eidiké 21oxo tng EBvikng Zrparnyikng yia tnv KuBepvoaopdAsia 2020-2025
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6

KPIZIMOI
MAPATONTEX
ENITYXIAZ
(CRITICAL SUCCESS
FACTORS)

36 6.1 H vuhomoinon tng EBvikAg ZTpatnyikng KuBepvoao@daAeiag eival
ANAAYZH dppnkta ouvdedepévn agevog Pe Tn Acimroupyia Tng MevikAg AlelBuvong
SW.O.T. KuBepvoaopdAeiag, a@eTépou e TV UAOTTOINON TNG atmd TOUg
EPTTAEKOPEVOUG QOpEiG. NpoKeINEVOU va avaAuBoUV ETTAPKWG Ol E0WTEPIKOI
Kal eEwTePIKOi TTapdyovTeg TTou Ba cupBdAouv aTnv €TTITUXN UAOTTOINON
NG ZTPATNYIKNG KOl dIACPANIONG TWV TTOPEXOUEVWV UTTNPECIWY OTOUG
TTONITEG, O TTAPAKATW TTiVvaKag ouvowilel Ta duvatd anueia (Strengths),
aduvata onueia (Weaknesses), eukaipieg (Opportunities) kal atelAég
(Threats), ev €idn avdAuong SWOT.

Avvard onpeia Eukaipieg

» Aéopeucn Tou YTToupyeiou
WnoiakAg AlakuBépvnong, aMd kai | © YAoTroinan oTparnyikng wneiakng

EONIKH ZTPATHINKH KYBEPNOAX®AAEIAZX 2020 - 2025

NG KuBépvnang GUVOAIKG, yia T dlaKuBEPYNONG OTN XWPA, N
Xapagn kai uhotroinan Tng EBVIKAG otToia EI0AyEl TNV Evvoia TNG
ZTpaTnyIkAG KUBEpVoaopAAEIng KuBepvoaapdAeiag aTré Tov
oxedlaopo Kal ¢ opiopou (security
» Texvoyvwaia oTeAexwv ApXng Kai by design and by default)

€UENIKTEG BIaBIKOTIEG
* JUUTTPAEEIG PE dNUOTIOUG Kal

* “Ymrapgn @opiwv (dnudéatol, OTrwg IDIWTIKOUG QOPEIG (TT.X. Héow ZAIT)
ITEGA/AIKYB, EYTI, aAAG kai Ol OTTOi0I UTTOPOUV Va GUVEPAHOUV.
1610TIKO{) OI OTTOIOI EEEIBIKEUOVTAI OE v Apxr OTO £py0 TNG

B¢épaTa KuBepvoao@aAciag

AdUvara onpeia Atreilég

» Kivntpa mpooéAKucng Kal

SIaTPNONG TIPOCWTTIKOU UE * MgBodog Aertoupyiag (modus
KaTaGAANAQ — uwnAG TEXVIKG operandi) eEmTIOéuEVWY —
TTPOCOVTA TTAPAYOVTWY OTTEINDV, TTOU eV
OUVAdOUV HE Kapia ETTIXEIPNOIOKN A
* AnUOCIOVOUIKOI TTEPIOPICHOI AEITOUPYIKI TIPAKTIKH (TT.X. WwPAPIO,
Kal oUvBeTeG dladIKaieg apIBPAG OTEAEXWV, MITBOAOYIKG
TTPAYHOTOTTOINGNG TTPOUNBEIWY Kal KIvNTPQ, KATT.)

TTAPOXAG UTTNPETIWV
* Tayug puBuAG TEXVOAOYIKWV
* KatakeppaTiopog Kai TTOAUTTAOKOTNTA £€eNi€ewv — eyyeveic SUTKOAIEG OTNV
BoUWY Kal dIadIKACIWY — TIPOKANTEIS | TrapakoAoUBnon Kai Karavonan
OTO OUVTOVIOHO




Katd ouvéTteia, n emmTuyia Tng ZTpatnyIkKAG €apTAaTal OTTO CUYKEKPIUEVEG
TpouTToBéaeIg (critical success factors), o1 otroieg TpéTTel va An@Bouv
uTTOWN aTTd OAOUG TIG EUTTAEKOHEVOUG POPEIG, TUPTTEPIAAUBAVOUEVWY KAl
TWV KaTA TTEPITITWON APUOBIWY POPEWV.

*  Emdpkela mopwyv - oTeEAéEXwon 6.2

NMPOYMNOGEZEIX

H emapkAg oTeAéExwon TIGAPXNAS, CUNPWVA PE TIGIoXUouaegopyavikés  MTOY AOOPOYN

dlatdelg eival amrapaitnTn yia TNV €mopk avadAnwn apuodiotitwv  THN APXH

KOl TNV €TTITEVEN TWV OTOXWV TNG ZTPATNYIKAG. Adyw TnNG @UONG Tou

£PYyou TTou KOAegiTal va emITEAEOEI N ApxH, T OTEAEXN TNG TTAPEXOUV

€€eIDIKEUPEVEG UTINPETIEG, evd TTApAAANAa Ba TTpéTTel va BpiokovTal

g€ ETOINOTNTA YIA TTAPOXHA EPYOTIOG KAl TTEPAV TOU GUVIBoUG wpapiou

atraox6Anong TTou I0XUEI YIa TO TIPOCWTTIKO Tou dnuUociou. 37
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* MepaiTépw evBuvdapwaon pubuIoTIKOU TTAAICiou

270 TTAQICI0 TNG ATTOTEAECUATIKAG UAOTTOINONG TwV aPUOdBIOTHTWY TG
ApxNG, Kpiolun avadelkvUeTal N onuacia TG TTEPAITEPW eVOUVANWONG
Tou puBuIoTIKOU TTAaIgiou, 1IBiwg Péow TNG BECTTIONG CaQWy Kal
OUVEKTIKWV puBpicswyv, Aappdvovtag utrdéyn Toug KavOveg Kal TIG
apxés NG KaAng NopoBétnong.

* EueAi§ia cuptrpdsewv péow ZAIT

>& TTEPITITWOEIG TTOU N ApXT Kpivel OTI N oUUTTpagn pe 1I01ILTIKOUG POPEIG
(véow ZAIT) Ba TTpocdwael aNUAVTIKA 0QEAN aTO £pyo TG, Ba TTPETTE
n Apxn va gival o€ B€on va CUPTTPAEE! JE POPEIG TOU IBIWTIKOU TOPED JE
6poug avaAoyng eueAiCiac.

* Emapkig XpnuatodoTnon yia tov oxediaopd, avamTuén Kai
uAoTtroinon Twv dpdoewv

H emrapkng xpnuoTodotnon Kai avabeon KovouAiwv TTpog Tnv Apxn ival
ATTOPAITNTA VIO VO UTTOOTNPIEEI TOV OAOKANPWHEVO OXEDIAOUO, QVATTTUEN,
uAoTToinon kai TrTapakoAouBnon Twv dpdoewy Tou ZTpaTtnyikou Zxediou.

e KartdAAnAog €§0TTAIGHOG

Mo TNV eKTTAAPWON TNG OTTOOTOAAG Kal Twv appodIoTATWY TNG ApXNG,
KpPIVETaI ETTIONG ATTAPAITNTN N EVOUVANWOT] TNG KE OUYXPOVO ECOTTAIOUO,
UNIKOTEXVIKEG UTTODOMEG KAl EYKATOOTATEIG.

- Kivntpa emévduong. Evag amoé Toug Baagikodg atoxoug tng 6.3
ZTPOTNYIKAC aTOTEAET N evioxuon emevuTIKWV Trpoypaupdtwy oty MPOYMNOGEZEIZ NOY
KuBepvoaa@aAeia atmd Tov 1IBIWTIKG Topéa Kal Aoimmoug dopeic. @a  APOPOYN TOYZ ®OPEIX
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TTPETTEI va TTapaoXebolv Ta KATAAANAa KivnTpa (TT.X. OIKOVOMIKG -
POPOAOYIKEG EAAPPUVOEIG) WWOTE Ol POPEIG dnuoaiou Kal IBIWTIKOU
ToMéQ va €TTEVOUCOUV OTNV KUPBEPVOAoPAAEIQ.

Kivntpa ouvepyaoiag. Zuyxpovwg, Ba mTpétrel va 060UV KatdAAnAa
KivnTpa woTe va OleukoAuvBei n cuvepyaaoia PeTall QopEwv
Onuoaiou / 1BIWTIKOU TOMEQ KAl EKTTAIOEUTIKWY IOPUPATWY, WAOTE Va
TTpoaxBboUlv ol oTOX0l CUVEPYATiag YE 1IDIWTIKOUG QOPEIC 01 OTToiOI
MTTOPED va TTapAoYouV KPIioIuEG TTANPOPOPIEG KAl UTTNPETIEG OTNV
Apxn, va utrooTnpigouv Tnv €peuva Kal avdamTugn oTov TOMEd
NG KuPBepvoao@dAeiag, KaBWg Kal va evioxuoouv Tn OlEvEPYEIQ
EKTTAIOEUTIKWV TTPOYPAMMATWY.



7

2TPATHIIKOXZ
2TOXOX 1.

ENA
AEITOYPTIKO
2Y2THMA
AIAKYBEPNHZHX

OepeAiwdn TTPOTEPAIOTNTA YIa TNV €Pappoyr] TNG EBvIKAG ZTpaTnyikAg
KuBepvoao@dAeiag ouvioTd n avaTtugn evog OAOKANPWHPEVOU CUCTAUOTOG
Ol0KUBEPVNONG TOU «EAANVIKOU KUBEPVOXWPOUY», UTTO TO CUVTOVIOTIKO POAO
NG ApPXNG, OTO TTAQICIO TOU OTTOIOU:

e AvTtigetwtridovtal oAIoTIKA O6Aol ol Topei¢ TTapéufaong yia Tnv
KuBepvoaopaieia®

* KaBopifovral cageig poAol Kal apuodidTnTEG yia OAOUG TOUG
EUTTAEKOPEVOUG QOPEIQ

* TlpoBAEéTTOVTAlI CAQEIG, €K TWV TTPOTEPWY KaBopPIoPEVES OIadIKATIEG,
Bdaoel Twv otoiwv To oUCTNUA SIAKUBEPVNONG OPYAVWVETAI, AEITOUPYET
Kal e€eNiooeTal

Y6 1O TPIOHO TWV avWTEPW apXWY, OIOUOPPWVETal €va CUCTNPO TO
otroio £xel TNV EBvikr Apxr KuBepvoao@dAciag wg emTeAIKO TTUAWVA
(lead agency) kai KATOTTIV £va OIKTUO POPEWV Kal UTTEUBUVWVY ao@aAeiag
o€ €TTTTEDO: a. TIPOANTITIKWYV EVEPYEIWV KAl B. ATTOKPIONG KAl dlacpaAiong
ETTIXEIPNOIOKAG OUVEXEING:

KPIZIMOI TOMEIZ TOY N. 4577/2018 (®.E.B.Y. - N.Y.Y))

*  Evépyeia (YToupyeio MepiBaAovtog kai Evépyeiag, ®.E.B.Y. - TL.W.Y.)

*  MeTagopég (YTroupyeio YTrodopwy kai Metagopwyv, ©.E.B.Y. - TL.W.Y.)

o Tpameleg (YToupyeio AvaTrTuéng kai Etrevduoewv - TTE, ®.E.B.Y. -
ny..)

*  YTTO00MEG XpnuaTIoTNPIoKWY ayopwv (YTroupyeio AVATITUENG Kal
Emevduoewy, ©.E.B.Y. -TL.W.Y))

» Topéag Tng uyeiag (YToupyeio Yyeiag, @.E.B.Y. - TL.W.Y.)

* [lpounBeia kai diavoun Toaiuou vepou (YTroupyeio YTTOdOPWY Kal
Metagopwyv, ©.E.B.Y. - T.W.Y.)

* Wnoiakn utmodopn (IXP, DNS, TLD) (Ytoupyeio Wnoiaknig
AiakuBépvnong - E.ET.T., ®.EB.Y. -TLWY.Y)
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EIAIKOZ ZTOXOZ 1.A.:
BEATIZTOMNOIHZH
TOY NAAIZIOY
OPIrANQzHZ KAI
AEITOYPIIAZ
AOMQN

KAI AIAAIKAZION

6 Snueiwverar 611 Qo TO AVWTEPW

mAaioio eaipouvrar ta diaBabuicuéva kara
E.K.A. Zuoriuara Emkoivwvidv

kai [MAnpoopikng (2.E.IM.)



EONIKH XTPATHINKH KYBEPNOAX®OAAEIAZX 2020 - 2025

40

-
YIMNOYPIEIO WHOIAKHZ
AIAKYBEPNHZH
EOGNIKH APXH
KYBEPNOAZDANEIAX
\_
N
-
EONIKH XTPATHIIKH
KYBEPNOAZDANEIAX
\_
AHMOZIOZ TOMEAX
*  Wneiakn diakuBépvnon &
UTTNPETIEG

E€utrnpéTnon TToAImwy -
ETTIXEIPNOEWV
AvaTTTUgIOKK) TTOAITIKA

KPIZIMOI TOMEIZ (EKTOZ N.4577/2018)

*  TnAemkoivwvieg (Ymoupyegio Wnolokig AlakuBépvnong, E.E.T.T,,
A.AAE.)

* AikaiooUvn (YTroupyeio Aikaioouvng, AIKaoTikr Agitoupyia)

*  Taideia (Yroupyeio MNaideiag kol @pnoKeuudTwy)

AHMOZIO - AHMOZIA AIOIKHZH

*  Kevtpiki Anpooia Aloiknon (v. 4622/2019, A" 133):
a. H MNpoedpia Tng Anuokpariag,
B. n MNpoedpia Tng Kupépvnong,
Y. T YTTOUPYEIa KOl Ol ATTOKEVTPWEVEG 1) TTEPIPEPEIOKES UTTNPETIES TOUG,
8. ol ATTokevTpwpéveS AIOIKATEIS Kal
€. ol AvegaptnTteg ApxEG.
* O.TA. o ka3 BaBuou

« Aoimmoi @opeig NevikAg KuBépvnong (N.IM.A.A., N.T.LLA., eTaipieg Tou
dnuoaiou, dSNUOCIES ETTIXEIPAOEIG K.ATT.)

IAIQTIKOZ TOMEAZ

*  Egutnpétnon TToAITwv
*  Emyxepnoeig
*  Koivwvia Twv MoAITwv

KYBEPNHZH YIOYPIEIO EONIKHZ
, . ) AMYNAZ (ZTPATHIIKH
(Op1oUABGS KPiIoIUWY UTTOBONWV) KYBEPNOAMYNAY)

MpdAnwn kal atToTpoTTA . . .
TTEIOTATIKGV Evnuépwon - Euvaicbnrotroinon

Kivntpa emevouoewy - , .

‘Epeuva kai AVATITugn RS USRS
KPIZIMEZ YITOAOMEZX IAIQTIKOZ TOMEAZ
®.E.B.Y. - N.W.Y » T[loAiteg

Kpiolueg utnpeaieg / ouaTrjuoTa * Emixeipnoeig ;
*  Koivwvia Twyv MoAimwv

Eixdéva 11 [NAaioio diakuPBépvnong s E6vikng Ztparnyikng KuBepvoaogpdAeiag 2020-2025



E131koTEpa, OTIG EUPBANUATIKEG SPACTNPIOTNTES TOU £V AOYW €181KOU
OTOXOU OUYKATaAEyovTal, HETASU GAAWV:

Me yvwpova Tn BeATiaTotroinon Tng SlaKuREpvNONG Kal TNV €mmauénon
NG KUBEPVOOOTQPAAEING OUOTNUATWY Kal OIKTUWV Tou dnuoaiou, Kpioiun
Opdon ouvioTa n avaTTugn evog oAokAnpwpuévou TTAaigiou diaxeipiong TNG
KUBEPVOOOTQAAEIAG BNUOTIWY POPEWYV TTPOKEIUEVOU Va:

MpoAauBavovTal kal avTIHETWTTICOVTal TTEPIOTATIKA

AgiotToigital n 1Mo aUyxpovn TexvoAoyia o€ dNUOCIEG UTTOOOUEG Kal
UTTNPECIEG NE 0O@AAA TPOTTO

AlaxéeTal dueoca Kal €ykaipa n yvwan yia Tpotous Bwpdkiong
ouoTNUATWY BIKTUOU Kal TTANPOPOPIWV.

Y16 10 Trpiopa auTé atraiTouvTai:

Aeitoupyiky avadiopydvwaon - e€vOUVAPWGON TwV UTTNPECIWV
TTANPOPOPIKAG Kal NAEKTPOVIKNAG dIaKUBEPVNONG

Opiopés YreuBuvwv Ac@aAeiog MNMANPoQopIoKWY ZUoTNUATWY Kol AIKTUWV

KevTpikr) €kdoan odnyiwv, KaTeuBUvoewy, EI0OTTOINCEWY KAl OTTAITIIOEWY
ao@aAeiag aréd v EBvikA Apxry KuBepvoao@dAeiog

AvaBaBuion Tou oxedlaouou ao@AAEING TTANPOPOPIAKWY CUCTNUATWY
Kal SIKTUWV dnpociwv @opéwv otn Bdon pebBodoloyiag avaluong
KivoUvou

AvaBdaBuion Tou CERT pe yvwpova Tn BeATIOTOTTIOINGN TNG OTTOKPIONG
KOl QVTIMETWTTIONG TTEPIOTATIKWYV.

MOAITIKH KAI AMAITHZEIZ
AZDANEIAZ ZYZTHMATQN
MNAHPO®OPIQN KAl
AIKTYON

LOGICALA TOAITIKH KAl
AMAITHZEIZ AOTKHZ MOAITIKEZ KAI ANAITHZEIZ

KAl ATTOMAKPY ~MENHZ AZOAANEIAZ
NOTKHZ MPOZBAXHZ

MOAITIKH KAI ANAITHZEIX
PYZIKHZ AZDANEIAZ

Eikova 12 NoAimikég Kai amaitioeis ao@asiag yia dnuooious QopeEic

711

AvartrTuén
oAokKAnpwpévou
ouoTHHATOG BlaxEipIong
KuBepvoOaoPAAEIng

yla QopEig Tou
dnuogciou

ACCEPTABLE USE

POLICY ATIOAITIKH KAI
ATTAITHZEIZ ATTOAEKTHZ
XPHZHX (ACCEPTABLE USE)

EONIKH XTPATHINKH KYBEPNOAX®AAEIAZ 2020 - 2025

LY



71.2

AvarrTuén mAaiciou
TPOoAYWYNg TNG
APICTEING OTOV TOUEN TNG
KUBEPVOAOT@AAEING
(cybersecurity excellence
management framework)
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42 EIAIKOZ £TOXOZ 1.B.:
AMOTEAEZMATIKOZ

EXEAIAZMOZ ANOTIMHEHZ
EMIKINAYNOTHTAZ

KAI AIAXEIPIZHE

EKTAKTHE ANAIKHE

7.21

AgloAéynon

KIVOUVWYV Kal KOTAPTION
EOvikou Xxediou
ATtroTipnong
EmkivouvéTnTag

EmimrAéov euBANUaTIKR dpdan atroTeAEi n SlIaudP@Wan Kal EQAapUoyn VoG
oAoKAnpwuEVoU TTAQICIOU yia TNV TTPOAYWYH TNG APIOTEIAG OTOV ToPEA
NG KUBEPVOATPAAEING. ZUYKEKPIUEVA, UE TO TTAPSV TTAQICIO TTPOKEITAI VO
OUAAeXBoUV B1EBVEiG Kal EUPWTTATKEG KAAEG TTPAKTIKEG OE€ £VAV TIPOKTIKO
0odnyo6 (handbook) ue cuaTdoeig kal odnyieg, TTPOKEINEVOU Ol POPEIS va
MTTOpOUV €UKOAA Kal ypriyopa va AdBouv dueca PETpA evOuvAPwWONg
Tou emMITTEDOU KUPBEPVOATPAAEIGS Toug. O 0dnydg autdg Ba TTAaICIWVETAl
TEPAITEPW OTTO €va epyaleio auTo-agioAdynong (self assessment tool),
KoBwg kal amd éva oUoTNUO avayvwpIoNng Kol TTAPOXNG KIVIATPWY,
Méow Tou oTToiou Ba avadeikvUovTal Ol POPEIG TTOU £XOUV CNUEILTE! TIG
uynAoTEPEG €TTIOGOEIG.

H atroreAeopaTiky TpooTacia EVavTI OTTEIAWY TTOU JTTOPET VA ETTNPEACOUV
TNV TTOPOXA UTTNPECIWV OTOUG TTOAITEG TTPOUTTOBETEI KAT OpPXAg TNV
avayvwpion Kal Kataypaer Twv oTTeIAwy autwy. H avayvwpion Twv
atrelAWV  KuBepvoaopdAciag Baailetal e dounuévn peBodoloyia TTou
avamTUooETal YIO AUTO TO OKOTTO, OTO TTAQICIO TNG OTTOIAG TTPOAYETAI N
guvepyacia pe popeic 6Trwg n EBvikN YTrnpeaia NMAnpogopiwy, To FTEEGA,
kKal o EupwTaikég Opyaviopds Ao@dieiag MNAnpogopiwv kal AIKTUwY
(ENISA). Ogpehiwdeig TTapeuPAcelc aTo TTAQICIO TOU €V AOyw OTOXOU
ouvioToUVv n avaTtuén peBodoloyiag avaluong 6eBoPEVWV Kal UNTPWOU
KOTOypa®rG oTTelNV, N OlIaudpewon €Bvikou oxXedIOOPOU ATTOTiUNONG
ETTIKIVOUVOTNTOG Kal 0 €BVIKOG OXEDIOOUOG EKTOKTNG AVAYKNG.

EidikéTepa, OTIG EUBANUATIKEG BPACTNPIOTNTEG TOU £V AOYW €101IKOU GTOXOU
ouyKaTaAéyovTal, HETAEU GAAWV:

H agioAdynon Twv KivdUvwy KuBEPVOAOQPAAEIOG KAl N OTTOTEAECHATIKA
dlaxeipion Toug amoteAolv évav amod Toug BaAcIKOUG TTUADVEG TNG
KuBepvoao@aAeiag kal TnG wneiakrg diakuBEpvnong. MNa 1o okoTré auTtd
aTTauTEITaNl:

* 0 KaBopiopdg ouykekpipévou TTAaiciou Bdoel Tou otroiou o Popeig
Ba avayvwpilouv TIG KPIOIUEG ETTIXEIPNCIOKEG OPACTNPIOTNTEG KAl
TTANPOQOPIAKOUG TTOPOUG TTOU TIG UTTOOTNPI(oUY,

* 0 KoBoploudg ouykekpipévou TTAaiciou Bdoel Tou oTroiou oI Popeig Ba
avayvwpifouv Toug eEWTEPIKOUG Kal ECWTEPIKOUG TTAPAYOVTEG Of OTTOIOI

duvartal va eTTNPEACOUV TNV AOPAAEIA TWV TTANPOQOPIOKWY TTOPWV,

* 1 KatdpTIon TTPOQIA ATTEIAWV KAl AEIOAGYNON Twv AdUVOMIWY TTOU Ol
ATTEINEG EVOEXETAI VO EKUETAAAEUTOUVY,

* 1 KatdpTIon OXedioU AVTIUETWTTIONG KIVOUVWY KUBEPVOOTPAAEIOG.

Emiong, kaipia dpdon ouvioTd n ekmTovnon PEAETNG ATTOTiUNONG
EMMKIVOUVOTNTAG O€ €OVIKO €TTiITTEDO, AKOAOUBWVTAG MIO ETTIOTNHUOVIKNA



d1adikagia TTou CUVOTITIKG BacileTal TNV avayvwpeion, avaAuan Kal
QTTOTINGN TWV ETTITITWOEWY TWV KIVOUVWYV Kal 0dnyei GTov KaBopiouo £vog
oxediou TTPOCTACIOG TWV KPICIMWY UTTOOOUWY avd Topéa f/kal avd gopéa.
H peAémn, n omoia Ba avabewpeital T0 apyodtepo k&Be TpieTia, AapPBAvel
uTTOWnN TNG OAEG TIG TNIBAVEG OTTEINEG, 101AITEPA QUTEG TTOU OXETICOVTAI JE
KakOBOUAeg evépyeleg (TTX KUBEPVOEYKANMA, KUBEPVOETTIBETEIG), aAAG Kal
TOUG KIVOUVOUG TTOU OXETICOVTAI UE QUOIKA POIVOUEVA, TEXVIKEG OOTOXIEG 1
duaAermoupyieg kar avBpwTTiva AdOn. ETriong, Ba AngBouv utrown o1 aTTeIAEG
TTOU TTPOKUTITOUV aTTd TNV GAANAEEAPTNON TWV CUCTAUATWY ETTIKOIVWVIWV
Kal TTANPOPOPIWY TWV POPEWY TTOU CUMPMETEXOUV TNV EBVIKA ZTpaTnyikn
Kal 1I010iTEPA TWV KPIoIHWY UTTOdOHWY, evw TTEpaITépw Ba agloloyeital n
£KTOON KAl N KPICIHOTNTA TWV ETTITITWOEWY O€ £BVIKO €TTITTEDO.

Oravwrépw dpdoeig Ba atroTeAEcouV apwyo yia Tnv UTTooTAPIEN Tou EBVIKOU
>xediou ‘EkTaktng Avaykng, vy Ba SlIeUKOAUVOED n KaTnyoplioTroinon Twv
Popéwv avaAdyws TwV UTTNPETIWV TTOU TTIPOCPEPOUV Kal N CUHHOP®WON
ME TNV Keipevn vopoBeaia kal kavoviopuoug (6Ttwg evdeikTIkA NIS Directive
kai N. 4577/2018).

To EBvikG Zx€dio ‘Exktaktng AvAykng atroteAei Tov odnyd yia tnv
QVTIUETWTTION OUPPRAVTWY TTou KpivovTal wG ooBapég dlaTapdEels yia
TIG TTOPEXOMEVEG aTTO Toug Popeig uTINPETiEG Kal UTTAYETAl OTn OQaipa
NG dlaxeipiong kpioewv (crisis management). Katd ouvéteia, 1o 2x€010
TTEPINOUPBAVEI TO KPITAPIO TA OTTOIO KATNYOPIOTTOIOUV éva CUMRAV WG Kpion,
TOUG POAOUG avaPOPIKA PE TN BIOXEIPION TwV KPIoEWV Kal TIG apuodIOTNTEG
TOUG, KOBWG Kal TIG evéPyeleg TTou Ba TTPETTEl va AdBouv Xwpa yia Tnv
ETTITUXI QVTIUETWTTION TOU CUPPBAVTOG, EVEPYOTTOIWVTAG TAUTOXPOVA OAEG TIG
KOTAAANAEG DIKAEIBEG TTOU B HETPIACOUV TIG ETTITITWOEIG KAI Ba ATTOTPEWOUV
Tn SIOKOTT TNG TTAPOXAS UTTNPECIWV. To EBVIKO Xx£010 'EXTOKTNG AVAYKNG
EVEPYOTTOIEITAI YIO OTTOKPION O CUMPAVTA Ta oTToia TTPoKaAoUv cofapn
dlatdpagn oTnv TTapoxn UTnPeoiwy atrd Toug Popeig, | BETouv o€ Kivouvo
TNV €V YEVEI TTAPOXT| UTTNPECIWV TTPOG TOUG TTOAITES. TETOloU €idoug cupuBavTa
AVaQEPOVTAl WG KPIOEIG, PE TO ZXEDIO va aTTOTEAET TO £yXEIpidIo dlaxeipiong
Kpiogwv (crisis management).

To EBvIkd Zx£10 'EkTOKTNG AVvAykng TrepIAapBavel Ta akdAouba:

* Opiopoi (dlaxeipion Kpioewv, ETTIXEIPNOINKN CUVEXEIN)
MepiAauBavovTal 6Aol o1 opiouoi ava@opikd pe TN dlaxeipion Kpioewvy,
WOTE VA EUTTAEKOUEVA WEPN VO €UBUYPAUMIOTOUV AVOQOPIKA HE TN
XpnoigoTtroioUpevn opoAloyia kal va avamTuooeTal Koivly yAwooa
ETTIKOIVWVIaG.

*  Kpimipia

Kprmpia ta otroia opidouv ToTe éva oUPPBAvV Bewpeital wg Kpion r/kai
aTraiTei TNV evepyoTroinaon Tou EBvikou Zxediou ‘ExTakTNG AVAyKnG.

7.2.2

Exkmévnon
EOvikou Xxediou
‘ExTakTng Avdykng
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7.2.3

Aglotroinon ocuyyxpovwv
HNXaviopwyv avtaAAaynig
TTANPOPOPIWV

e ZXevdpia, poAol Kal ApHOSIOTNTES

Mepiypagny ogvapiwv TTOU UTTAyovTal GTOV OPICPO Kpiong, BAacel Twv
TTPOAVAPEPBEVTWV KPITNPIWV.

Kataypagrn poAwv kal KOPBIKWY evdla@epOuevwv pepwyv (key

stakeholders), kKabwg kal Twv ApPOdIOTATWY TOUG O€ KATACTACN
€TOINATNTAG, EVEPYOTTOINONG TOU ZXEDiOU KAl avAKAPWNG.

Mepiypa®n evepyeiwv KaTd Tn SIGPKEIQ HIAg KPiong.

*  ZUOXETIOMOI JE OXEDIA ETTIXEIPNOIOKAG OUVEXEIOG KAl OVAKAPYNS
o1TO KOTAOTPOPES

KaTtaypa®rf CUOXETIONWY PE OXEDIA ETTIXEIPNOIAKNAG CUVEXEIOG Kal
AVAKOPWNGS aTTO KATAOTPOPES, WOTE VA BIEUKOAUVETAI N €TTIAUCH JIAG

Kpiong Kai va eKTEAOUVTAI Ol ATTAITOUNEVESG EVEPYEIES VIO AVAKAUWN KAl
EMOTPOPA OTNV KAVOVIKOTNTA.

TexvoAoyieg kal TTOPOI yIa TRV Avayvwpeion, TV AVTIMETWTTION Kal TNV
avakauyn.

e EKTignon, avdAuon kai avayvwpion uTrafeiwv/Kivauvwy

Kataypa@r| atroteAeaudaTWY agloAdynong KivOUVwY KUBEPVOATQAAEING
TToU evOEXETAI VO 0ONYHOOUV O€ Kpian.

* Avayvwpion emikeipevng kpiong (Identify Crisis signals)

MeBodoAoyia éykaipng avayvwpiong ETTIKEINEVNG KpioNG, HE OTOXO TNV
Aueon evepyoTToinon Tou 2xediou.

* Emikoivwvia yia tn Siaxeipion kpiong (emikoivwvia perasu @opéwv,

dlaxeipion oxéoswyv, emikoivwvia pe Ta M.M.E., emikoivwvia pe
apu6dia utroupyEia, K.ATT.)

>ToIXEia ETTIKOIVWVIAG, £TOINA pnvUpaTd, amrdédoon pOAwWV.
* EmAoyég aokAOEWV
AvdaAuon aokAoEwY

EvoeikTika oevapia

2 X£010 OIEVEPYEING AOKNOEWY

H avtaAAayr] TTANPO@OPIWY JETAEU TWV IBIWTIKWY QOPEWYV TTOU GUUPETEXOUV
oTtnv EBvikn ZTpatnyikr KuBepvooao@AAEIag KOl TwV ETTOTTTIKWY TOUG QOPEWV
oT0 dnuooio kabwg kai TG EBvikAG Apxns KuBepvoao@daAeiag éxel 11aiTEPN
onuaaoia yia Tv uAotroinon tng EBvikAG ZTpatnyikng. Or IBIwTIKOI PopEig



KaAoUvTal va avTOAANGCOOUV TTANPOQOPIEG TTOU OPOPOUV OTA CUCTHHOTO
ETTIKOIVWVIWV KaI TTANPOQOPIKAG TTOU AEITOUPYOUV, OTIG TTONITIKEG AOQAAEING
TTOU £XOUV UAOTTOINOEI, OTIG EUTTABEIEG, OTIG OTTEIAEG KOl OTA TTEPIOTOTIKA
QOQAAEIOG TTOU QVTIMETWTTI(OUV. AvTioTolxa, oI dnuoaiol Qopeic KaAouvTal
va avTOAAGOOOUV TTANPOPOPIEG TTOU £XOUV GUAAEEEI OI POPEIG, O OTTOoIEG
evdEXETal va BEoOUV O€ KivOuvo TO TIBUUNTO ETTITTEDO KUBEPVOACPAAEING.
Me Tov GUOXETIONO TwV TTANPOPOPIWY QUTWV gival duvaTtr n avadAuon TNg
€CENIENG TV aTTeIAWV TToU oxeTICovTal hE TNV KuBepvoao@aAeia TG XWpag.
Eival atrapaitnto va avatrtuxBoUlv ekeivol ol unxaviouoi yia TNV agldTmoTn
avtoAayr) TTANpo@opIwy péoa oe éva TTAiolo apoifaiag euTTIoTooUvVNnG
Kal ogfaopol oTo POAO Kal OTIG appodIOTNTEG OAWV TWV QOPEWV TTOU
ouppeTEXouv otnv EBvikn Zrparnyiki KuBepvoao@dAeiag.

O1 guyxpoveg TeXVoAoyieg éxouv GUUBAAEl TNV avdaTTuén evog Eviova
dlaouvoedepévou TrepIBAAAovTOg TTou dev oploBeTeital ammd ouvopa. Me
oTéX0 TNV dIAQUAAEN TWV KOIVWV CUNPEPOVTWY, £XEI avaTTTUXOET O KAGDOG
NG KUBEPVORITTAWATIOG TTOU TTPOWBEI TNV UTTEUBUVN CUUTTEPIPOPA GTOV
KUBEPVOXWPO o€ eTTITTESO KPaTWV. MapdAAnAQ, o1 DI0GUVOPIOKES EEQPTHOEIG
emRAaAouv Tn SOV CUVEPYOTIa PE OTOXO TNV ETTITEUEN EVOG KOIVA uwnAoU
ETMITTESOU QOPAAEIAG. Z€ AUTO TO TTAQICIO, N XWPO YOG OPEINEI VO OCUVTNPOE
Kal va evioxUoel TNV TTaPOoUCia TNG Kal T CUPPETOXNA TNG 0€ O6Ao To @acoua
NG d1EBVOUG GUVEPYATiag OTOXEUOVTAG:

e OTnV BI00QANION CUVEPYACIWVY YIA TNV ATTd KOIVOU QVATITUEN MECWV
QVTIMETWTTIONG OTTEIANWV KOl TIPOKANCTEWY,

e 0T dnuIoupYia Kal EVIoOXUOn CUMKOXIWY VI TNV OTTO KOIVOU QVTIKETWITION
KUBEPVOETTIOETEWY,

*  OTnV £€00QANION TTPOCRACNG OE TTANPOPOPIES KAI TEXVOYVWaia

*  OTNV a1md KOIVOU BIOUOPPWCN VOUOBETIKWY TTPOTACEWY O EUPWTTAIKO
eTTiTTed0o

e OoTnVv amd Kolvou UAoTToinan atmmo@Acewy TToU £Xouv UloBeTnBei OoTO
TTAaiclo S1IEBVWV OpYaVIOUWY OTOUG OTTOIOUG CUUUETEXEI N EANGDO

Ei181kOTEPQ, OTIG BPAOCTNPIOTNTEG TOU €V AOYyw €181KOU GTOXOU
ouyKaTaAéyovTai:

* Evioxuon tng EAANVIKAG TTapoudiag kal CUPPETOXNG o€ OIgBveig
OUMHOXIEG yIa BEPaTa KUBEPVOOTPAAEING

* YTOOTAPIEN TWV CUVEPYAOIWV ME TPITEG XWPESG Yyia HPETAPOPA
TEXVOYVWOIOG aTTd KAl TIPOG QUTEG E OTOXO TNV €VIOXUON TOU KOIVA
uwnAou eTTITTEdOU aO@PAAEIAG KAl TNV OTTOOOTIKOTEPN AVTIMETWTTION TWV
OI0CUVOPIOKWY ATTEIAWV.

e Anuioupyia peBOdoU KOBOPICPOU TwV TTPOCOOKWHUEVWY CUVEPYOTIWV
yla Bépata KuBepvoaa@AAeiag Kal oUvayn CUPQWYWY CUVEPYATiag
ME TPITEG XWPES. Anuioupyia povtéAou dlaxEipIong TOUG WOTE HEoW TNG
OUVEPYOOIag va ETTITUYXAVETAI TTPOOBOG OTNV TTEPAITEPW AVATITUEN TOU
€OVIKOU €TTITTEDOU ACPAAEIAG, IKAVOTHTWY KAl EUAIGONTOTTOINGNG.

7.3

EIAIKOZ TOXOZ 1.I.:
ENAYNAMQZH
2YNEPTAZIQN

2E EONIKO,
EYPQIAIKO KAl
AIEONEZ ENINEAO
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7.4
EMBAHMATIKEZ

APAZTHPIOTHTEZ

216)0I

1.A.
BeAnioTomroinon
TOoU TTAQICiouU
opyAavwaong Kai
A&IToupyiag dopwv
Kai d1adIKaCIwV

1.B.
ATTOTEAEOUOTIKOG
oXedIA0UOG
ATToTIUNONG
ETTIKIVOUVOTNTAG KOl
OIOXEipIONG EKTAKTNG
avaykng

1.I.

Evduvdapwon
OUVEPYAOIWY O€
€OVIKO, EUPWTTAIKO
Kai IEBVEG ETTITTEDO

ApaoTnpiéTnTEg Opoéonua
1.A.1. AvaTITugn oAoKANpwuEVOU
ouaTAPATOG SIaXEIpIoNG Q2 2021
KUBEPVOATPAAEING VIO POPEIG TOU
Onuoaiou
1.A.2. Avamrugn TmAaigiou TTpoaywyrg Q32022 -
TNG APIOTEIOG OTOV TOUEA TNG .
KUBepvoao@aAeiag (cybersecurity gUZZ)iﬂg oA
excellence management framework) pacThpIoM
1.A.3. EKTTOVNON TOUEAKWY OXEDIWV
opdong (1r.X. Energy, Healthcare,
Transport, Finance, Telco, Maritime iz
K.ATT.)
1.A.4. EVOUVAPWON MNXAVIOUWY
avraAAayng TTAnpogopiwy (information | Q2 2022
sharing)
1.B.1. Avamrugn peBodoAoyiog
avéAuong SeBOPEVWV KAl UNTPWOU Q4 2021
KOTAYPAPNG ATTEIADV

Q4 2021 -

1.B.2. EBvIkOG OxedIa0pOG aTToTiunong | Zuvexng

ETTIKIVOUVOTNTOG

agloAdynon kai
ETTIKAIPOTTOINGN

1.B.3. EBVIKOG OXEDIOOPOG EKTAKTNG
avaykng

1.I.1. Evioxuon tng EAAnvIKrig

Q4 2021 -
Zuvexng
a&loAéynon kai
ETTIKQIPOTTOINON

TTOPOUGIaG KAl CUUPETOXAG O€ 2UVEXNS
OIeBveig ouppayieg yia BépaTta opacTnEIOTNTA
KUBEpvOaoQAAEIag

1.I2. YTTooTPIEN TWV CUVEPYOTIWV

HE TPITEG XWPEG YIa PETAPOPA

TEXVOYVWOIOG ATTO Kal TTPOG QUTEG .

JE OTOXO TNV €ViOXUON TOU KOIVA gut\;ﬁc)iﬂg STITG
uywnAou eTTITTEdOU ACPAAEING KOl TNV pacThpIoM
QATTODOTIKOTEPN QVTIMETWTTION TWV

OIACUVOPIAKWY ATTEINDV

1.I".3. Anuioupyia peBddou kabopiouou

TWV TTPOCOOKWHEVWV OuvePYaoiwy yia | Q4 2021 -
BéuaTa KuBepvoaa@AAeiag Kal alvayn | ZUVeXNG
OUUQWVWYV CUVEPYQOTOG PE TPITEG opaoTnEIOTNTA
XWPEG

1.C.4. Anuioupyia povTtéAou dlaxeipiong

TOUG WOTE PEOW TNG CUVEPYATiag )

va ETTITUYXAVETAI TTPO0S0G OTNV SSV§O?1
TTEPAITEPW AVATTTUEN TOU €BVIKOU 6pa0)§rr]]f)|émm

ETTITTEOOU ACPAAEIAG, IKAVOTITWY KOl
guaiocBnrotroinong




8

2TPATHIIKOX
2TOXOZ 2.
OQPAKIZH
KPIZIMQN
YIMMOAOMOQN,
AZQOAAEIA KAI NEEZ
TEXNONOTIEX

O wnolokdg PETAOXNUATIONOG TNG Anudoiag Aioiknong Kai n TTapoxn
NAEKTPOVIKWYV UTTNPECIWY OTOUG TTOAITEG €ival AppnKTa CouvOedepEva
ME TNV TEXVOAOYyia, kKaBwg kal pe TG €€eAigeig oTov Topéa TTE (6TTwg
evdeIkTIkG 5G, 0T, Texvnt Nonuoouvn, KAT.). O1 ev Adyw TeXVOAOYiEG
agevog eTnpeddouv TN dounR TNG WnEIlakAg diakuBEpvnong PEow TNG
TTOPOXAG KATAAANAWVY €pyalciwv yia Tnv AUeon €gutTNPETNON TWV
AITNUATWVY TWV TTONITWV Kal Tn PEIwon TNG YPAQEIOKPATIAS, AQETEPOU
EMTACOOUV TNV UI0BETNON APXWYV KUBEPVOAOPAAEIOG aTTO TOV OXEDIAOUO
Kal €¢ opiopou(security by design and by default), woTe va diac@aAioTei
n TPOOTACIA UTTOSOUWY Kal OEBOUEVWY KAl N CUPPOPQWON HUE TNV
Keiyevn vopoBeaia kal Toug kavoviououg (6TTwg evdelkTikd EU GDPR? kai
4624/20198, NIS Directive® ka1 4577/2018'°, ePrivacy", kAtr.).

EidikéTepa, oTIG EUPBANUATIKEG BPAOTNPIOTNTEG TOU £V AGYw €151KOU
oTOXOU ouyKaTaAéyovTal, HETASU AAAWV:

270 TTAQICIO TOU EUPWTTAIKOU GUVTOVIOUOU Kal GUVEPYATiag yia Tn diaguAagn
NG KuBepvoao@aAciag Twv BIKTUWV 5G, n Eupwtraikr) ETriTpottr| €¢édwoe
TNV Ut apiBp. 2019/534 20oTtaon TTpog T KPATN PEAN, TA OXETIKG Spyava -
opyaviououg kai dGAAoug gopeic TG E.E., kaBuwg kai Tnv opdda cuvepyaciog
TTOU oUOTABNKE Bdoel TNG odnyiag (EE) 2016/1148 (NIS Cooperation Group).
ZUpewva pe TNV v Adyw 200TOON, aTTapaitnTa BANATA yia Jia eviaia
TTPOCEYYICT OTNV QVTIMETWTTION TWV KIVOUVWV YIa TNV KUBEPVOACQPAAEIN TWV
OIKTUWV 5G kaBopioTnkav: a. n dlevépyeia €BVIKWY avaAUCEWV KIVOUVOU
(risk assessments), B. N KATAPTION MIOG EUPWTTAIKNG avdAuong Kivouvou,
Y. N QVATITUEN YIAG EUPWTTAIKAG EPYOAEIOBNKNG ME PETPO AVTIUETWTTIONG
Twv KIVOUVwV (5G Cybersecurity Toolbox), kai 6. n epapuoyr] HETPWY TNG
EPYOAEIOBNKNG.
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8.1

EIAIKOZ ZTOXOZ 2.A.:
KATANOHZH TQN
TEXNOAOTIIKQN EZEAIZEQN
KAI TOY TPOIMOY Noy
EMHPEAZOYN THN
YHOIAKH AIAKYBEPNHZH

8.11
KuBepvoao@daAeia
TWV SIKTOWYV

5n¢ yevidg (5G)

7 bit.ly/3ks3SIR
8 bit.ly/37S9U0I
% bit.ly/2Mu13ut
10 bit.ly/30559w0

" bit.ly/3qYqbsn


http://bit.ly/3ks3SIR
http://bit.ly/37S9U0l
http://bit.ly/2Mu13ut
http://bit.ly/30559w0
http://bit.ly/3qYqbsn

O KUPIOG KOPHOG TWV PETPWYV, APOPA OTA GTPATNYIKA KAl OTA TEXVIKA JETPA.
Ta BaoikéTepa {nTAPOTa agopouv TIG dIadIkacieg ao@AAEING TwV BIKTUWV
5n¢ vevidg (5G), Tou €€OTTAICOU Kai TN BIOQOPOTTOINCN-AVEEAPTNTOTTOINON
TWV TTAPOXWV ATTO TOUG TTPONNOeUTEG e€oTTAIoCOU 5G. MepIAnTTiKé TO
TTPOTEIVOUEVO PETPA ATTOTUTTUWVOVTAI KATWTEPW:

ZTPATNYIKG METPA:

a. H evOuvapwaon Twv BVIKWY pUBUICTIKWY apXWV Yia TNV £TIBOAr —
TTaPaKOAOUBNGN TTEPAITEPW PETPWYV ACPAAEiag

B. H ematgnaon Tou eAeykTIKOU TOUG POAOU

Y- H dievépyeia avaAloewyv KivdUvou atré Toug TTapPOXOUG, T KPATN — JEAN r/kal
TnVv idia TV E.E. yia Tn d1akpiBwaon Tou TTpo@iA Twv TTpoundeuTwv

METpa EAEYXWV — TTEPIOPICHWV Kal . . o ) )
ATTAYOPEUTEWY 8. H duvatotnTa emiBoARG TTEPIOPICUWY /KAl aTTayopeUoEWYV yia T SiapUAagn
Kpiolpwyv 1 euaicOnTwy ayabwv (17.X. core network, network management, access
48 control) o€ TTpounBeuTEG UWPNAOU pickou
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€. H duvardrnta emBoARg TTEPIOPICUWY GTO outsourcing Twv AEITOUPYIWY O€
MSPs, epiIAapBavopuévng TG QUGIKAG Kal virtual uttodoung

oT. MéTpa eAéyxou Twv Apeowv =évwyv Etrevdoloewy (A.=.E.)

a. E¢aopdhion 611 kB MNO éxel KaTGAANAN OTPATNYIKH VIO TV OTTOQUYT TWV
€CopTAOEWY ATTO éva HOVODIKO TTPOUNBEUTH

B. ECao@AAIon eVOANOKTIKWY ETTIAOYWV O€ TTPOUNBEUTEG EVTOG TNG ayopdg

Métpa Aermoupyiag g ayopds Y. AgloTroinon evwolakwy (Kal €BVIKWY) PNXAVICHWYV Yia T SIauOp@waon TTOAITIKWY

KOl OTPATNYIKWY ETTEVOUCEWY GTNV KAIVOTOUIA, TNV €PEUVA KAl TIG VEEG TEXVOAOYIEG
ME €10IKO OTOXO TNV TTPOAYWYH TNG AEIPOPOU AEITOUpYiag o€ OAO TO WNKOG TNG
aAuaoidag agiag Tou 5G

Texvikd péTpa:

a. E¢ao@dAion Tng epapuoyng Twv BacIKWY OTTAITACEWY 0TQAAEING

B. E¢ao@daAion 4TI ol TTépoxol Kal Ol TIPOUNBEUTES TOUG EQOPUOLOUV Ta PETPA
ac@aAeiag Tou TrepIAapBdavovTal oTa TTPoTUTIa Yia 1o 5G

Y. Aloo@AAIoN auoTnPWV EAEYXWV TTPOCRACNG

8. Evioxuon tng ao@daAeiag Twy virtual Aeitoupyiwv Tou SIKTUOU
MoAmikéc aopéAeia yia Toue MNOs €. AcpdAeia NOC - SOC, TrapakoAoUBnaon Kai Aeiroupyia Tou SIKTUoU
oT. Evioxuon NG QUOIKAG ao@AAEIOG
¢. Evioxuon Tng aogpdAeiag Aoyiopikou

n. Alao@AAIon avBeKTIKOTNTAG Kal ETTIXEIPNOIOKAG GUVEXEIDS (resilience and
continuity)

0. ‘EAeyxog security standards Twv mmpoun8eutwyv oT1o 0TAdIO TNG TTPOUNBEIag AT
TOUG TTAPOXOUG

a. 2€ TTPWTO OTADIO YIA TO CUCTHMATA BIKTUOU/ECOTTAICUOU TTEAQTWV TTOU
oxertidovral pe 5G

Mpoaywyn evog GUCTANATOG B. Z& eTTOUEVO OTADIO, EVOEXOUEVWG, VIO TTPOUNBEUTEG EEOTTAIGOU TTOU OXETICETA
TTOTOTToINONG O€ EVWOIaKO eTTiTedo | pe 5G

Y. Xprion moTotroinong ato tnv EE yia dAAa mTpoidvTa kal uttnpecieg TIE TTou
Oev oxeTiovTal pe To 5G (ouvdedeéveG CUOKEUEG, UTTNPETieg cloud)




210 TTAQiCIO TNG OUYKEKPINEVNG dpaaTnplidTntag, n EBvikA Apxn
KuBepvoao@dAeiag Ba culAéCel aToixeia TTou atreikovifouv 10 BaBud
evowpaTtwong Texvoloyiwv Industrial Internet of Things mavw otn rén
uttdpxovra SCADA cuotiuata. Ta cuotiuata SCADA eival Biounxavikd
ouoTApara eAéyxou (industrial control systems) kai cuvBétouv Tov TTUPrVa
uAoTTOiNONG TWV BACIKWV UTTNPECIWV (TT.X. dlavour, JeTagopd, dIUAIon K.a.)
a16 Toug PEBY 110U £KTEAOUV BloPNXaVIKEG diepyaaieg. Mpodkermal yia legacy
OUCTAMATO TTOU UTTAPXOUV £8W) KA OEKAETIES.

To Industrial Internet of Things avagépetal oe TEXVOAOYiEG OTTWG €gival Ol
dlaouvoedepévol aiobnTipeg (connected sensors) Kol GAAEG GUOKEUEG, Ol
OTTOiEG BIKTUWVOVTAI JE TA UTTAPXOVTA BIOUNXOVIKA CUCTHUATA Kal EI0AYOUV
véa KavaAia avTaAAayng TTANpo@opiag HETAEU BIOOUVOEDEUEVWIV OTABUWY KOl
Tou Cloud, pe ouvétteia TNV augnaon Tng em@avelag emTibeong (attack surface)
Kal TN ouvakOAouBn avAaykn EpapUoyng eCEIDIKEUPEVWY PETPWY OOQAAEIQG.

H 1exvnt vonuoouvn KaBIOTA TIG UNXAVEG IKAVEG VA «KATAVOOUV» TO
TEPIBAAAOV TOUG, va €mIAUOUV TTPORAAPATA KAl va dPOUV TTPOG TNV
ETTITEVUEN €VOG OUYKeKpIPévou aToxou. O uttoAoyioTAG AapBdavel dedopéva
(Adn €1oIpa j cuAAeypéva péow aioBnTAPwWYV), Ta €TTEEEPYAETAI Kal
avTaTTokpiveTal Bacel auTtwy. To véo auto TTEPIBAAAOV EICAYEI VEEG ATTEINEG
Kal KAIVOTOPOUG TPATTOUG €TTIBECEWV OTA €V AOYyW CUCTHAUATA, OTTWG Yia
TTapAadelyua TNV eloaywyr] aAAoIwPEVWY SEDOUEVWV GTOUG ETAIPIKOUG
aAy6pIBpoug unxaviknig pdbnong (machine learning) pe okoté TNV Afyn
atré autd AavBaouévwy atToQAacewy, PE ETTIKIVOUVES eTTITTTWOEIG. ETTiong,
ol aAyépiBuol machine learning ptropouv va XpnoipoTroinBouv Kai atréd Toug
idloug Toug ETMMBEPEVOUG UE OKOTTO TNV TaXUTEPN TTapaywyn €¢eAyUévou
malware 1Tou 8a dUvaTal va TTAPOAKAUTITEI TO OIKTUOKA CUCTHATA AViXVEUCONG
€loBoAwvV. 10 TTAQICIO TNG OUYKEKPIPEVNG dpacTnpidTnTag, n EBvIkA Apxn
KuBepvoao@dAciag Ba ekTTovATEl EEIBIKEUPEVA UETPA AOQPAAEIOG YIa TAV
TTPOCTACIA TWV CUCTNUATWY TEXVNTHG vONUOooUvNG atTd €TMIBETEIC.

H Apxn 6a TTapéxel utrooTrpiEn oToug Qopeig dnudaiag d1oiknong aAAd
Kal o€ AOITTOUG EUTTAEKOUEVOUG POPEIG YIO TNV OTTOTEAECUOTIKY) TTPOCTACIA
KPIoIMWYV UTTOBOPWYV, O€ AEOVEG OTTWG N UAOTTOINGN TWV BACIKWY apXWV Kal
QTTAITACEWV KUBEPVOATPAAEING, N DIEVEPYEIQ TEXVIKWV EAEYXWY ATQPAAEING,
KaBWG Kail N TOKTIKA agloAdynon Twv Popéwv HEoWw TwV KATAAANAWY EAEYXWV.
O¢epeNiwdelg TTaPePRATEIS OTO TTAQICIO TOU £V AOyw OTOXOU AQOpoUV OTnv
QVATITUEN Kal EPAPOYr OAOKANPWHEVOU GUVTOVIOTIKOU TTAQICIOU YIO TOUG
CISO, omv avdrtuén €IdIKwv TTPAKTIKWY aViXVEUONG, TTOCOTIKOTIOINONG,
TTPOTEPAIOTTOINGNG, £YKAIPNG TTPOEIBOTTOINCNG Kal dIaXEiPIoNG KIVOUVWY
ylo KpPIioIheG UTTOOO0UEG, KABWG Kal oTnv ektrévnon threat landscape
reports. Mepairépw, aTo TTAAIOI0 TNG BEATIOTOTTOINONG TNG AgIOAGYNONG Kal
QAvATPOPOBATNONG TOU OXESIAONOU QOPOAELIOGg YIa TIG KPIOIUEG UTTOOOEG,
Kaipia dpdcn ouvioTd n dnuioupyia TTPOTUTTWY EPWTNUATOAOYIWY WOTE Ol
dopeig va gival og BEON va ATTOTUTTWOOUV TO TPEXOV ETTITTEDD WPIKOTNTAG
TOUG Kal ETOINOTNTAG OTO VO ATTOKPIBOUV 0¢ CUPBAvTa ac@AAEIag Kal va
OUMHOPPWOOUV e TIG BIOTALEIG TNG KEiEVNG VOU0BEeaTiag.

8.1.2
Industrial Internet
of Things
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8.1.3
Artificial
Intelligence

8.2.

EIAIKOZ 2TOXOZ 2.B.:
ANABAOMIZH

THZ NMPOZTAZIAZ
KPIZIMQN YNOAOMQN



»  Aev ugioTatal TTAQicIo ao@AAEIag TTANPOPOPILY, 0UTE BEHEUON TNG Aloiknong
1 yla TNV TTPOCTACIA TWV TTANPOPOPIOKWY GUOTNUATWY
e *  Avetrionueg OIKAEIDEG ao@aAeiag. AveTTionuol POAOI, un EYKEKPIPEVEG 1
Initial/ Adhoc nUeg ¢ S <P S npol p HN EYKEKPIUEVEG T
A ) TTPOYPAUHOTIOPEVEG OATTAVEG
( V£1poK£g) *  Avetrionpeg diadikaoieg: akoAouBouvtal pévo SIadIkaaig Trou TIG yvwpilouv Aiyol,
L XWPIG Kavia kaTaypagr )
4 N
2 *  EMTIAG Tekunpiwon (documentation), evnuépwaon Kal EKTTAIOEUCT XPNOTWY
*  Emavaloppavoueveg diadikaacies, aAAG Xwpig oTaBepd atroTeAéopaTa
Repeatable ) ] ) ; ] ) ;
; »  EktéAeon epyaciwv BaaiOPevol OTn yVwWon UTTOKEINEVWY, OXI CUVOAOU
(Mn IkavoTroInTiko) . ] ] ) )
*  Avemrapkng diaxeipion KivOUvwv TTANPOQOPIaKWY GUCTNHATWY
. J
( N\
*  AkolouBoUvTal GUYKEKPIPEVESG TTIONITIKEG Kal SIOIKOTIEG, OEV EXOUV OPIOTEI OUWG
3 OUYKEKPIUEVOI OTOXOI KO JETPIKEG TTAPAKOAOUBNONG, OUTE ETTIKOIVWVOUVTAI O GAOUG
Defined TOUG EUTTAEKOPEVOUG POAOUG A UTTAAARAOUG
(Mepikwg IkavotroIinTiKd) *  Evnuépwon Kai eKTTaideuan Yo TOUG OUYKEKPINEVOUG UTTAAARAOUG
(.. AietBuvon MNMAnpo@opIKAG)
. J
( N\
» O gvarropeivavTeg KivOuvol TTANPOQOPIaKWY CUCTNPATWY (residual risks) givai
4 aTodeKTOi aTd T Aloiknon
Managed »  'Exouv opioTei o1 6TOx0!I TOU TTAQIGIOU B1aKUBEPVNONG ACPAAEIOG Kal O pOAoI apuédIol
(|K(1VO1TOInTIK6) yia TNV TTapakoAouBnaor) Toug
*  NapBAavel Xwpa CUVOAIKOG EAEYXOG ATQAAEING TTANPOPOPIOKWY CUGTNHATWY
. J
( )
5 *  Emionuo mAciolo diakuBEPvVNong ao@AAEIag, GTOXO! KOl METPIKEG TTAQIGIOU
.. TToU €TTIBERAIWVOUV TNV TAUTION UE TIG ETTIXEIPNUATIKEG OTTAITAOEIG, CUBEXWG
Optlmlzed BeATioUEVO TTAGiCIO
(E1TapK£g) *  Xuvexng BeAtiwon péow avrioTorxwy SIadIKaaIWV, CUVAVTHOEWY KOl QUTOUATIOHWY
\_ J

Eikéva 13 MovréAo wpiudrnrag yia tnv aéloAdynon twv @opéwv Baael Tou emmédou KUBEpvoaopaAsias

*  To gpwTnuaToAdyio TTepIAauBAvel Ta EAAXIOTO OTTAITOUUEVA PETPA TTOU
TTPETTEN va AGBEl Evag Qopéac.

* H amédoon Twv eTITTEdWV WPINOTNTAG ATTOCKOTTEI OTNV KATAYPO®n
NG UPIOTAPEVNG KATAOTACONG, WOTE O PopPEAg va eival oe Béon va
AaBer Ta KatdAANAa PETPa yia TN BeATiwon Tou UTTAPXOVTOG TTAQIGioU
KUBEPVOAOQPAAEING.

* 000 uIKpATEPO TO €TTITTEDO WPILATNTAG, TOCO PEYAAUTEPOG O KivOUVOG
EKMETAAAEUONG OOUVANIWY ATTO TTAPAYOVTEG OTTEIAWV.



H atroteAeouartiky BwpdKion CUCTNUATWY Kal €QAPUOYWY, 0To TTACICIO
MI0G OAOKANPWHEVNG EKTIUNONG TWV TTAPAYOVTWY OTTEIAWV KAl KIVOUVWY,
TTPOUTTOBETEI TN DIOPOPPWOT EVOG CUVEKTIKOU Kal EQAPUOCIHOU TTAQIGIoU
avaAoywv oTTaITACEWY a0PaAEiag. Baaikég TTapapéTpoug aTov v Adyw
oxedlaopd ouvioTouv n avdamTuén Kai dlaxeipion unTPWouU UTTOdOUWV
(hardware), AoyiopikoU (software), KaBwg Kal QUAWY TTANPOPOPICKWYV
ayabwv o€ Kpiolyoug Toueig (dnudaoio, Kpiolueg UTTOBOWEG), N dievépyela
KaTNyopIoTroinonNg QOpEéwv yia TOV TTPOCOIOPICHO EVIOXUMEVWYV
ATTAITAOEWY Ao@AAEiag, n avaykn £€kO0ONG EVIOXUMEVWY OTTAITHOEWY
ao@aAciag (opifovTia Kal Topeakd) AauBdavovtag utréown Ta O1ebvr) Kal
eUpWTTaikG TTPOTUTTA Kal TTAaiola TTioTotroinong. MapdAAnAa, yia tnv
ATTOTEAEOHATIKA TAPNON TWV ATTAITACEWY OOQAAEiAg, aTTaITEITAI N
QvAaTTuUgn £vOg OUOTAPATOG EAEyXwV (audit) EQapuoyng Twv aTTAITATEWY
ao@dAelag, oTo TTAQiaIo Tou oTToiou Ba cUVTAcCOVTAI EKBECEIG UE EUprpaTa
Kal avaAOyeG OUCTAOEIG.

Eid31kéTEpa, OTIG EUBANMATIKES BPACTNPIOTNTEG TOU £V AGyw £181KOU
OTOXOU OUYKOTOAEyOVTOl, HETASU GAAWV:

2710 TTACiclo TNG TTapoucag dpdong, N EBvikH Apxr KuBepvoaopdaAeiag Ba
TTpofei o¢:

*  KAaTaypa®n o€ KAaTAGAANAO Kai evnuEPWHEVO KATAAOYO (UNTPWO) OAwV
TWV TTOPWYV TTOU ATTAITOUVTAI YIa TNV TTapoxA A UTTOOTAPIEN TwV
Baoikwv utnpeciwyv Twv PEBY kai MYY,

e 1N S1a0QAAION TNG AVOEKTIKOTNTAG TWV CUCTNUATWY TTOU UTTO0TNPifouv
BaoIkéG UTTNPETIES EvavTI ATTEIAWY, PE TNV EQAPHUOYA TwV KATAAANAWY
010d1KaTIWV OOKIMWY Kal TEXVIKWY eAéyxwyv Twv GEBY kai MWY, ot
OUVEPYOOIa PE TOUG KOTA TTEPITITWON apPOBIOUS QOPEIG,

* TN OIEVEPYEIQ TWV ATTAPAITNTWY EAEYXWV yia TNV TTPOCTOCIA TOU
AOYIOUIKOU KOl TWV €QAPHOYWV OTOUG TOUEIC appodidTnTag Tng
KuBepvoao@dAeiag Twv PEBY kai MYY, clppwva Pe TIG OTTAITAOEIG
aoc@algiag (1I6iwg AciToupylikd cuoTAUATA, €QOAPUOYEG, CUCTHHATA
dlaxeipiong Baocwv dedopévwy, epapuoyég PCI, COTS), kal o€
OUVEPYOOIia PE TOUG KATA TTEPITITWON apuGBIOUG POPEIG,

* TN dlevépyela EAEYXWV yia TNV TTpooTacia Twv OIKTUWYV, TOU UAIKOU
Kal Twv ouoTnudTtwy Twv GEBY kai NMYY cUppwva Pe TIG aTTAITAOEIG
aoc@akgiag (TTpoAnwn/avixveuon €I0BOAAG) 0€ ouvepyaaia Pe Toug
KATA TTEQITITWON APHOBIOUS POPEIG,

*  TOV KABOPIOUO KAl TNV KATNYOPIOTTOINGN TWV TTANPOPOPIOKWY ayabwv
(information assets) kai TNV TPNGN OXETIKOU INTPWOU aTroBeTnpiou o€
OUVEPYOOIia PE TOUG KATA TTEPITITWON apuOBIOUS POPEIG,

* TNV £€kOOON KATEUBUVTHPIWV YPOUPWY KAl 08NYIWV WG TTPOG TNV
KuBepvoaa@dAgia yia TNV TTPOCTACIO TwWV TTANPOPOPIGKWY ayabwv,

8.3

EIAIKOZ ZTOXOZ 2.I".:
OQPAKIZH ZYZTHMATQN
KAI EOPAPMOIQN

MEZQ ENIZXYMENQN
AMNAITHZEQN
AZOAAEIAZ
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8.3.1

AvaTtrTugn Kai

dlaxeipion unTpwou
utrodopwyv (hardware),
Aoyiouikou (software)

Kol AQUAWV TTANPOPOpPIaKwV
ayabwv
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8.3.2
"Ekdoon
ATTAITAOEWV
ao@aleiog

8.3.3

Avarrrugn
OUOCTAHATOG EAEYXWYV
KuBepvoao@dAsiog

oUP@WVa HE TIG ATTAITACEIG ao@aAEiag (CupuTTEPIAQUBavVOPEVWY
TWV aTTAITACEWV 1I8IWTIKOTNTAG KAl TTPOCTACIOG Twv OeS0UEVWV
TTPOOWTTIKOU XapoKTApA, KpuTtrtoypdenong, PKI, backup, DLP,
dlaTr)pnon/katacTpo®r] Oed0uEVwY),

* TNV TTOPOXN UTTOOTAPIENG YIO TNV TIPOCTACIA TNG TTEPIUETPOU BIKTUOU,
olpoewva pe TIg atraithoelg ac@aheiag (firewalls, DMZ, cuvdéoeig
OIKTUOU, GUVOEDN TPITWYV, aTropakpuouévn TTpéoRaon, VPN K.ATT.) o€
OUVEPYACIa JE TOUG KATA TTEPITITWON apUOdIOUG POPEIGC.

H EBvik Apxry KuBepvoao®dAciag Ba opioel TIg eAAXIOTEG ATTAITAOEIG
QOQAAEIOG KOl TA QVTIOTOIXO TEXVIKA KAl OPYaVWTIKA PETPA, BACEl TNG
ATTOTIUNONG ETMIKIVOUVOTNTAG € €BVIKO €TTITTEDO, TTOU Ol POPEIG OPEIAoUV
va €QApPUOloUV WOTE va €MTUXOUV €va BePeNILIBES Kal KOIVO eTTITTESO
ao@dAeiag. Yo 1o TIpiocua autd Kpivetal atrapaitntn n B€otmion evog
eAaxioTou, KOIvoU KalI EVAPHUOVIOUEVOU ETTITTEOOU ATTAITACEWY KOl JETPWV
METAEU TWV QOopéwv, TTou Ba e€@apudleTal KAtd TNV UAoTTOiNCN, TNV
agloAdynon kai Tov €Aeyxo opbng e@apuoyns. Mepaitépw, evioxUeTal N
duvaToTnTa avTaAAayrg TTANPOPOPIWV PETALU TWV POPEWYV, OPOU UTTAPXEI
MIO «KOIVH) YAWOOO», eV £TTIONG BIEUKOAUVETAI N aVOAPOPA TTEPIOTATIKWV
QOQOAEIAG Kal N EQAPUOYHA KOIVWV TTPOKTIKWY 0OPAAEING.

Katd ouvETTela, ol EUTTAEKOUEVOI QPOPEIC ATTAITEITAI va UAOTTOINCOUV
OUYKEKPIPEVA PETPO  KUBEPVOAOQPAAEIOG wWOTE va dlao@alicouv Tnv
TTPOCTAGIA TWV TTANPOPOPIOKWY TTOPWV Toug. AOYw TNG UONG Tou KGBE
dopéa Kal Twv KAVOVIOTIKWY OTTAITACEWVY TTOU €VOEXETAI VO DIETTOUV TN
Agitoupyia Tou, n Apxn Ba opicel TIG PACIKEG APXES Kal ATTAITHOEIS TTOU
Ba mpémel va TTAnpouvTal (cyber security baselines) avaAdywg Tng
KOTNYyOPIOTTOiNGAG Toug. Ta PETPA auTd TTepIAaUBavouv PETpa TTPOANWNG
OAAG KOl QVTIMETWTTIONG TTEPIOTATIKWY ao@dAeiag. O1 amaITAOEIG
KuBepvoaopaAeiag Ba SIEUKOAUVOUV TOoV OPICHG €VOG gviaiou TTAAICiou
TTpooTaciag Twyv PopEwv, KOBWGS KAl TOV OTTOTEAECHATIKO EAEYXO0 EQOAPHOYAS
Toug. Tautdxpova, Ba amoteAéoouv T Pdon €kdoong TTPOTUTIWY Kal
EYKUKAIWV atmd Tnv Apxr, BeopoBEétnong kal TrapakohouBnong OeIKTwvV
(KPls, KRIs), avaBewpnong Bacel e€elicewv TIE kal odnyiwv atrd
€OVIKOUG Kal EUpWTTAIKOUG QOPEIG, KABWG KAl TOU CUVTOVIOUOU Twv
dopéwv KaTd TNV atroKpIon o€ CUPPBAvTa KUBEPVOATPAAEIQG.

Me yvwpova Tnv eTTaugnaon TnG TTPOCTACIAG TWV OIKEIWV QopEwy, N EBVIKN
Apxn KuBepvoao@dAeiag Ba avaAdper:

* TN dIaudpewon Kal emeEepyaia TPOYPAPPOTOG EAEYXOU yIa TNV
epappuoyn Tou EBvikoU Z1partnyikou 2xediou KuBepvoaopdaAciag,

* TN OIEVEPYEID TAKTIKWY KOI EKTAKTWYV EAEYXWV OTIG EYKATAOTAOEIG, TOV
€COTTAIOUO Kal TIG TEXVOAOYIKEG UTTOdOUEG aTTd Opddeg EmBewpnong
EAéyxou 1ToU guykpoTouvTal atréd Tnv EBvikA Apxr KuBepvoao@aAeiag



ME TN oUVTAEN OXETIKWY QVOPOPWYV UTTOOEIKVUOVTOG TIG OTTAITOUNEVES
BI0PBWTIKES ETTEPRACEIC Kal TNV TTAPAKOAOUBNOT TNG EQAPHOYNG TOUG,
0€ OUVEPYOOIa JUE TOUG KATA TTEPITITWON apUOBIOUS POPEIG,

TN OUVTOEN TWV EKBETEWV DIEVEPYEIOG EAEYXWV OO QAAEIAG TTANPOPOPIWV
Kal OIKTUWV

TNV €€a0QANION TNG ETTAPKEING TWV EAEYXWV YIA TNV EKTTANPWAON TWV
TIONITIKWYV, TTPOTUTTWY KAl OTTAITAOEWY AOQAAEIAG

TNV €La0QAAION TNG ETTAPKEIAG TWV EAEYXWV WG TTPOG TNV TTARPWON TV
ATTAITHOEWYV ATTOPPATOU, TNG IBIWTIKATNTAG Kal TTPO0TOCIaG OESOUEVWV
TIPOCWTTIKOU XOPOKTAPA
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TN OI0TUTTWON CUCTACEWV KAl TNV €I0NYNON METPWV Kal dpAoEWV

yla TN BeATiWON TNG €QOPUOYNG TOU aTPATNYIKOU OXEDIQCUOU yIa TNV 53
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2.A.1. E@apuoyr) oAokANpwpuEVOU Q4 2021 - APAXTHPIOTHTEZ
TTAQIGiOU KUBEPVOAT@AAEIQG yia Ta 2UveEXNGS
OikTua 5G opacTnEIdTNTA
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Ouwpdkion
OUCTNHATWY Kal
EQAPHOYWV PUECW
EVIOXUUEVWV
ATTAITACEWV
ao@aAgiag

ApaoTnpiéTnTEg Opoéonua

2.I'1. Avamtuén kai diaxeipion

pnTpwou utrodopwy (hardware), Q4 2021 -

Aoyiouikou (software) kai GuAwv Juvexng

TTANPOPOPIAKWYV ayaBwV O€ KPioIuoug | dpacTnpidTnTa

TOWEIG (BNUOAI0, KPIOIUEG UTTOBOUEG)

2.I.2. KatnyoploTroinan opéwv

YIO TOV TTPOCOIOPICHUO EVIOXUUEVWV Q2 2023

ATTAITAOEWY AoQaAEiag

2.I.3. 'EKOOCTN EVIOXUMEVWV
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KQI TOUEAKA) AapBavovTag utroéywn Ta 500OTNOIGTNTG
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TTAaiola TToToTToiNoNG

2.I4. Ek500n €IBIKWV aTTAITAOEWY e

ao@aAciag o€ £pya TTE 20T
opacTnEIOTNTA

2.I'.5. Avamrugn ouoTriuaTog eAéyxwy | Q4 2021 -

(audit) epappoyAg Twv aTTAITAOEWY 2UVEXNG

ao@AAEIag dpaoTnEIOTNTA

2.I.6. AvamTugn ohokAnpwuévou Q4 2021 -

ouoTAUOTOG a€I0AGYNONG ETTITTEOOU 2UVEXNG

WPINOTNTAG POPEWV opacTnEIdTNTA
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2TPATHIIKOZ
2TOXOZ 3.
BEATIZTONOIHZH
AIAXEIPIZHZ
MEPIZTATIKQN,
KATANOAEMHZHX
TOY KYBEPNO-
EFKAHMATOX KAI
MPOXZTAZIATHX
IAIQTIKOTHTAZ

H yvWon Twv TEXVIKWY AETTTOPEPEIWV TWV TTEPICTATIKWY TTOU KAAOUVTaAI Va
QVTIMETWTTIOOUV 01 POPEIG, N avaAucn auTwy Kai n d1IacTropd TNG yvVwong
ATTQITEITAI, TTPOKEINEVOU OAOI Ol CUUUETEXOVTEG va TTpogTolipdlovTal
QATTOTEAECUATIKOTEPA OTNV QAVTIMETWITION TTEPICTATIKWY OAAG Kal va
TTpoBaivouv OTIG aTTapaiTNTEG OIOPOWTIKEG EVEPYEIEG OE OXEONn ME TA
METPa ao@dAciag TTou £xouv AGBEI, WOTE va eAAXICTOTIOIEITAI O KivOUVOG
eTavaAnwng Tou. Me Tov TPOTTO AUTO, EVIOYXUETAI N ETOIMOTNTA KAl N
IKAVOTNTO QVTIMETWTTIONG TTEPIOTATIKWY OOQPAAEIAG KOl AVAKOUWNG WETA
atré autd, oe €0Bvikd eTTiredo. H diaxeipion Twv KPIiCIJWY TTEPICTATIKWV
TTpaypaToTroleiTal oUP@wva Pe To EBvikd Zx€d10 'EKTaKTNG AVAyKNg
oTtov KuBepvoxwpo. 181aiTeEpo pOAO KATA TNV QVTILETWTTION TTEPICTATIKWV
A0QAAEIAG PEPOUV Ol OPABES ATTOKPIONG YIO CUMBAVTA TTOU agOopouV TNV
ao@dAeia uttohoyioTwy (Computer Security Incident Response Teams —
CSIRT), Twv otoiwv 0 KUPIog POAOG €ival 0 CUVTOVIOPOG TwV dPAaewv
KOTA Tn SloxXeipion Tou TrEPIOTATIKOU ATTO TOUG EPTTAEKOPEVOUG (POPEIC,
Baoel kabopiopévwy poAwv, apuodIoThTwY Kal Oladikaciwy aAAd Kal
ETTIXEIPNOIOKWY KAl ETTIKOIVWVIAKWY OUVATOTATWY. Z€ €BVIKO £TTiTTE®0 AN
AgitoupyoUv A uttopouv va dnuioupynBoulv Kai GAANEG OUAdES aTTOKPIoNG
YI0 CUMBAVTA TTOU agopouyV TNV ag@AAEIa UTTOAOYIOTWYV ava TouEQ.

EmmpdoBeta, 10 EBvik6 CERT amookoTtrei atn BeATIOTOTTOINGN TOU
emMTESOU TTPOANWNG, A&IoAOYNONG Kal avaAuong Twv aTTeEIAV PETAgU Twv
QOpPEWV TTOU CUPMETEXOUV oTnv EBvikr Ztpamnyikr. To EBvikd CERT, o€
ouvepyaoia pe Ta dAa CSIRT/CERT Trou AcitoupyoUv €viog TNG XWPOG
aAAG kal pe GAAa €Bvikd CSIRT/CERT pe Ta otmoia €€l GUYKPOTACEI
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9.1

EIAIKOZ ZTOXOZ 3.A.:
BEATIZTOMNOIHZH
MEOOAQN, TEXNIKQN
KAI EPFAAEIQN
ANAAYZHZ, ANMOKPIZHZ
KAI KOINOMNOIHZHZ
2YMBANTQN
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9.1.1

ZuoTtaon Kévrpou
MapakoAouBnong Kpicipwyv
Ytmodopwyv Security
Operations Center - SOC)

éva OiKTUO ouvepyaaiag, TTaPAKOAOUBEi dIaPKWG Oe €BVIKO Kal DIEBVEG
ETITTEDO TIG OTTEINEG KAl TIG EUTTABEIEG TWV CUCTNPATWY ETTIKOIVWVIWY KAl
TTANPOYOPIKAG, TIG avaAUel kal TIG agloAoyei, Je BAan TIG IBIAITEPATNTEG TNG
XWPAG, KAl EVAUEPWVEI TOUG POPEIG WOTE VA EVIOXUETAI N ETOIUOTNTA TOUG GTNV
QVTIUETWTTION TTEPIOTATIKWY ao@dAeiag. EidikoTepa, 1o TTAGicIo dlaxeipiong
oupBaviwy KuBepvoao@aAeiag TTepIAauBAavel Tov KaBapIioud KATAAANAwWY
uttodouWY, TNV avdBeon poAwv Kal apuodioTrTwy, Tn Acmoupyia cyber
hotline woTe o1 Popeic (PEBY kai MYWY) va eival og B€on va avagépouv
ouuBdavta ao@aAgiag, Tn ouvepyacia pe @opeic 6Ttwg n EBvikr YTrmpeaia
MAnpogopiwv kai n AicuBuvon KuBepvoduuvag (MEGA/AIKYB), Tn xpron
uttodoung Aeimoupylwv kuBepvoao@aAciag (SOC), Tnv ekTTévnaon odnyiwv
QVTIMETWITIONG CUMBAVTWY KuBepvoaaPaAeiag (operations handbook), kaBuwg
Kol NioTAG UE AOITTA CUUTTPOTTOMEVA TRITA EPN. ZTNV TTEPITTITWON TTEPICTATIKOU
KUBEPVOOOTPAAEING, Ol POPEIG TTOU CUMMETEXOUV OTnV EBVIKA ZTpartnyikn
ogeilouv va gival €ToIYOI VO avTIOPACOUV ATTOTEAEOUATIKA. YTTO TO QVWTEPW
TIpiopa, Ba TTPETTEl va UTTAPEE! HEPIPVA YIA TNV AVIXVEUON, TTPOTEPAIOTTOINON,
avd@Auon, atrOKpIon Kal avakTnon atréd UTTOTTTA GUUBAVTA KAl TTEPICTATIKA
ao@aAciag, kKaBwg kal Tn cuvepyaoia pe Tn AicuBuvon Kupepvoduuvag Tou
EEGA (TEEGA/AIKYB), Tnv EBvikA Apxri AVTIMETWTTIONG HAEKTPOVIKWYV
EmBéocwv (EBviké CERT) kai Tnv Texvikig Puocwg Apxr) Ac@dAeiog
MAnpogopiwv (INFOSEC) tng EBvikrig Ymmpeaiag MAnpogopiwv (E.Y.I.),
KaBwg etmiong kai pe AMa CERTs T1ou dpacTtnpiotroiotvtal otnv EAAGS.
EidikéTepa, oTiG eUBANUATIKEG OPACTNPIOTNTEG TOU £V AOYW E€IBIKOU OTOXOU
ouyKaTaAgéyovTal, JETAEU GAAWV:

Kpivetal amapaitntn n avamruén duvartdotnTag mapakoAoubnong Kai
QTTOKPIONG 0€ CUMPPBAVTO ao@AAEIag Kal n aviaAAayr) OTOIXEIwWV HE TOUG
appodioug dopeic. H ev Adyw duvatdtnTa TTApEXETAI JETW UTTOOOUNAG
Kévrpou [MapakohouBnong Kpiouwv Ytodopwyv (Security Operations
Center - SOC) kai cuoTaong Ouddag Atrokpiong KuBepvoTTepIoTATIKWV
(CSIRT). H Acimoupyia Kévrpou lMapakoAouBnong Kpioiywv YTrodouwy
(SOC), atrarrei, kat' eAdxioTov, Ta akGAouBa:

OAioTIKN
dlaxeipion
oupBdavIwy (case
management)

NEITOUPYIKES

O100IK0aieg, 0dnyieg
Kal EpyaAgia

Opiouo6 poAwv
Kal OpaCTNPIOTATWY,
KaBwG Kal TNV OTEAEXWOT
TOU (MECW KATAAANAOU
BeopikoU TTAaIGiou)

Eikova 14 Neiroupyia SOC



2KOTTOG Tou KévTpou atroTeAei n SIapKNG TTapakoAoUBnon Twv KPioIhwy
uttodopwv Popéwv Kai N EyKaipn avayvwpion Kal avTIJETWTTION TwV
TTEPIOTATIKWV AOPAAEING.

ApOdIOTNTEC:

YAotroinon kai diaxeipion katdAAnAwyv epyaAgiwv

H exTéAeon Twv gpyaciwv Tou Kévrpou oTtnpileTal, EKTOG aTTO Ta OTEAEXN
Tou, o€ epyalcia. Ta ev Adyw epyaAeia atTOOKOTTOUV OTN GUAAOYN
oToixeiwv ato Ta apxeia kataypa@ns (log files) kal oTov CUOXETIONO
TOoUG (correlation) pe yvwpova TNV aTTOTEAEGUATIKI QVAYVWPION ATTEIAWV.
Tautdypova, €mMTPETTOUV TN oUCTaon TTPOPIA TNG OIKTUOKNG Kivnong
Tou Popéa, Tov opIopd KAaTAANAwY SeIKTWY Kal eidoTToInoewy (alerts),
KaBwg kal TNV emEURacn oTo SIKTUO yia TNV OTTOQUYR ETTEKTOCNG HIOG
€TMiBeoNG 1 OAUVONG e KAKOBOUAO AOYIOUIKO.

Aigpglivnon UTTOTITWYV EVEPYEIWV [IE OKOTTO TNV aVAYVWPIoH OTTEIAWV

H digpelivnon UTTOTITWY EVEPYEIWV Eival ATTOPAITNTN VIO TOV JETPIACUO
AavBaouévwy eidotroinoewy (false positives), 1ol KaTaoTaoEIg GTTOU
VOUIPN BIKTUOKH Kivnon KATNyoOpPIOTTOIEITal WG TTapdvoun, aAAd Kal
false negatives, 1ol KOTOOTACEIC OTTOU TTOPAVOUN OIKTUOKN Kivnon
Baivel atrapatApnTn, KATNyopIOTTOINUEVN WG VOUIUN.

Tautdxpova, he TN XpHon Twv KAatdAANAwv epyaleiwyv kai d1adikaciwy,
Ta oTeAEXN Tou KévTpou gival ag B¢on va TTpoouv OTIG APXIKES EVEPYEIEG
aTrOKpIonG — triage, KATA TIG OTTOIEG ATTOPACICETAI EAV [Ia evEPYEIa XPHLEl
TTEPAITEPW dlEpEUvNONG, Bewpolpevn wg GUPBAv ) Ox.

H digpelivnon UTTOTITWY EVEPYEIWV OTTOTEAET DlEPYATia KPiTIUNG onuaaiag,
IB10ITEPA €AV EUTTAEKOVTAI TIPOCWTTIKA OEBOUEVA KAl UIA EVEPYEIT TTPETTE
VO QVTILETWTTIOTEN Kal WG TTapaRiaoTn TTPOCWTTIKWY OEOONEVWV.

Alao@dAion emmixeipnoiakng ouvéxeiag Popéwv

Méow Tng &ykaipng avayvwpiong Kal atmmoTpoTinig (f METPIaopoU)
OUMBAvTWY, dIac@AAIZETAI N CUVEXEID TWV ETTIXEIPNOIOKWY AEITOUPYIWV
TwV Popéwv. Zuyxpovwg, HEow TNG TTapakoAouBnong TnG BIKTUAKAG
Kivnong, To Kévtpo Ba divel atoixeia otn Alvan MpdAnwng kai MpooTaoiag
yia Tn ouvtagn kKaTdAAnAwv odnyiwv TTpog Toug PopEic.

YmooTipign evepyeiwv Alvoswv Apxng

Or1 gvépyeleg Tou Kévtpou eival cUUTTANPWHATIKEG TwV A/VOEWV TNG
Apxng, TmapéxovTtag oToixeia yia Toug Popeig, €ite pyepovwEVa, EiTe
OUYKEVTPWTIKA, WOTE VA UTTAPXEl, ava TTACa OTIyUR, €IKOvVA yia TNV
kKatdoTtaon Twv Popéwv ava@opikd JE TO £QAPUOTHEVO TTAQICIO
KuBepvoaopaAciag.
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9.1.2 Me oKkomd TNV AUECN KOl ATTOTEAECUATIKA AVTIHETWTTION CUMBAVTWY
Anuioupyia  a0QAAEIOG, TTPOTEIVETAI VO dNUIOUPYNBOUV KATAANAEG DIETTAPES ETTIKOIVWIVIOG
Cyber hotline  HE TOUG OEBY kai MWY.

Mo ouykekpipéva Ba dnuioupynoOEi:

*  TnAé@wvo TTIKOIVWVIAG

* AiglBuvan nAekTpoviKoU Tayxudpogiou

H ouykekpipévn dietBuvon / mailbox Ba atrooTéAAEl TO Prjvupa aTo Kévtpo
(SOC) yia repaitépw digpelivnon. Ta avwTéEPW OTOIXEID CUUTTANPWVOUV TNV

Non avapTnuévn, OToV avwTEPW GUVOETHO, @OPUA UTTOROARG avapopdg
TTEPIOTATIKOU.
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9.1.3  H Aermoupyia Tou Kévtpou (SOC) atnpiletal TrioNG 0€ XPrion €CEIBIKEUPEVWV
Ymrodopr SOC  epyaAciwy TTOU ATTooKOTIOUV TNV (a) TTapakoAoudnon SIKTUAKNG Kivnang

kal Case Management Kol avayvwpiong oupBaviwy, aAAd kai (B) oTn SIOXEIpION, ETWTEPIKE ToU
KévTpou, Twv TTEPITITWOEWY (case management).

Ta Baoikd epyaleia evog Kévrpou (SOC), auvoyidovTal wg akoAoUbwg:
* 2uoTtnpa Security Information and Event Management (SIEM)

AtroTeAei éva amd Ta Bacikotepa epyalcia evog Kévrpou (SOC), 10
OTTOIO ATTOOKOTTEI:

Q. 2TN OUYKEVTPWON TwV OTOIXEiWV aTTO TIG CUOKEUEG UTTO
TTapakoAouBnon (logs), Tnv ac@aAf ammoBrKeuor] TOUG Kal TNV
avaAucn atrd Toug AVaAUTEG avaAOYwWS TWV AVAYKWV.

B. Xtov OUOXEeTIONO Twv oToixeiwv (log correlation) pye okotrd
TNV avayvwpion amelAwy TTou Ba ptropolcav va €TTnNPEEACOUV
TNV ETTIXEIPNOIAKI CUVEXEIQ Kal AeiToupyia evog Popéa

e XuoTtnua Security Orchestration, Automation and Response (SOAR)

Ta ocuothuata SIEM, evwy atroteAolv éva Bacikd Bondnua Twv
avaAuTWV yia TNV €ykaipn didyvwan cuuBaviwy, dev TTepIAaUBavouy,
WG AEITOUPYIKOTNTA, TNV OTTOKPION 0€ CUURAvVTA, fTOI TNV EQApPOYH 1
aAAayr) CUYKEKPIPEVWY KAVOVWY OTA UTTO TTOPAKOAOUBNGN CUCTAUATA.
Ma autoug Toug oKoTToUG, yiveTal TTapAAANAN xprion epyaiciwv SOAR,
n omoia €ival og B€0N va AUTOUATOTIOINCEI TIG EVEPYEIEG ATTOKPIONG,
Bdaoel kavévwy aAAG Kal dueong cuvepyaaiag e To cuoTnua SIEM.

Noyw NG €€apaong KuPBepvoeTmBécewy, Ta cuoTAuata SOAR éxouv
A€oV KataaTei atrapaitnta yia éva Kévrpo (SOC). AapdavovTag eTiong
uttoWwn TNV EAAEIPN OTEAEXWV KUBEPVOACQPAAEIOG TTOU TTApPATNPEITAI



O€ TTAYKOOUIO €TTITTEDO, TA €V AOYW EPYOAEIQ XPNOIUOTTOIOUVTAl WOTE
va KaAUwouv 1O ev Adyw Kevo, TTpooTaTevovTag Toug Popeig Kkal
EMTPETTOVIOG OTA UTTAPXOVTA OTEAEXN VA ETTIKEVTPWOOUV Ot AAAa
QVTIKEIPEVA.

Z0otnua Case Management

Ta ev AMoyw ocuaThjuata £pxovtal va KAAUWOoUV To DIAXEIPIOTIKO PHEPOG
NG Aeiroupyiag Tou Kévtpou (SOC). KaBe trepitrtwoon TTou UTTOKEITAI
oe dlgpelivnon, atroTeAei kal uTTOBeon (case) Tnv oTroia diaxeipifovTal
OIOPOPETIKG OTEAEXN, OKOPA Kal PETALU Bapdiwv.

To ouoTnua case management ATTOOKOTTEI:

a. 2tnv amoTeAeopaTtikn dlaxeipion Tng ekdoToTe UTTOOEONG,
oupTrepIAapBdavovTag TTANBWPa OTOoIXEIWV OTTWG nUEPOMNVIa Kal
WPa, EPTTAEKOUEVOUG AVOAUTEG, TTEPIYPAQPT TNG UTTOBEONG, EVEPYEIEG
TTOU £X0UV AGBEI XWpa A/KaI £XOUV TTPOYPOUUOTIOTEI, ATTOTEAEC AT
eTIKOIVWViag pe Toug Popeig, odnyieg atmd Mnyavikols - SMES, KATT.

B. ZTnv TTapakoAouBnaon NG €EEAIENG pIag uTTOBEONG OTTO TOUG
ETIKEQAARG, KaTaypaQr] XPOVIKIG SIAPKEIAS ETTIAUGNG TNGUTTOBEDNG,
KOTaypa@r] SIAXEIPIOTIKWY PETPIKWY (TT.X. XPOVOI aTToKpIonG,
TARB0G emmikovwviag Ye Popéa, KATT.) Kal TTapaywyn avTioTOIXWY
EPAPHOYWV.

e éva ouyxpovo Kévipo (SOC), n xprion Tou CUCTAUATOG case
management kabioTaTal ETTITAKTIKA, JE TTPOTEPAIOTNTA (OPKETEG POPEG)
EvavTl evog KevTpikoU SIEM epyaAeiou.

Mepaitépw, oT10 TTACiCIO TNG BeATIOTOTTOINONG PEBGOWY, TEXVIKWV KAl
epyaAeiwv avaAuong, amoOKpIONG KAl KOIVOTToinang CUpfBaviwy
oxediddovTal o1 akOAouBeg dpdoeig:

.

n Karaption Kal dlaxeipion pntpwou cupBaviwy (emionua rfi/kal
AvWVUHQa), CUPTTEPIAQUBAVOPEVWY OAWV TWV TTANPOYOPIWV TTOU
agopoucav To cuuBdv, evépyeieg TTou EAaav Xwpa, atroTeEAETUATA,
lessons learned,

N A&IToupyia CUCTAPATOG TIPOCTACIAG KUBEPVNTIKWYV I0TOTOTTWY,

n avamTuén TTpoypduuaTog TTapakoAouBnong kai agloAdynong
emmTEdOU aoPAAEIag eEAAnVIKOU KuRBepvoxwpou (threat intelligence tool),

n €ykardoTaon Kal TTOPAPETPOTIOINGN Open source gpyaAeiou
OUCTAMATOG auTOuATNG €1d0TToinoNng yia Tnv dlaBeoiudTnTa TWV
IOTOTOTTWV KAl TWV SIKTUAKWY CUOKEUWV

n eykatdoTaon open source TTAATQOPUAG yia vulnerability assessment
Kai dievépyela eAEyxwv TpwTtotnTag (Penetration tests)
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AvATrTuén unTpwou
oulpavTwy,

epyaAcia threat
intelligence kai
TMPOCTACIN ICTOTOTTWV



9.2

EIAIKOZ ZTOXOZ 3.B.:
ENAYNAMQZH
MHXANIZMQN AMNOTPOINHZ
KAI BEATIZTOMNOIHZH
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9.3
EIAIKOZ ZTOXOZ 3.I'.:
NPOAIQIrH THx
AZOAAEIAZ AEAOMENQN
2E 2YNAYAZMO ME
THN NMPOZTAZIA THZ
IAIQTIKOTHTAZ

* H gykatdoToon Kal TTAPAUETPOTIOINCN Open source epyaAgiou yia
avtaAAayr deikTwv I0Cs pe GAAOUG opyavioPoUG KUBEPVOAOPAAEING
(E6viké CERT, CERT/AIKYB, CERT EAHTE, 4thCERT)

H katamoAéunon Tou KuBepvoeyKAAUOTOG aTraitei KOTAANAa epyaleia
10U Ba €xouv oTnv O1GB£aT) Toug oI appddiol POPEIG yIa TNV CUVTOVIOUEVN
QVTIUETWTTIOT TOU, OEBOPEVOU OTI gival €vag TTO TOUG TTAPAYOVTEG ATTEIAWV
TTOU EVOEXETAI VA ETTIPEPOUV TTOAU JEYANO QVTIKTUTIO OTIG TTAPEXOMEVES ATTO
Toug ®opeig uttnpeoieg. Qg ek TOUTOU KPIVETAI OTTAPAITNTN N EvioXuan Tou
VOPOBETIKOU TTAQICiOU Kal Twv appodIwY UTTNPECIWY TTOU Ba ETTIYOPTICTOUV
ME TNV KOTOOTOAR Tou. EIBIKOTEPQ, GTO TTAQICIO TOUu €v Adyw GTOXOU Kaiplo
poAo diadpaparifel n dnuioupyia TTAaIGiou cuvepyaaiag (TTpayuaToTToinon
OUVAVTACTEWV, agloAdynon €MTTEOOU CUPUOPPWONG OTIG KEIPEVES DIOTAEEIS,
OI0OTACEIG KAl TTOPEID TOU KUPBEPVOEYKAAUATOG OTN Xwpd, ot SIEBVES Kal
EUPWTTAIKG €TTITTEDO) UE TIG KATA TTEPITITWON OPPOdIEG YTTNPETieg (TT.X.
Aiwén HAektpovikoUu EykAfuoaTtog, YTroupyeio Aikaioouvng, YTToupyeio
E€wrtepikwv). Mepairépw, onuavtikr) dpdan CuvIOTA N XaPTOoypdaPnon Tou
u@IoTaEVOU BeoIKoU TTAQICIOU Kal KUPWTIKWY d1aTagewv, wg BAaon yia mn
dievépyeia agloAdynong TNG TTIOPEIaG EQAapuUoynAg auTou, TTEpIAaUBavopuévou
TOU €TMITTESOU ATTOTPOTIAG, OAAG Kal TNV TTPAYUATOTIOINCN TTOPEUBACEWY
gvioxuong Tou KupwTiKoU TTAQICIOU O€ GUVEPYATia PE TOUG KOTA TTEPITITWOT

QAPPOdIoUS POPEIG.

H Zrparnyikr) euBuypaupifeTal Ye TIG ATTQITHOEIS TWV KAVOVIOUWY KOl TNG
Keipevng vopoBeaiag yia TNV TTpooTacia Twv v Adyw OedoPEVWY, HEOW
NG, METOEU GAAWYV, evOwPATWOoNG apxwyv TpooTaciag dedouévwy (data
protection by design) oTig BaoIKEG ATTAITATEIG KAl APXES KUBEPVOATPAAEING
KaI TNG ouvepyaaiag e apuoddioug @opeic (Tr.x. Apxn NpooTtaciag Aedopévv
MpoowTrikoU Xapaktipa - AlAMX). Kaipia 0pdon ev TTPOKEINEVW
OUVIOTA O GUVTOVIOUOG TWV dIOBIKOCIWY ava@opds TTEPICTATIKWY PE TOUG
EUTTAEKOUEVOUG QOPEIG, HEOW TNG AVATITUEN BETUIKAG CUVEPYOTIOG/UIKTAG
opadag ouvepyaoiag e AMAMX kar AAAE oTo TTAqiolo Tng TTpooTaciog
NG IBIWTIKOTNTOG. ZUYXPOVWG, CNUAVTIKO TTAdioI0 Trapéuacng ouvioTd
n ouloyr}, avaAluaon Kol TeKUNPiwaon O£doNEVWVY KUBEPVOETTIOETEWY
TTou gvéyxouv Trapafiacn Tng IOIWTIKOTNTAG, PE OKOTTO TNV QaTTOKTNON
OoAoKANpwuEVNG €IKOVAG yia Ta &V AOyw TTEPIOTATIKA, KOBWG Kal Tnv
TTPAYPATOTIOINON TTEPAITEPW OPATEWY YIO TNV AVTIMETWTTION TOUG.
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3.A.
BeATioTotroinon
MEBBBWV, TEXVIKWV
KalI EPYaAEiWV
avaAuong,
ATTOKPIONG Kal
KOIVOTToiNoNgG
oupBaviwv

ApaoTnpiéTnTEG Opoéonua
3.A.1. Anuioupyia Kévrpou Q4 2022 -
MapakoAoubnong Kpiolywv YTTodopwy | Zuvexng
Security Operations Center - SOC opacTnEIdTNTA
Q2 2023 -
3.A.2. Anuioupyia Cyber hotline 2UVeEXNS
opacTnpIdTNTA
3.A.3.’ Opiouog TT)\oucnou dlaxeipiong Q2 2022
OUPBAVTWY 0oPAAEING
3.A.4. KardpTtion kai diaxegipion
pNTPWOoU cupBavTwy (ETmionua A/kal
avwvupa), cupTtepIAaBavouévwy Q4 2023 -
OAWV TWV TTANPOPOPIWV TTOU 2UVEXNG
agopouaav To GUUBAYV, EVEPYEIEG TTOU | OpaaTNPIGTNTA
éAapav xwpa, amoteAéouara, lessons
learned.
3.A.5. /Aeitoupyia oucTAPOTOG (Z:fvi)(()ﬁ; )
TIPOCTOCIOG KUBEPVNTIKWYV I0TOTOTTWV ST
3.A.6. NMpdypappua TTapakoAolBnong
. . . Q12022 -
Kal agloAdynang emTTESOU AOPAAEING i
. . 2UVeEXNG
eMnvikoU KuBepvoxwpou (threat 500OTNOIGTNTG
intelligence tool) pacTpiom
3.A.7. EykardoTaon Kai
TIAPapETpOTIOINGN Open source Q4 2022 -
€PYOAEIOU CUTTHPOTOG QUTONATNG .
. X 2UVEXNS
€1001T0iNCNG YIa TNV dIaBECINOTNTA .
: , dpacTnPIdTNTA
TWV I0TOTOTTWY KAl TwV SIKTUAKWY
OUOKEUWV
3.A8. !EVKGTC(O'TGOI’] open source Q4 2022 -
TAATQOPPAG yia vulnerability s i
. . UVEXNG
assessment Kai SIEVEPYEID EAEYXWV 50aOTNOIGTNTG
TpwrtdtnTag (Penetration tests) pacThpIoM
3.A.9. EykatdoTaon Kal Q4 2022 -
TrapayeTpoTroinon epyaAeiou log file & | Zuvexnig
malware analysis OpacTnEIdTNTA
3.A.10. EykatdaTaon kai
TIOPAUETPOTIOINCN Open source
gpyaAegiou yia aviaAAayn SEIKTWV Q4 2023 -
I0Cs pe dGA\oug opyaviopoug Juvexng
KuBepvoao@dAeiag (EBviké CERT, opaoTnPIOTNTA
CERT/AIKYB, CERT EAHTE,
FORTHCcert)
et | c2202
. HX VIGHoU vid | n 2UveXng
OIaXEipIon avapopwy OTo TTAQICIO ToU SoaOTNOIGTNTG
GDPR, NISD, art. 13a, elDAS pacThplom
3.A.12. EKTTévNnon €T101WV OEATIWV Q4 2024 -
Kal landscape reports yia TTepIOTATIKA 2UVEXNS
KUBEPVOETTIBEGEWV OpacTNEIOTNTA
3.A.13. Aeimoupyia epyacTnpiou Q4 2024 -
yla avaAuon log files kai 2UVEXNG
KUBEPVOTTEPIOTATIKWV opacTnEIdTNTA

94
EMBAHMATIKEZ
APAZTHPIOTHTEZ
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3.B.

Evduvduwon
MNXQVIOPWY
QTTOTPOTING KAl
BeAnioTotroinon
TNG ETIXEIPNOIAKAG
ouvepyaoiag

3.I.
KuBepvoao@aAeia
Kal TIpOCTaCIa TNG
1IBIWTIKATNTAG

ApaoTnpiéTnTEg Opoéonua
3.B.1. Avarrtuén SikTUou evioxupévng Q4 2021 -
OUVEPYOOIOG yIa TRV KATOTTOAEUNON TOU | 2ZUVEXNS
KUBEPVOEYKANATOG dpaoTtnpIoTNTA
3.B.2. EmreCepyaoia ouvoAikng
TTPOTAONG YIa TO KUPWTIKO TTAaiclo Tng | Q2 2024
Onuoéaiag TTONITIKAG KuBepvoaopaAeiag
3.B.3. Anuioupyia kai agiotroinon Q1 2021 -
oUyXPOVWV EPYAAEIWV Kal TEXVIKWYV YIa Q4 2025
TNV TTaTagN TOU KUBEPVOEYKARHATOG
3.I1. Avatrtuén Beopikng ouvepyaaiog/ Q4 2021 -
MIKTHG ouddag ouvepyaaiag pe AMAMX SUVET
kai AAAE oTo TTAaiolo Tng TTpooTaciag XNS .

. dpaoTnEIOTNTA
NG IBIWTIKOTNTAG
3.I.2. AvamTtuén kai TrapakoAouBnon
TTAATQOPUAG KOTAYPAPHG OEDOUEVIV Q2 2024

KUBEPVOETTIBEGEWYV TTOU EVEXOUV
Trapafiacn TnG IBIWTIKOTNTAG
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2TPATHIIKOXZ
2TOXO2 4.

ENA 2YITXPONO
EMENAYTIKO
NMEPIBAAAON ME
EMOAZH ZTHN
MPOATQIrH THx
EPEYNAZ KAI
ANANTY=HX

‘Evag a1md Toug onuUavTIKOTEPOUG TOWEIG evioxuong Tou €BVIKOU €TTITTEDOU
KuBepvoao@aAciag gival n utrooThpIEN aT1Td TO KPATOG TNG £PEUVAG KAl
avamTugng 1600 o€ akadnuaiké 6co kai o€ IBIWTIKO eTTiTTEdO. O ev Adyw
TTPWTOROUAIEG PTTOPEi va agopoulv Tn cuppetoxy Popéwv (dnuodaiol fy/
Kal 181WTIKOI) 0 €UpWTTAiKOUG dlaywVvIoPoUG Pe OTOXO TNV AVATITUEN
KPIOIHWV VEWV TEXVOAOYIWV Kal PETPWV KUBEPVOOOPAAEIOG, €iTE TNV
evioxuon opdoewv IBIWTIKWY Popéwv OTOV TOPED TNG EQAPPOCHEVNG
£€PEUVOG, N KOUA KAl TNV QVAPOP@WON TTPOYPANKATWY CTTOUdWY WOTE
va KaAu@BoUuv Béuata KuBepvoao@AaAEiag (TT.X. EvioXuaon YETATTTUXIAKWY
TTPOYPANMATWY, CEUIVAPIA, TTICTOTTOINCEIG, KATT.).

H Apxri 6a atroteAéoel To onpeio ETTOQRAG PETAEU OAWY TWV EUTTAEKOUEVWV
dopéwyv, waTe, AappavovTag utrown TIG KATAAANAES TTANPOPOpIES Kal
KaTavowvTag o€ BaBog 1o dlapkwg petTaparlopevo TTepiBaAlov TTE, va
TTAPEXEl TIG KATEUBUVTAPIEG YPOAUUEG VIO OTOXEUMEVEG OPACEIC PE TaQn
XPOVOJIaYyPAUMATA KAl AVOAUEVOUEVA OTTOTEAEOUOTA. ZUYKEKPIMEVA, OTO
TTAQiCI0 TOU TTAPAVTOG OTOXOU ETTIHEPOUG DPATEIG CUVIOTOUV:
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EIAIKOZ ZTOXOZ 4.A.:
NPOAIQrH

THZ EPEYNAZ

KAI ANAMNTY=HZ
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10.2

EIAIKOZ Z2TOXOZ 4.B.:
NMAPOXH KINHTPQN ZTON
IAIQTIKO TOMEA

A EMNENAYZEIZ

ZE METPA AZOAAEIAZ

H avédeign tng
KuBepvoao@AaAelag
o€ TrpotepaldTnTa R&D

Mpoaywyn TotmKwv /
TTEPIPEPEIOKWV OIKOCUCTNUATWY
€KKIVNONG Kal KavaAiwy dIKTUwWoNG
(T1.X. TEXVOAOYIKG TTAPKQ,
OUUTTAEYOTA KOIVOTOMIAG,
EKONAWOEIG / TIAATQOPUES
OIKTUWONG, start ups ao@AAEInG
OTOV KUBEPVOXWPO)

EvBdappuvon Twv emmevoUcewV
oTtov Topéa R&D
TNG KUBEPVOAOTPAAEING

O1 avwTépw TTapePPAOEIS TIPOKEITAI VO CUCTAUATOTTOINB0UV GTO TTAQICI0
TNG EKTTOVNONG MIOG PECOPOKPOTTPOBeoung R&D avilévrag ue BePaTIKEG
TTOU TTPOWBO0UV TNV £QAPUOYK TNG OTPATNYIKAG KUBEPVOATPAAEIOS Kal T
OIKTUWON YIO TNV AVATITUEN KAIVOTOUIWY OTOV TOUEX TNG KUBEPVOATPAAEIOG
(TT.X. TEXVOAOYIKG TTAPKA, CUPTTAEYHATA KOIVOTOMIAG K.ATT.). YTTO TO £V AOyw
TIpiopa, Kaiplog TTapAyovTag €ival N avaTITuUgn eVIOXUPEVNG OUVEPYATIag
ME akadnuaikoug Kal EPEUVNTIKOUG QPOPEIG.

H emtuxAg uAotroinon NG ZTpaTnylkAG OTNPICeTal TNV €TTEVOUCT TWV
Dopéwv 0e opyavwrTIKA, TEXVIKA Kal GAAa péTpa KuBepvoaa@aAeiag. Qg
dueon ammoppola TG agioAdynong KivoUuvwy KuBepvoo@dAeiag, oi Popeig
Ba TTPETTEN VO UAOTTOINGOUV Ta ATTAITOUMEVA PETPA yia TN JIOCPAAICT TwvV
ETTIXEIPNOIAKWY TOUG AEITOUPYIWY CUPPWVA HE TIG BACIKEG ATTAITHOEIG KOl
apxES KuBepvoao@dAeiag. H Ztpatnyiki opilel kivntpa yia Toug Popeig
(OTE VO TOUG KIVNTOTTOINOEl TTPOG TNV €QApUOoYH KATAANAwWY Spdocwy,
€VIOXUOVTAG £TCI TO TIPOPIA TOUG KO GUVOPAPOVTOG OTNV ETTITUXT OVTIMETWTTION
TTEPIOTATIKWY. YTTO TO TIPICUA aUTO, KaipIEG OPAOEIG CUVIOTOUV:

 H xaptoypdonon Twv OIOBECINWY XPNUATOSOTIKWY TIOPWY Kal N
evduvAuwaon Tou cuaTAPaTog aglotroinorg TOuG.

*  H TTopoxr) GTOXEUPEVWV KIVITPWV (TT.X. POPOAOYIKWIV, XPNHOTOTTIOTWTIKWY
K.ATT).

*  Havarmtuén kaivoTopwv epyaAEiwV evOUVAUWONG TG KUBEPVOQTPAAEING
POpPEWV.

Ma TNV OTTOTEAECUATIKN XPNUOTOdOTNON TwV &V AOyw TTapeuBdocwy
TTPOKpPiveTal n dnuioupyia piog epyaAelobnkng (toolkit) kivATpwy o€
OuvEPYOOia PE TOUG KATA TTEPITITWON APPOBIOUG QOPEIG, PE OTOXO TNV
TTapaKiVNON TWV ETTIXEIPACEWY OTNV £TTEVOUCN PETPWY KUBEPVOATPAAEIAG.
270 TTAQicIo TNG €v AOyw €pyaAeloBAKNG PTTOPOoUV va CUPTTEPIANPOOUV



ONPOCIOVOUIKA Kal OIKOVOMIKA KivATpd, OTTWG TT.X. MEIWMEVN POPOAGYNoN,
ETTIXOPNYNOEIS K.a. Mepaitépw, N avaTTTuén Kai aglotroinaon KavoTouwy
MNXaviopwy Xpnuatodotnong aAAd kal pnxaviopwv BeATioTotroinong -
ETMTAXUVONG Kol atTAOTToiNONG S1adIKACIWY YId TN XPNUaToddTnon dpdoewv
KuBepvoao@aAeiag, TTPOKEITal va GUUBGAAEl Kaipia oTtnv TTatagn Tng
YPOPEIOKPATIOG KOI TNV ATTOTEAEOUATIKOTEPN KATOVOUN TwV TTOPWV TTPOG
0@eAog Twv Dopéwv.

H ayaoT ouvepyacoia PeTagu Tou Anuodaoiou Kai ISIwTIKoU Touéa aTToTEAEI
Kpioiuo TrapdyovTa eTiTuxiog TG EBvIKNAG ZTpatnyikng KuBepvoao@aAcgiag,
MI0G Kal BIATTIOTEUPEVEG ETTIXEIPNOEIS Ba ptTopolv va TTapdayouv,
KaTA 1O OOKOUV, UTTNPECIEG PEOW ZUPTTPAewv Anpoaciou kai Id1wTikoU
Topéa (Z.A.LT.). Zro mAaicio autd Kpiolun evépyeia ouvioTd n ouvtagn
MNTPWOU HE IBIWTIKOUG POPEIG, Ol OTToI0I, EQOCOV TTANPOUV CUYKEKPIUEVEG
TpoUTroBéoelg (SiatrioTeuon) Ba CUUTTPAEOUV PE POpPEIG Tou dnuoaiou, PE
OKOTTO TNV TTapoXn €CIOEIKEUUEVWV UTTNPECIWY TTPOG OPEAOC TNG WNPIOKNG
SloKUBEPVNONG. EVOEIKTIKA:

*  [lapoxr} CUPPBOUAEUTIKWYV UTTNPECIWY ACQAAEING

* [lapoxn uttnpeciwyv diaolvdeang Kal TTpooTaciag atd emBéaeig DoS/
DDoS

*  [lapoxr UTTNPECIWY TEXVIKWY EAEYXWYV QTQANEING

* [lapoxn uttnpeoiwv threat intelligence

» EykardoTaon kai Aeiroupyia E0TTAIGHOU R/Kal AOYIOUIKOU GQAAEING

To unTpwo uTToPEi Va TTEPIAaPBAvEl TTANPOPOpPIES OTTWG:

e AVTIOTOIXION QOPEWV WE TIG UTTNPETIEG TTOU evdéxETal va {nTnBouv
atré TNV Apxn, €iTE yIa €0WTEPIKOUG OKOTTOUG, EiTE yIa AOyapIaoud Twv
ETTOTTITEUOUEVWV POPEWV

»  'Evdeign KOOTOUG avd TTITTEDO OTEAEXOUG

*  Tpotmog €kdoong evioAwv ayopdg (work orders) f pivi-d1aKnpUgewy yia
OUYKEKPIUEVA QVTIKEIEVO

» Emimeda mapoyng amokpiong Popéa kai uttnpeciwv (SLA)
*  EvdeikTiKoi 6pol cuvalhaywyv, TIHOAGYNONG, PATPEG, KATT.

EmmpooBETwg, TpoTeiveTal n SIaTTioTEUAN TWV £V AOYW QOpPEWY, HECW
KpITnpiwv TTou Ba apopouV EVOEIKTIKA:

*  Epmreipia Tapoyou Kal OTEAEXWYV TOU
* [loTomroifoeig
* [lapouacia otnv EAAnVIKN ayopd

* 'Epya o€ EupwtraikoUg opyaviououg

10.3
EIAIKOZ XTOXOZX 4.
AZIOMNOIHZH ZYMMPAZEQN
AHMOZIOY KAI IAIQTIKOY
TOMEA (£.A.LT)
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4.A.
Mpoaywyn g
‘Epeuvag kai
AvaTTugng

4.B.
Provide investment
incentives

4T,
Utilise PPPs

ApaoTnpiéTnTEg Opoéonua

4.A1. EKTévnon
pecopokpotrpoBeopng R&D avigévrag | Q1 2022 -
ME BEPATIKES TTOU TTPOWO0UV 2UVEXNG
TNV EQAPUOYH TNG GTPATNYIKAG dpacTnEIdTNTA
KuBepvoao@aAeiag
4.A.2. Mpoaywyn SIKTUWGNG yia TNV
€(QAPHOYI KAIVOTOUIWY OTOV TOPED Q2 2023 -
NG KUBEPVOQTPAAEIQG (TEXVOAOYIKA 2UVEXNG
TIAPKQA, CUPTTAEYUOTA KAIVOTOMIOG dpaaTNPIOTNTA
K.ATT.)
4.A.3. AvaTTTuén evioxupévng Q22022 -
ouvepyaaiag Ye akadnuaikoug Kai S UvEXT
EPEUVNTIKOUG POPEIG 0€ BEuaTa 6pcxc)§?]zlémm
KUBEPVOaa@AAEIa
4.B.1. Anpioupyia epyaeloBnkng
(toolkit) yia Tnv TTapakivnon Twv Q2 2022 -
ETTIXEIPAOEWYV OTNV ETTEVOUCT) HETPWV SUVEXIC
KUBEPVOATPAAEING PE XPNOIMOTTOINGN SpaoTNEIGTTA
ONHOCIOVOUIKWY KOl OIKOVOUIKWV
KIVATPWY OTTWG TT.X. MEIWMPEVN
QOPOAOYNON, ETTIXOPNYNOEIG K.l

Q2 2022 -
4.B.2. AVATITUEN KAIVOTOHWY Zuvexng
MNXQVIOPWY XpnuatoddTtnong dpaaTnPIOTNTA
4.T"1. EKTTOVNON OTTaIToEWV
yla TTapOX0UG UTTNPECIWV Q3 2022
KUBEpvOaoPAAEIag
4.I.2. 'Evapén TTpoypappoTIKAG
ouvepyaaoiag e Tnv Eidikr) Mpapuateia | Q4 2021
SAIT
4.T.3. KatdpTion punTpwou Q4 2022

OUNTTPATTOUC WV ETAIPIWV
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2TPATHIIKOX
2TOXO 5.
ANANTY=H
IKANOTHTQN
(CAPACITY
BUILDING),
MPOATQIrH TH
ENHMEPQXZHX
KAI EYAIZOHTO-
NMOIHZHX

Baoiké o1dx0 TNG ZTpaTtnyIKAG atroTeAE n dnuioupyia TTAaiciou dlapkoUg
ekTTaideuong kal agiohdynong tng €toiudtnTog Twv Popéwv OTO va
atrokpiBouv og auuBavTa KuBepvoaa@aAsiag. Mpog auTth Tnv KaTeubuvaon,
nApxn, o€ cuvepyaaia pe EBvikoug kal EupwTraikoug gopeic, 6a kabopioel
TO TTEPIEXOPEVO Kal TO PUBUG BIEVEPYEIOG QOKNOEWY KURBEPVOaa@AAEIag,
WOTE va €EONOIWTEI, OTO PETPO TTOU AUTO gival duvaTd, ATTEIAEG TTOU
evOEXETAI VO ETTNPEACOOUV TIG AgiIToupyieg TNG Anuoaiag Aloiknaong Kai
Twv AoImwv euTTAekOpevwy Popéwv. O1 EBvikég Aoknoeig EToipémnrag
atroteAoUV ONPAvTIKO £PYAAEI0 yia TRV a&loAdynon TNG ETOINGTNTOG TWV
QOPEWV TTOU CUMMETEXOUV KAl TOV EVTOTTIOUO TwV adUVOUIWY KAl TNG
euttdbeiag Twv ouoTnudtwy. Méow TNG TTPOCOWOIWONG TTEPIOTATIKWV
ACQAAEING TTAPEXETAI N dUVATOTNTA VA QVTIUETWTTIOOOUV TTEPIOTATIKA
Q0QAAEIOG 0 GUVONKEG TTOU AVAAOYOUV O€ TTPAYUOTIKA TTEPIOTATIKA, HE
TNV EPAPUOYH OXETIKWV PETPWV ACOPAAEIAg TTOU €XOuv An@BOei KaBwg Kal
OuUVaQPWY KATAPTIOBEVTWY OXESIWV EKTOKTNG QVAYKNG, WATE Ol QOPEIG va
TTPORBOUV OTIG OXETIKEG BEATIWVOEIG Kal ETTIKAIPOTIOINCEIS. [Mepaitépw, HE
TIG QOKNOEIG QUTEG EVIOYXUETOI N avTOAAQYr] TTANPOQOPIWV KAl YVWOEWVY,
n ouvepyaoia PETAEU TWV POPEWV TTOU CUUMETEXOUV EVW EVOUVAUWVETAI,
TTapAGAANAa N KOUATOUPO TNG CUVEPYAOIag yia TNV aufnon Tou TTiTedou
KuBepvoao@aAeiag oTn Xwpa.

O1 aokAoeIg eToINOTNTAG OleEdyovTal o€ TaKTA XpPovikd diaatAuata. Ol
aokAoelg emmotrTevovTal a1rd TNV EBvikA Apx KuBepvoao@dAeiag Kai
oxedidlovtal Bdoel ca@ws OPICHEVWY XPOovodiaypaupdaTwy, poAwv,
OEVapiWY Kal oTOXwV. Ta aTTOTEAECUATA TWV OCKATEWY Kal IBINITEPA N yvwon
TTOU €X€l ATTOKTNOEI TTPETTEl VO KOIVOTTOIOUVTAl OTOUG EUTTAEKOHEVOUG OTIG
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EIAIKOZ ZTOXOZ 5.A.:
BEATIQZH IKANOTHTQN
MEZQ OPITANQZHZ
KATAAAHAQN
AZKHZEQN
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1.1.1

AvdTtrTuén kai
Xpnon mAareoppuag
“cyber range”

aoKnoelg, aAAG Kal o€ GAAoUG apuddioug Qopeic. ETTISILKETAI N CUMPETOXNA
™G EANGOOG o€ eupwTtrdikég kal dieBveig aoknoelg eroiuotnTag. MNa v
EKTEAEON TWV AOKACEWY dUvVATAl VA XPENOIUOTTOINBOUV OUYKEKPIMEVES
NAEKTPOVIKEG (online) TTAATQPOPUES TTOU TTAPEXOUV dUVATOTNTEG KABOoPITHOU
oEvapiwV, opIoHOU OPAdwV (ETTIMBEUEVOI, auUVOUEVOI), TTapakoAoUbnaong
NG €€ENIENG TNG dloknong, Kataypa@ng BeCIOTHTWY avd opdada Kal JEAOG
QUTAG, KaBWG Kal ouvepyaaiag pe TTANBwpPa opéwv atmod Kpioluoug,
yia Tn Anpoaoia Aloiknon, Toueic. Tautoxpova, n Apxr 6a CUUHETEXE!
evepyd o€ aokAoelg 6Tmwg n Cyber Europe 1mou dlopyavwveral ammd Tov
Eupwtraikd Opyaviopd AopdAeiag MAnpogopiwv kai Aiktowv (ENISA)
n Locked Shields trou diopyavwveral atté 10 NATO 1} o NMANOITHZ 110U
BIopYyaVWVETaI aTTO TO EAANVIKO KPATOG.

Kabwg o1 aokAoeig kuBepvoao@dAeiag oe EBvIKO emiredo €ival SUOKOAO
va opyavwBouUv, evw aTTaItouv CnUAavTiKa KovoUAia yia Tn dlopydvwan Kai
€MTUXA OAOKARPWON Toug, N ApxA TTpoTeiveTal va TTpoRei oe avdamTuén n
xprion mAat@dépuag cyber range. O1 v Adyw TTAATQOPUEG €ival OIAOIKTUAKES
(online platforms) kai ammrookotroUv 0T dnuioupyia TTEPIBAAAOVTOG TO
OTT0i0 ECOMOIWVEI TTPAYUATIKG SiKTUQA, ETTITIBEPEVOUG Kal XPAOTEG, HECA aTTO
€va TTAQICIO TTPOCOPOIWANG TO OTTOI0 ATTAVTATAl OE OIAdIKTUOKA TTaiyvia.
OuoiaoTikd, oI TTAATQOPUES cyber range xpnoipoTrololvTal wg akoAoUBwG:

* O emKkepaAng Twv acknoewv (11.X. N EBvikA Apxr) KuBepvoao@dAeiag)
opiCel To TePIBAAAOV yia TO otToio Ba AdBel xwpa uia doknan, EvVw
opadoTiolEl Toug XPNOTEG (TT.X. OTEAEXN Popéwv) o€ KOKKIVR OPGda
(emmBEépevor) kal uTTAe opdda (apuvopevol). Tautdxpova, BETEl Toug
OTOXOUG Kal opilel TO XpovikG dIdoTnua Yéoa aTo OTToio Ba TTPETTEN va
£x€l OAoKANpwOEi N doknaon.

*  Kd&be opdada €xel Eva aoevdaplo TO OTToio Ba TTPETTEl va OKOAOUBAOEI, e
TANBwpa epyaAciwv va gival diaBéoipa, 6TTwg penetration testing tools,
forensic tools K.ATT.

* O emke@aAng yvwpiCel Tn Adon yia kaBe mBavo oevapio, ava opdda,
Kal PTTopEi va TTapdoxel CUVTOPES TTANpoopicg (tips) oTa YéAn Tng, Ta
OTTOi0 OPWG PTTOPEI VO KATAVOAWVOUV TTOVTOUG (EQOCOV TO £XEI OPICEl
0 ETMKEPAAAG) TTPOKEINEVOU VO ATTOKTAOOUV TTPOCRaCN O€ PEPOG TNG
Nong g doknong. Oco pelwvovTtal oI TTOVTOl PIag ouadag, T000
KMEIVETAI N agloAdyNnor» TNG EvavTl TG «AVTITIOANGY.

e O €mKePAAAG TTOPAKOAOUBEI TNV TTOPEIa TWV PEAWV TwV OPAdWY Kal
gival gg Béan va Katavonoel TUXOV KeEVA TTOU UTTAPXOUV QVOQOPIKA
ME O€CIOTNTEG, XPOVOUG OTTOKPIONG, KATT., WOTE va Trapaxbouv ol
KOTAAANAEG ava@opég TTou Ba xpnaoipotroinBouv yia TRV TTEPAITEPW
ekTTaideuon peAwv Popéwv.

e Ta pgéAn Twv opadwv ouvepyddlovral, avtaAAdooouyv 16éeg, dokiudlouv
VEEG TTPAKTIKEG Kal €PYOAEIQ, VW KATavooUv TO €TTTTed0 OeCIOTATWYV
TOUG 0€ TTANBWPA CEVAPIWY Ta oTToia, SUVNTIKE, ATTOTEAOUV TTPAYUATIKA
oevAPIa ATTEIAWV.

Katd ouvétreia, n avamrtuén 1 n xprnon utmdpxoucag TTAATEOPHAG
(o116 €&e1dikeupévoug TTapdxoug), Ba Bonbrioer oTo va dnuioupynBei To



KaT@AANAO TTEPIBAAAOV yIa TNV TEXVIKN EKTTAIOEUON TwV OTEAEXWV Popiwv,
dlI0TNPWVTAG TN OUveXK €TTAyPUTTVNON TOUG £VOVTI KUBEPVOOTTEIAWY TTOU
MTTOPEl Va BETOUV O€ KivOUVO TV ETTIXEIPNCIAKK) TOUG AEITOUPYia Kal TTapoxH)
UTTNPECIWV

IS10iTePN €upacn dideTal OTNV TTPOETOINACIA TWV PEAAOVTIKWV OTEAEXWV
Twv Popéwv aTov ToPEa TNG KUBEPVOAO@AAEIQG, yia TO OTIOI0 ATTAITEITAN
EUTTPAKTN UTTOOTHPIEN Kal atrd Ta 1I6pUPATO AVWTEPNG KAl AVWTATNG
eKTTOIdEUONG. APPNKTA OUVOEDEPEVN PE TNV €vioxuon TnG £PEUvag Kal
avamTuéng kar NG ouvepyaoiag petaiu dopiwv, gival n dnuioupyia
KATAAANAWY KIVATPWY WAOTE 01 VEOTEPEG YEVIEG Va £pBOUV O€ GUEDN ETTOQN
ME TNV KUBEPVOOTPAAEI KOl VO JTTOPOUV VA TNV €TMAEEOUV WG AVTIKEIIEVO
otmoudwyv A egeidikeuong. ATTWTEPOG OTOXOG aTToTEAEl N €ykaBidpuon
TTAQIGioU KUBEPVO-UYIEIVAG Kal N dnuioupyia BETIKAG KOUATOUPOG TTPOG TNV
KUBEPVOOT@AAEIQ.

EidiIkoTepa, oTIG EUBANUATIKEG SPACTNPIOTNTEG TOU €V Adyw &€18IKOU
OTOXOU cuyKaTaAéyovTal, METOEU AAAWV:

H avdrTugn IkavoTtrTwy, N CUCTNUATIKI Kal SI0PKIG EKTTAIOEUTT), OGAAG KOl
n euaioBnTotroinon kai diathpnon evog uwnAou ETTITTEOOU EVNUEPOTNTAG
OAWV TwV CUPPETEXOVTWY oTo EBvikG Oikoouotnua KuBepvoo@dAeiag,
atroteAolv BaoIiKd OTOoIXEIa yia TNV €La0@ANION TNG €yprlyopong &vavri
TWV OTTEINWV KAl TNG OTTOTEAEOUATIKAG AVTATIOKPIONG OTA TTEPIOTATIKA
aoPAAEIag.

KaBopIoTIKAG onuaciag yia Tnv emTuxn £KBaon Twv OpAaewV Tou TTaPOVTa
OTPATNYIKOU GTOXOU, aTTOTEAEI N avaTTTugn oxediou ekTaideuong cupBaTd
KQI EVAPUOVIOUEVO PE TIG avAyKeg Tou OIKOOUOTHMATOG. £T0 OXEDIO TTPETTE
Va TIBEVTAI CUYKEKPIPEVOI OTOXOI OXETIKA PE TNV EKTTAIOEUCT) KAI EVNUEPWOT
TWV SIAPOPETIKWV OUAdWY EVOIOPEPOUEVWV KOl VA IXVOYPOPEITAl O 0OIKOG
XAPTNG yIa TNV ETTITEUEN TOUG.

‘Eva Zxédio Apdong yia Tnv Ekmaideuon kai Tnv Evuaio®ntotroinon,
TpéTel va TrepIAapBavel Tnv avdAuon TnG UQIOTAPEVNG KATAOTAONG
(Trayiwpéveg dpAoEIC Kal EUTTAEKOPEVOI, KATAYPO®H TNG KOUATOUPAS yia
TNV KUBEPVOaoPAAEI, 0 PONOG TwV AKAdNUGIKWY 1I0pUPATWY, K.T.A.), ME
OKOTTO TNV avAdEIEn Twv eAAEiWewV Tou OIKOOUCTAPOTOG. To OXEDIO TTPETTE
va CUPTTANPwOEi pe oToxeUPEveG Opaaelg Kal dpaaTnpidTnTes. Kpivetal
atmapaitnTn N OIAKPIoN TwV OXETIKWV OpacTnPIoTATWY, avaloya HE TO
KOIVO OTO OTT0i0 aTTEUBUVOVTaI (ETTAYYEAUATIEG KUBEPVOAOPAAEIAG, OTEAEXN
I emMTENIKG OTEAEXN ETTIXEIPACEWYV, TTONITEG K.T.A.).

To Zxé€dlo Apdong vyia tnv Exmaideuon kair tnv EuaioBnrotroinon,
TTAQICIWVEI TOUG UTTOAOITTOUG €10IKOUG OTOXOUG, TTAPEXOVTAG KOTEUBUVTIPIEG
YPAUMEG yia TNV BeATiwan TG KouAtoupag, TG avTiAnwng oAAd Kal TnG
TEXVOYVWOIAG TTOU aTTauteiTal yia €va uwnAo emmiTredo ACQAAEING Twv
TTAnpoopIwyv. ETiong, TTpérel va utrooTnpideTal At unxaviopoug yia TNV
TTapakoAoUBnaon Kai TN JETPNON TNG ETTITEUENG TWV GXETIKWY OTOXWV.

11.2

EIAIKOZ 2TOXOZ 5.B.:
AZIOMNOIHZH ZYT'XPONQN
MEO©OAQN KAI EPTAAEIQN
KATAPTIZHZ KAI
EKMAIAEYZHZ

11.2.1

2x€610 Apdong

yia Tnv Exmraideuon

Kai Tnv Evaiolnrotroinon
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11.2.2

MAaicio avafdaduiong
Texvoyvwaoiag

Kal IKavoTATWYV
EtrayyeApatiwv

Baoiké o16x0 TNG ZTpaTtnyIKAG, atmoTteAei n dnuioupyia TTAaiciou diapkoug
eKTTaid®euong kail eToIHOTNTOG TV PopPEwv OTO va aTTOKPIBOUV O0€ CUPBAVTa
KUBepvoaa@AAeiag. Mpog auTr] TV KaTeuBuvarn, ol apuodIol YOPEIG TTPETTEI
va KaBopioouv CUYKEKPIPEVEG OPATEIS Kal TTOPEUPRACEIG, TTOU VO aQOpOoUV
OTOUG TTAPAKATW TTUAWVEG.

Axkadnpaiki Ekmraideuon

IS1aiTePN £Upacn SIdETAI TNV TTPOETOINATIA TWV HEANOVTIKWIV OTEAEXWV
Twv Popéwv GTOV TOUED TNG KUBEPVOOTPAAEING, YIa TNV OTToia BAcIkO
pPOAo diadpapaTifouv Ta aKadNUAIKA 1I0pUUATA, TOCO WE TNV dnuIoupyia
KATAAANAWV TTPOTITUXIOKWY KAl PETATITUXIOKWY TTPOYPAUPATWY
oTToUdWY, 600 Kal PE TNV dnuioupyia KATAAANAWY KIVATPWYV yia Thv
TIPOCEAKUCN OTTOUBACTWY OTOUG OXETIKOUG KAAOOUG OTTOUBWV.

2XETIKEG OPAOEIG €ival: a) N aTTOTINON TG KAAUWNG TWV €AAXIOTWY
IKOVOTHTWV TTOU ATTAITEl TO UPIoTAPEVO ToTTio aTTelAwV (threat landscape)
Kal B) o KoBoplopdg OTOXEUPEVWY OPACEWY YIa TNV TTPOCEAKUCN
oTToudaCTWV.

EtrayyeApaTik Katdprion

E¢ioou onpavTiki Bewpeital n TOKTIKA ETTIKAIPOTIOINGN TWV YVWOEWV
Kal OECIOTATWYV TWV ETTAYYEAPATIWY, KOBWG O TEXVOAOYIKEG ECENIGEIG
MG Kal ATTEINEG, HETOBAANOVTAI CUVEXWG.

2YETIKEG BPAOEIS gival: a) 0 KABOPIOUOS KIVATPWY Yia TIG dNUOOIES
Kal 18IWTIKEG ETTIXEIPAOEIG KAl OTOUG ETTAYYEAUATIEG AUTWY, YId
OUMPMETOXN TwV TEAEUTAIWY O€ OPAOEIG KATAPTIONG Kail B) n dnuioupyia
€CEIDIKEUPEVWV TTPOYPAUMATWY KOTAPTIONG.

Aia-Biou Maeénon

MpoypdupaTa OTTOUdWV TTOU VA UTTOOTNPICOUV ETTOYYEAUOTIEG OXETIKWV
ETTAYYEAUATIKWY KAAOWV Kal €IBIKOTATWY, WOTE va evnueEPwBoUvV
Kal va ekTTaIOEUTOUV O€ KATAAANAOUG TOUEIG TNG KUBEPVOOOQPAAEIQG,
gMTTAOUTICOVTOG £T01 TO BIOBECIPO AVOPWTTIVO SUVAMIKO.

XETIKEG OPAOEIG €ival: a) n KaTaypar Kol avadAuon Tou UQICTAUEVOU
mAaigiou dia-Biou yabnong kai B) n dnuioupyia TPOTACEWY Yia
TTAPEUPATEIG TXETIKES JUE TNV TIPOTEAKUCT) ETTAYYEAUATIWYV OIAQPOPETIKWV
KAGOwv.

Eidika yia Tig dpdaoeig TTou oXeTi(ovTal e TNV aKadNUAIKY ekTTaidsuon,
KPIVETAI OKOTTIMO VO OXESIAOTOUV ETTAYYEAUATIKA TTPOPIA yIa TOUG
d1agopoug péAoug aTov Topéa TNG KuBepvoao@dAsiag. O cagng
OPICHOG POAWY, EUTTEPIEXEI TTEPIYPOPH TTPOCOVIWY, KOBNKOVTWY, TTOU
Opouv BondnTiIKG g€ oTToIadATTOTE dPACT KOTAPTIONG KAI EKTTAIOEUONG.
Emiong, TapéxeTal 0a@ng €TTAYYEAUATIKOG TTPOCAVATOAIOUOG OTOUG
EVOIOPEPOPEVOUGS VEOUG.

Eidikd yia 1Ig dpdoeig avaTITuéng IKAVOTHTWY, IBINITEPA ATTOTEAEOUATIKOG
MNXaVIOPOG avdaTTTuéng OeCIoTATWY aTTOTEAEI N BIEVEPYEIQ AOKACEWY
KUBEPVOOOQPAAEIAG, TTOU E€COMOIWVOUV TTEPIOTATIKA ao@dAciag Pdoel
TTpokaBopiopévwy oevapiwy. O1 ev AOyw OOKACEIG €EUTINPETOUV UE
TIOAMOUG TPOTTOUG TOU CUPHETEXOVTEG: O) AIOAOGYNOTN TNG ETOINOTNTAG KA TWV
oxediwv EKTAKTNG avaykng, B) KaAAIEpyeia TG avTaAAayrS TTANPOYOPIWY
KQI YVWOEWV Kal TNG GUVEPYATiag, y) OOKIUR Kal avaTTugn deCioTrTwy.



‘ExovTag Katavonael Kal opioel TIG ouddeg — target groups 1mou n K&Oe

EKTTAIOEUTIKA OPAaN Ba €xel WG OTOXO, N APXN TTPOTEIVETAI VA TTPOXWENJEI
oTn dnuioupyia Tou KaTdAANAou UAIKoU. TovideTal n avAaykn GUUKETOXAS Kal
AMwv apxwy, 6Tmwg o ENISA, n AMAIMX, n EETT, n A/von HAekTpovikou
EykAquatog EAANVIKAG AoTuvouiag, 181WTIKOI QOPEIG, KATT.

To uNIKG agopd, PeTagu AAAwWV:

Evnuépwaon otedexwv — Tmrapouciaon: Oa egnyei ota oTeAéXn
Dopéwv TIG BATIKEG OPXEG TNG VEAG KOUATOUPOG, TIG VEEG ETTIOUUNTES
OUUTTEPIPOPES KOBWG Kal TUXOV BEpaTa TTou PTTOPED va TTpoKUWOoUV
yia Tov ekdoTote Popéa atrd TN YN EQAPUOYA TWV VEWV KAVOVWY KAl
d1adikaaiwy atré Toug epyalopévoud. H ev Adyw Trapouaiaon Ba ptropei
va XpNoIUoTToINBei KaTd TN SIGPKEI EVTAENG VEWV OTEAEXWV.

AvATTITUEN EVNUEPWTIKOU UAIKOU — QUAAGSIa Kal agioeg: MNa BEpaTa OTTwG:
KakéBoulo Aoyiopikd, Koivwvikr) pnxaviki kai phishing, MNpootacia
TPOOWTIKWV dedopévwy, study visits, Kivntég cuokeuég, Xpron
nAekTpovikoU Taxudpoueiou, ETmiokewn og 1oTdTOTTIOUG, NpOooTaCia
€COTTAIOOU KaTA TN JIGPKEIQ TWV OIAKOTTWY, KATT.

AVATITUEN EVNUEPWTIKWY NAEKTPOVIKWV UNVUPATWY / e-mails pe
OUPBOUALG (tips): ©@a oTéAvovTal 0T OTEAEXN O€ CUYKEKPIUEVEG XPOVIKES
TTEPIOAOUG OTTOU N CUXVOTNTA TWV TTEPICTATIKWY YIA dIAPPOES 1] KAOTTES
0edopévwy gival o augnuévn Kal PE TTPOEIBOTTOINTEIS AVAPOPIKA HUE
100G 1l GAAoug Kivouvoug (T1.x. OkTWwRpPIoG — cyber security, Noéuppiog
Black Friday, mepiodog Xpiatouyévvwv-lNpwTtoxpovidg, tepiodol
EKTTITWOEWV, Mdoxa, KAAOKAIPIVEG BIOKOTTEG, TPIRUEPQ).

AvdTrTugn mpoypappdTwy e-learning: ©a TrepIAaUBAvVOUV TECT GTO OTTOIO TOL
2TeAéXN Ba kaAoUvTal va ETTIRERAILITOUY OTI KOTAVOOUV TOUG KAVOVEG KOl TIG
OUMTTEPIPOPEG TTOU ETTIRAAAEI N VEQ KOUATOUPO 0GQAAEIAG TTANPOPOPILV.
To Tpdypappa Ba KOAUTITEN TIG OKOAOUBEG EVOEIKTIKEG BEUATIKEG EVOTNTEG:
MpooTacia dedopévwv Popéa, MNpooTaaia TTPOCWTTIKWY OESOUEVWY,
Opbn xprion cuaTtnudTtwy, Opbr xpron Kwdikwy ac@dAciag, Opbn xprion
ETAIPIKOU NAEKTPOVIKOU Taxudpouegiou, KivnTEG OUOKEUEG Kal POVAOEG
armofrikeuong, Koivwvikry pnxavikr, Ava@opd oupBaviwy ac@AAEIag,
KaAég TTpaKTIKEG, PUTIKF) AOPAAEIQ, KATT.

AvVATITUEN eKTTAIBEUTIKOU TTPOYPAUUATOG Yia OTEAEXN Aleubuvoswy A
TuNuAaTog MANPOPOPIKAG (BIOXEIPIOTEG TUCTNUATWY, developers, KATT.).

Ekmraideuon ekraideutwyv — aTeAexwv Twv Popéwv TTou Ba avaAdpouv
OTn Ouvéxela TNV UAoTroinon ekmmaideloewv o€ Béuata diaxeipiong &
TTPOCTACIOG OEDOPEVWV.

Frequently asked questions (FAQ): KaBopiopog mbavwy eputhcEwY Kal
OXeTIKEG atravTioelg (Ba putropolv va avaptnBouv O IGTOTOTTOUG, KATT.).

Hotline 6mmou ®opeig (PEBY kai MWYY) Ba ytmmopouv va atreubuvovtal
yia SIEUKPIVATEIG, aTTopieg 1 GAAa BépaTa TTou ATrTovTal TNG AOPAAEIag
TAnpoopiwv (diadikacia, epwTtAuaTa, escalation points, Teplypaen
pAAoU KATT).

Online alerting application: EykatdaTtaon kai xprion epyaAgiou yn@iokng
€QAPHOYNG N OTTOI ATTOCKOTTEI OTO VA EVIOXUEI TA EKTTAIOEUTIKA PnvUpaTa
OTOUG XPHOTEG, UTTEVOUNICOVTAG TOUG PECW PNVUPATWY OTO KIVNTO TN
onuacia TNG aoPAAEIag Kal TTpoaTaciag Twv dedopévwy, BondwvTag pe
TOV TPOTTO auTd OTNV £0PAIWAN TWV ETTIBUNNTWY CUPTTEPIPOPWV.

11.2.3
Anpioupyia
UAIKOU
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11.2.4 1diaitepn BapuTtnTa Ba d0O¢i ge eKTTAIBEUTIKA aedivapia YelBuvwy
Tepivapia  Ao@AAeiag kat AikTOwy Ta oTroia Ba Slopyavwoel n ApxXH.

11.3 H emtuxAg uvAotroinon tng EBvVIKAG ZTpatnyikng KuBepvoao@pdaAsiag,

EIAIKOZ STOXOZ 5.:  €5apTaTal kai amrd T dnpioupyia BETIKAG KOUATOUPAS AOPAAEING O€ EBVIKO
emitredo. H d1apkAG evnuépwan Tou yevikoU TTANBUCHOU aTroTeAEl évav

AIAPKHz ENHMEPQZH aTTd TOUG KPIGIMOTEPOUG TTOPAYOVTEG ETTITUXIAG TNG ZTPATNYIKAG, Kal, WG €K
®OPEQN KAITIOAITON ToUTOU, TTPETTEI VO a€loAoyNBoUV o1 UPICTAUEVEG OPATEIG EUAICONTOTTOINCNG
ANAODOOPIKA ME OEMATA  kai evnuépwong (wg atréppola Tou xediou Apdong yia Tnv Ekmaideuon

KYBEPNOAZ®AAEIAZ kai Tnv EuaioBnrotroinan) kai va kaBopioTouv o1 TTEPIOXEG TTou Xprdouv
TTEPAITEPW dPACTNPIOTTOINONG.

> ouvepyaoia Pe Toug EPTTAEKOUEVOUG £BVIKOUG opyaviopoug, TTpoTEiveTal
va dnuioupynBei éva EBviké Mpoypauua EuaioBnromroinong yia tnv
KuBepvoao@dAeia, ye okotro Tnv TTARPN KAAUWN OAWV TwV NAIKIOKWYV
KOl KOIVWVIKWV OPAdwY TTOAITWY, WE KATAAANAO Kal oUyxpovo UAIKO
72 EVNUEPWONG.

EONIKH XTPATHINKH KYBEPNOAX®OAAEIAZX 2020 - 2025

ATTWTEPOG OTOXOG aTTOTEAEI N £YKABIdpUCT VOGS TTAQIGIOU KUBEPVO-UYIEIVAG
Kal n eykabidpuan pia eBVIKNAG KOUATOUPOG EuaiobnToTToineNG W TTPOG TNV
TTPOAYWYN TNG KUBEPVOOTPAAEING
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EMBAHMATIKES ZT16)0I ApaoTnpi6TnTEG Opoéonua
APASXTHPIOTHTE: 5.A.1. Ekttévnon Tou EBvikoU Q12022 -
Mpoypdupatog ACKroewY Juvexng
KuBepvoao@aAeiog dpacTnpIdTNTA
S 5.A.2. AVGTTTUEN IKOVOTNTOG Kal e ArzE
BeAtiwon W : 2uvexng
; . dladikaoiwy "lessons learnt )
IKOVOTATWYV PECW opacTnpIdTNTA
opyavwong . . .
KATGANAWY :5.A.3. A§|0Trc:|n0r] TrAchcpoPpag TUTTOU
QOKAGEWVS cyber range yia TI:]V £K1TGI6£U’0I’] TWV Q1 2022 -
OIOXEIPIOTWYV (A0PAAEIag, SIKTUWY, Suveytic
OUCTNUATWY, EQAPPOYWYV, BATEWV SodoTNOIGTATA
OeBOPEVWY, KATT.) TNG APXIG KAl TwV paaThpIoT
Popéwv
5.B.1. KC(TC(pT’IGI'] svr]psprl’Kou Kal ) Suvexic
EKTTAIOEUTIKOU UAIKOU (YEVIKO KOl ava .
. . dpaocTnPIdTNTA
5.B. katnyopia ®opéa)
Apply state - of - 5.B.2. Exmrévnon 2xediou Apdong
the - art educational | yia Tnv Ekmaideuon kai Tnv Q12022
and training Euaiobnrotroinon
methods and tools i i
5.B.3. NMAaicio avaBdabuiong Q4 2024 -
Texvoyvwoaoiag kai IkavoTATwY 2Uuvexng
EmrayyeApariwv opacTnpIdTNTA
5.I. 5.I1. Ekmévnon tou EBvikou Q4 2023 -
Promote open - Mpoypdupuatog Evaiobntomoinong yia | Zuvexng
ended cybersecurity | TNV KuBepvoao@aAeia OpaoTnEIOTNTA
information and
awareness raising 5.I'2. Alau6pewon TAaiciou Q12022 -
for Entities and ETTIKOIVWVIOKNG DIaxEipIong Juvexng
citizens TIEPIOTATIKWV dpaaTNPIOTNTA
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A=IONOI'HZH KAl
ANATPOO®OAOTHZH

H ulomroinon Twv OTpatnyikwv oToxwv Tng EBVIKAG ZTpatnyikng
KuBepvoao@pdAciag TrapakoAouBeital amd Ttnv  EBviKA  Apxn
KuBepvoao@dAeiag, ue GKOTTO TNV agloAdynan Kai Tnv avarpopodotnon TNg
Z1patnyikns. EidikéTepa, aTo TTAGicIo agloAdynong Kal avatpopoddTnong TG
>TpaTnyIkng Ba opyavwdei va oAokAnpwuévo aloTnua TTapakoAoubnong
Kal a&loAGynong Tng Tropeiag €QAPUOYAS TNG ZTPOTNYIKAG MECW TG
avdaTtuéng katdAAnAwv deikTwv pétpnong (KPIs, KRIs), ékdoong Trepiodikwv
eKBETEWV Kal ETACIOG €KBEONG OPATEWV KOl OTTOTEAECUATWY (TTAPGAANAQ
pe Tnv ékdoon threat landscape report), aAAG ka1 a&lotroinong epyaisiwy
Kol BEATIOTWV TTPaKTIKWV (T1.X. ENISA):

2 0vTagn TTEPIOBIKWV
ekBEoewv agioAdynong
Kataption (quarterly reporting)

oAokAnpwuévou KaTaAdyou Kal 010G ¢ékBeong o€
oeikTwyv KPls, KRIs OuVvOUAGCO JE TNV €kdooN
etnolwv threat landscape
reports

Eixdéva 16 [MAaioio agioAdynong kar avarpopodotnong s EOVIKNG ZTparnyikng
KuBepvoaopdAciag

AapBdavovtag 6 uméwn Tnv avaykn Odlapépewong evog TIIo
MokpoTTpéBecuou opilovia OTnV UAOTTOINON TwV TTEPIYPOAPOUEVWV
TTPWTOROUAILV Kal OpAoewy, TTPOKPIVETAI N TTapoUca GTPATNYIKA va
ETTIKQIPOTTOIEITAI OV TTEVTE £T1).
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Epappoyn
BEATIOTWY TTPAKTIKWY
(11.X- epyaAeiodrikn ENISA)
a&loAdynong
Kal avaTpo@odioTtnong
NG ZTPATNYIKAG
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